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1 Introduction
This contribution proposes changes to current text in draft H(e)NB security TS so that H(e)NB security TS could be in line with H(e)NB specifications specified by other 3GPP workgroups. In addition, some editorial corrections are made in attached pCR.
2 Proposed changes
2.1 Change 1: adding description of optional access control performed in HNB
In RAN3 HNB specification 25.467, it is specified that HNB may perform optional access control and HNB GW should perform mandatory access control in case of non-CSG UEs or non-CSG HNBs. However, only mandatory access control performed by HNB GW is mentioned in clause 4.1 of current SA3 H(e)NB security TS. It is proposed to add description of optional access control performed in HNB in SA3 TS as attached pCR.
2.2 Change 2: adding description of HeMS
It is clearly stated in series of SA5 HNB specifications (32.581, 32.582, 32.583 and 32.584) that HMS is Home NodeB Management System NB and only serves HNB. SA5 have already defined HeMS for HeNB case in their series of HeNB specifications (33.591, 33.592, 33.593 and 33.594). It is proposed to add description of HeMS in SA3 TS as attached pCR.
3 Proposal
It is proposed to agree the attached pCR.
4
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4
Overview of Security Architecture and Requirements 

4.1
System architecture of H(e)NB
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Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

· Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or eUTRAN;

· H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB. 
· Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link.
· HNB GW performs the mandatory access control and HNB performs the optional access control in case of non CSG UEs or non CSG HNBs. SeGW and HNB GW are logically separate entities within operator’s network. If the SeGW and the HNB GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].

· HeNB GW is optional to deploy. If HeNB is deployed, then SeGW may be integrated into HeNB GW. If the SeGW and the HeNB GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9].

· Secure communication is required to H(e)NB Management System (H(e)MS). This becomes even more important if H(e)MS is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the H(e)NB should be included if such collapsing is allowed  
<This section explains the high-level architecture of H(e)NB  security>
4.2
Network Elements

4.2.1
H(e)NB

The H(e)NB is a network element that connects User Equipment via its radio interface to the operator’s core network. Backhaul link to the network is an available broadband connection. A H(e)NB is typically deployed in customers’ premises.

NOTE: The term H(e)NB refers to both Home NodeB (HNB) and Home eNodeB (HeNB), when both are meant without distinction.

4.2.2
Security Gateway (SeGW)

The SeGW is a network element at the border of the operator’s core network. After successful mutual authentication between the H(e)NB and the SeGW, the SeGW connects the H(e)NB to the operator’s core network. Any connection between the H(e)NB and the core network is tunnelled through the SeGW.

4.2.3
H(e)NB Management System (H(e)MS)

The H(e)MS is a management server that configures the H(e)NB according to the operator’s policy. H(e)MS is also capable of installing software updates on the H(e)NB. The H(e)MS server may be located inside the operator’s core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet).

The HMS is specified in TS 32.583 [2].
The HeMS is specified in TS 32.593 [x].
4.2.4
UE

UE is a standard user equipment for UMTS (for HNB) or LTE (for HeNB).

4.2.5
H(e)NB Gateway (H(e)NB GW) and MME

Editor’s Note:
It has to be decided if this element is an essential part of the security architecture and should be described here. Otherwise this sub-clause can be deleted.

4.3
Interfaces (Reference Points)

Editor’s Note:
Are we going to specify new interface designators, or are we describing the interfaces with the designators as used for the functions e.g. carried inside a secure tunnel?

4.3.1
Backhaul Link

The backhaul link used between H(e)NB and SeGW provides a secure tunnel carrying both the user plane data and the control plane data that are transmitted between the H(e)NB and network elements in the core network.

H(e)MS traffic is also tunnelled through this secure backhaul link, if the H(e)MS is accessible on the MNO Intranet.

The backhaul link may also carry other data between H(e)NB and core network, e.g. time protocol traffic.

4.3.2
H(e)MS Interface

The OAM Interface between the H(e)NB and the H(e)MS server provides a secure connection carrying configuration data., SW updates and additional data, e.g. location information.

4.3.3
Other

Editor’s Note:
Do we need any other interface to be specified with normative text?
Candidates for other interfaces are the interfaces between SeGW and AAA server (if deployed), and the interface between AAA server and HLR. Main specification for such interfaces may reside with CT 1 or CT 4, and may only need requirements from SA3.

4.4
Security Requirements and Principles

4.4.1
Operation
The requirements on operation are:

-
Only algorithms of adequate cryptographic strength shall be used for authentication and protection of confidentiality and integrity.

-
Modifications of Hosting Party controlled information by the operator shall only be allowed with the permission of the Hosting Party.
-
The extent of Hosting Party controllable information shall be controlled by the operator.

-
IMSIs of users connected to H(e)NB shall not be revealed to the Hosting Party of the H(e)NB.
Editor’s Note:
More requirements for general operation principles may be added here.

4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. The authentication shall be performed using a certificate provided by the operator, manufacturer or vendor of the H(e)NB.

- 
The H(e)NB shall authenticate the SeGW. The authentication shall take place based on a SeGW certificate.

-
Optionally the hosting party of the H(e)NB may be authenticated. The authentication, if used, shall be based on EAP-AKA [3].

-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
Any unauthenticated traffic received from the access network shall be filtered out by the H(e)NB.

Editor’s Note:
It has to be clarified what this requirement (taken from the TR) really means, as there is also unauthenticated, but valid traffic, e.g. DHCP.

Editor’s Note:
This section contains also solution related requirements, which may be moved later to other sections.

4.4.3
Requirements on SeGW

The requirements on the SeGW are:

-
The SeGW shall be authenticated by the H(e)NB using a SeGW certificate. The SeGW certificate shall be signed by a CA trusted by the operator.

Editor's Note:
This assumes that the SeGW belongs to an operator network. If other specifications will specify SeGWs to other networks, this requirement may have to be adapted.

- 
The SeGW shall authenticate the H(e)NB based on H(e)NB certificate.

-
The SeGW may authenticate the hosting party of the H(e)NB in cooperation with the AAA server  using EAP-AKA [3].

-
The SeGW shall allow the H(e)NB access to the core network only after successful completion of all required authentications.
-
Any unauthenticated traffic from the H(e)NB shall be filtered out at the SeGW.

Editor’s Note:
Other requirements are ffs, e.g. on handling of H(e)NB identities in SeGW and possible AAA server interworking.

4.4.4
Requirements on H(e)MS

The requirements on the H(e)MS are:

-
The H(e)MS shall be authenticated by the H(e)NB using a H(e)MS certificate. The H(e)MS certificate shall be provided by the MNO.

-
The H(e)MS shall authenticate the identity of the H(e)NB using a H(e)NB certificate. This identity shall be the same as used during backhaul link establishment (cf. sub-clause 4.4.5 of this document).

-
If the H(e)MS is accessible on the MNO Intranet, the mutual authentication between H(e)MS and H(e)NB may be replaced by the authentication between SeGW and H(e)NB. In this case only the identity of H(e)NB has to be transferred over the H(e)MS link.

NOTE:
In case of H(e)MS accessible on the MNO intranet there may be an additional secure end-to-end tunnel between H(e)NB and H(e)MS carried inside the secure backhaul link.

Editor’s Note:
It has to be decided if particular requirements are needed for the separate H(e)MS tunnel between H(e)NB and H(e)MS, when H(e)MS is accessible on the public Internet 
4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 [4] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of this document.

-
The backhaul link shall provide integrity protection of the transmitted data. It may provide confidentiality protection of the transmitted data, depending on operator option.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode [4].

-
Any connection between the H(e)NB and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.

4.4.6
Requirements on H(e)MS Link

The requirements on the H(e)MS link are:

-
The establishment of the secure H(e)MS link shall be based on the authentication principles as given in subclauses 4.4.2 and 4.4.4 of this document.

-
The H(e)MS link shall provide integrity protection of the transmitted data. It may provide confidentiality protection of the transmitted data, depending on operator option.
****************************End of second changes*****************************************
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