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1 Introduction
This contribution presents topic of binding of H(e)NB device authentifcation to device validation for discussion
2 Discussion
In the section 8 of the conclusion of the H(e)NB security TR, it is recommended that “…device authentication shall be securely bound to device integrity validation..” Both device authentication and device integrity validation become a prerequitesite for offering H(e)NB service to users.  This means that somehow, the two must be tied together and must succeed before access is granted. We present some points for discussion.
It is assumed that IKEv2 with certificates is used for authentication run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW.  The flexibility of IKEv2 and EAP-based messages for IKE peer authentication makes it easier to extend the protocol to carry endpoint integrity attestation information so that the success of IKE exchange also depend on the validation of device integrity.  Within IKEv2, there are several ways to achieve this:

1. Information exchange between SeGW and H(e)NB using certain payload(s) offered in IKEv2.

2. Information exchange between SeGW and H(e)NB using EAP-based messaging.

IKEv2 offers the flexibility of several payload types that can be customized or used for vendor specific purpose.  One such payload typs is the Notify payload.  The N payload is used to transmit information data to the IKE peer.  Such information could be error condisiton, state information, or even integrity information. Notify message types in the range of 40960 to 65535 are currently reserved for private use.  We could easily use one of the message types in this range to be defined as integrity information.  Vendor ID payload may also allow implementation to make use of Private USE numbers in other private payloads, private exchanges, private notifications, etc.
EAP-based message may also be used for carrying integrity information within IKEv2 between H(e)NB and SeGW.  Integrity Information may be easily defined in an AVP, if not defined already. 

If there is no reason other than to carry integrity information through IKEv2, using the one of the payload types in IKEv2 to carry integrity information would seem more natural.
The content of the integrity information and validation method are yet to be defined, but it should not stop us from using the IKEv2 mechanism to accomplish the binding of device validation to authentication.
The companion pCR proposed to use the N payload type for such purpose.




















































