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1
Decision/action requested

This document is a pseudo-CR to SA3 TS 33.xyz on H(e)NB security aspects to specify that Hosting Party authentication shall be implemented in SEGW, core network and H(e)NB, and that the HPM-H(e)NB interface shall be implemented in H(e)NB.  
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References

· S3-090881 “Recommendation for Hosting Party authentication implementation”, Gemalto, SA3#55, Shanghai
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Proposed Pseudo-CR
************************************ start of change ************************************
5.3 Hosting Party Authentication
The hosting party authentication is optionally performed by the operator’s network.

An EAP-AKA based method shall be used for hosting party authentication.
The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in H(e)NB.
The EAP-AKA based hosting party authentication shall have the following parts:
-
An AKA credential shall be stored in HPM enabling to use EAP-AKA. The SeGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server to retrieves an authentication vector from AuC via HSS/HLR. 
-
A globally unique identifier in the format of an IMSI shall be used for EAP-AKA based authentication. These IMSIs shall be marked in HLR/HSS as used for H(e)NBs, e.g. by allocating dedicated ranges or by adding specific attributes to avoid misuse of these IMSIs for ordinary UEs.
The Hosting Party authentication shall be implemented in SEGW, core network, and H(e)NB. The HPM-H(e)NB interface shall be implemented in the H(e)NB. 

NOTE: The implementation of the related HLR/HSS entry is out of scope of this document.

************************************ end of change ************************************
