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Candidate solution 1a “TRE based solution with remote subscription provisioning and change” is evaluated according to the agreed evaluation criteria. For consistency with other pCRs on the evaluation section, this pCR uses the same classification method as the one used in S3-090775, S3-090776 and S3-090842.

**** Start of changes ****

7.2
Alternative 1a: TRE based solution with remote subscription provisioning and change 

 
“+”      
means a positive comment

“-“
means a negative comment

“U” 
means that it was impossible to evaluate the solution, due to insufficient information in the description of the solution
	EVALUATION CRITERION
	COMMENTS

	1 Security
	- Uses a loosely-defined embedded trusted environment for storing authentication credentials, rather than a well-defined dedicated security module such as a UICC. This makes it more difficult assess the level of security provided.
- Based on security technology which is yet to be proven and established as a satisfactory way of protecting authentication credentials.

- Requires all involved operators to trust the M2ME and M2MES to provide a secure environment for storing authentication credentials
- Requires all involved operators to trust the M2MES and PVA to provide a secure method for validating the trusted environment before downloading an MCIM to it.

	2 Initial choice of operator
	- The choice of initial connectivity operator has to be made at the time the M2ME is manufactured

	3 Operator change
	+ This is provided for using OMA DM protocols

- There could be a problem if the new operator does not have a contract or trust relationship with the M2MES or PVA.
+ Supports an unlimited number of operator changes

	4 Remote management
	+ This is provided for using OMA DM protocols



	5 Legal and regulatory impact
	- May be difficult for operator to provide assurance to regulator that M2M subscriptions cannot be cloned or tampered with due to lack of operator control on TRE compared to a UICC based solution.
- This solution does not allow network operators to sufficiently manage their legal risk. It requires that the network operators are mandated to trust many third parties or be exempted from the market.

- The design of the TRE could lead to anti-competitive solutions.

	6 Flexibility to adapt to new requirements
	- New subscription management requirements may require new M2ME capabilities not available in already deployed M2MEs. This would require M2ME replacement.


	7 Viability of trust model
	- Requires all involved operators to have trust in a central authority. This may be a viable trust model in some scenarios, but it has obvious limitations. The need to trust a central authority seems to be a common requirement of any solution which supports remote operator change.

	8 Suitability to mass market deployment
	+ Mostly suitable (providing the need to trust a central authority is not a constraint)
- Need to choose initial connectivity operator at time of device manufacture could be an issue

	9 Impact on subscription management systems
	- Major impact: Significant new technical capabilities including OMA DM and PKI need to be supported. Also, business procedures for subscription management are radically changed.  As a consequence, the impact is considered major.

	10 Impact on network infrastructure
	Same comment as item 9.

	11  Impact on terminal
	- Major impact: TRE must be supported. This can be based on currently available trusted computing technology, but it is still a radical change to require that terminals support embedded trusted computing technology to protect mobile subscription credentials, so the impact is considered major.

	12  Impact on 3GPP specifications
	- Significant new specifications required, however some re-use of existing specs should be possible (e.g. OMA DM).


**** End of changes ****

