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Candidate solution 3a “Ki transfer between operators” is evaluated.
**** Start of changes ****

7.4
Alternative 3a: Ki transfer between operators 

Editor’s Note: If it is decided that this solution may apply to M2ME with or without a UICC (see 5.4.1.1), the references to “UICC” in this section should be changed accordingly (perhaps to “UICC/TRE”).
	EVALUATION CRITERION
	COMMENTS

	1 Security
	+ meets  most of the requirements, but unauthorized removal of the UICC may be a problem.
- Operators would have to trust other operators to provide Ki/OTA key pairs for whole populations of devices, which exceeds the current trust model.

- requires the new operator to trust the UICCs of the old operator.
- After a change of operator, the prior operator retains valid authentication keys but becomes an unauthorised 3rd party.

	2 Initial choice of operator
	- The initial choice of operator has to be made at the time that the UICC is installed, which (for a non-removable UICC) happens during manufacture of the M2ME. For a removable UICC, installation of the UICC could be done after deployment of the M2ME but that could be expensive and difficult to achieve in some use cases.

	3 Operator change
	+ this is provided for using OTA protocols

-  Devices may become un-contactable due to change of operator happening when the device is not attached to a network
U: it is not explained how a new operator can join the scheme, i.e. how to establish trust with the existing operator

	4 Remote management
	+ this is provided for using OTA protocols

U: the role of M2M Operator is not defined

	5 Legal and regulatory impact
	U: no information

	6 Flexibility to adapt to new requirements
	- Standard OTA mechanisms are likely to be replaced by IP-based mechanisms.

	7 Viability of trust model
	- Goes beyond current trust models, see criterion 1 above. Viability of new requirements is FFS

	8 Suitability to mass market deployment
	+ mostly suitable

- need to choose initial operator at time of device manufacture could be an issue

	9 Impact on subscription management systems
	+ minimal impact

	10 Impact on network infrastructure
	+ minimal impact

	11  Impact on terminal
	+ minimal impact

	12  Impact on 3GPP specifications
	+ minimal impact


