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1
Introduction
The current 3GPP SAE security architecture in TS 33.401 specifies the use of certificate based IPsec and IKEv2 according to the Network Domain Security (NDS) specifications TS 33.210 (NDS/IP) and TS 33.310 (NDS/AF) for protecting backhaul link communications from the eNB to the core network and for direct eNB-eNB communications.  In TS 33.310, CMPv2 is specified as the protocol to be used for certificate lifecycle management, including certificate enrolment. In addition, the NDS certificate enrolment procedure shall be secured, but it is not specified how to do this. With security we shall in this discussion paper mean authentication of eNB by a Registration Authority (RA) / certificate management infrastructure and integrity protection of NDS certificate enrolment requests.
2
Analysis
2.1
Current status of the WID 

The draft WID S3-090483 stresses the importance that NDS certificate enrolment procedure is standardised, to ensure interoperability between base stations and the supporting certificate management infrastructure. The draft WID lists two options:
· pre-shared key configured in the base station by the operator during device commissioning, and

· vendor signed certificate provisioned into the base station in the factory.  

Other constraints are: 

· compatibility with self-organising network (SON) procedures that may be used by the base station 

· applicability to core network elements that use NDS. 

· alignment, as far as possible, with the solution for backhaul security in the case of H(e)NBs which are installed by the customer.

This contribution provides some additional consideration by putting the NDS certificate enrolment procedure in the context of possibly dependent O&M operations during deployment, as well as providing other options for NDS certificate enrolment credentials, and listing items for standardization.
2.2
CMPv2 message integrity and interoperability
Certificate enrolment interoperability between base stations and the RA / certificate management infrastructure is essentially achieved by CMPv2, but in order to integrity protect the NDS certificate enrolment request, the security contexts of the sender and the receiver needs to be aligned.

The following CMPv2 message fields are used to support integrity protection of the message (and directly or indirectly authenticate the sender, see RFC 4210 Section 5.1.3):

· "PKIProtection", which contains a Message Authentication Code (MAC) or signature

· "extraCerts", which contains actual certificate

· "protectionAlg", which contains Algorithm Identifier (included in the message header). Identifies what signature or MAC algorithm that is used to protect the message. 

Examples of types of CMP protection algorithms are (shared secret based) protectionAlg = “id-PasswordBasedMac”, and (public key/signature based) protectionAlg = "md5WithRSAEncryption",  protectionAlg = "dsaWithSha-1", etc.

CMPv2 uses the term "PKI protection bits" to denote the data used to integrity protect any CMP message, not specifically a certificate enrolment. We propose to use the term Enrolment Credential (EC) to denote that the credential used generate the PKI protection bits that are used to integrity protect a CMPv2 certificate enrolment request. (The usual interpretation and ambiguity of the word “credential” is implied; whether it refers to the secret and/or the supporting information: identifier or public key & certificate.)
An eNB may enrol different certificates for different purposes; NDS protection, O&M traffic protection, etc. When needed, we distinguish between enrolment credentials by including the purpose in the notation: "NDS Enrolment Credential", "O&M Enrolment Credential" etc.
To achieve NDS certificate enrolment interoperability of between different vendor’s base stations, the WI should specify
· which NDS Enrolment Credential(s) that are allowed

· which protection algorithm(s) that are allowed
· which profile(s) of certificate(s) that are allowed

· which trust anchor(s) are allowed

We note that it is not necessary to specify where and when an NDS EC is provisioned into a base station, only that it should be performed in a secure manner and before installation.
2.3
Securing deployment
The deployment of an eNB consists of the installation of the eNB hardware, the setup of necessary configurations preceding commercial operation (including software installation, transport & radio parameters etc.), and testing. After the physical installation of the hardware and cabling for antennas and networking, self-organising network features could be started. The new eNB needs to discover the O&M system and they must mutually authenticate. After that the eNB can perform further self-configuration procedure such as downloading of software and retrieval of the configuration data from the planning data and default data base, as well as transport (S1/X2) setup. The eNB shall further run a self-test procedure with the configured parameters.

Establishing the security of a node is typically a chain of events, where the order of the steps may be important. One set of credentials may be used to obtain another, and the very first credential is often acquired through an out-of-band process. Enrolling an NDS IPsec certificate is one step in the chain of events establishing the user plane communication security, and may be preceded by several steps as is illustrated in the previous paragraph. This chain of events “bootstrapping” security may also cater for an economy of initial credentials; by re-using the initial out-of-band channels. If multiple out-of-band channels are required it may become difficult to comply with the SON requirements, e.g. due to dependencies between information on different channels and waiting times, multiple manual interventions, etc.. It is important to note that the configuration of some out-of-band information for each base station is actually necessary, assuming that the base station delivered from the vendor is not pre-provisioned for a particular operator and site. Pre-provisioning, where a particular base station delivered from a vendor is configured or destined for a particular site, is often not desirable since this may prevent so-called “late binding”, an important logistics property by which any node could be installed at any site, and where the association of node to site need not be determined before the on-site installation.

The out-of-band step may be restricted to providing e.g. a logical identifier of the eNB in the operator's network, but may as well contain other information since the out-of-band channel is already established. (Other information could also include e.g.: trusted root certificate(s), so the base station can verify it is connecting to the right entity; base station secret associated to logical identifier, so the network can authenticate it as the base station intended for this site.) Such out-of-band configuration may take place before, during or soon after on-site installation, and may involve provisioning of the node (typically before or on site) and/or configuration of nodes in the operator’s network (typically before or after on-site installation). 

Since a compromise of the management system in many cases can be used to compromise the user plane or control plane signalling, it is often feasible from a security point of view that initial credentials for traffic is established over secured management channels; this is one option for obtaining a dedicated NDS Enrolment Credential. Another option is that the NDS Enrolment Credential actually coincides with an already existing O&M credential.
Finally we note that there are important security services of the O&M security bootstrapping, such as accountability of installation engineer, audit trail, etc., that should be considered so that such services are not precluded by the selected solution space.
3
Conclusion

While we acknowledge the importance to profile the NDS enrolment procedure so that it ensures interoperability, we also want to stress compatibility with the deployment procedure as a whole including O&M, supply, logistics, etc. and to not overly constrain particular components.

The NDS certificate enrolment is one step in the security bootstrapping chain, and may be secured by a previous step in the chain. An O&M credential established prior to NDS certificate enrolment is a candidate NDS Enrolment Credential. 
O&M credentials may be catered for in the solution space by reference to type of credential, source of authority etc.
For interoperability, there is no need to specify at which point during production or deployment a particular credential is provisioned in the base station or network as long as it is present at the time when it is needed. Furthermore, specifying at which point during production and deployment a particular credential should be provisioned may be difficult to verify for compliance, so we believe it should not be mandated.

The solution candidates considered here are compatible with SON procedures and applicable to core network elements of NDS. Since the O&M solution for H(e)NB is expected to differ from that of macro and pico base stations, the NDS Enrolment Credentials may different, but is expected to be of the same type and from the same small set of trust authorities.
4
Proposal
We propose that the WI should specify

· which NDS Enrolment Credential(s) that are allowed

· which protection algorithm(s) that are allowed

· which profile(s) of certificate(s) that are allowed

· which trust anchor(s) are allowed

We believe that the WI should not mandate non-technical qualifications in the form of where to provision a particular credential (e.g. in the factory), and instead be replaced with e.g. requirements on what and how to provision (e,g, public key certificate with one of these trust anchors in a secure manner) or what properties the provisioning should achieve.(e.g. mitigate tampering).
S3-090832 implements the proposed changes to the draft WI.
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