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1
Introduction
It is proposed to reply to the RAN2 LS on relay nodes as below.
2
Proposed reply
Question A: Is there any security concern in terminating control plane protocol of Uu in Relay-Node from SA3 point of view?

Terminating the Uu control plane in the Relay-Node is acceptable security-wise as long as the Relay-Node fulfils the same security requirements as an eNB.

As already noted by RAN2, terminating the Uu control plane in the Relay-Node implies transfer of security context (e.g., keys) to the Relay-Node. It is at the moment difficult to decide if existing security mechanisms can be used as is, or if extensions to these mechanisms are necessary since the control plane for Un is still FFS according to bullet 5 in the LS R2-092711. However, SA3 notes that the fact that the Un interface is wireless poses no additional security risk as wireless connections can be adequately protected.
Question B: Is there any security concern in terminating user plane protocol of Uu in Relay-Node from SA3 point of view?

As discussed in the reply to Question A, there is no problem with user plane traffic being available in the Relay-Node as long as it fulfils the security requirements of an eNB.
SA3 would like to receive more information regarding the Relay-Nodes as the work progresses to be able to analyse the security of the system.
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