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	Reason for change:
(

	Current specification requires the Diameter based GBA Zn reference point to be secured acording to NDS/IP while the Diameter based Zn’ reference point is required to be secured using TLS. This means the network operator should maintain two kinds of security mechanisms- IPSEC and TLS- at the same time on its BSFs and accordingly increase the operator’s cost. 
What is more, as specified by TS 33.210, NDS/IP mainly faces to the network managed by a single administrative authority. While in practise, some NAFs may be managed by a third part SP though these NAFs are located in the home network . In this case, it is not proper to secure Zn reference point using IPSEC.
From the point of view of implementation,  TLS is easier than IPSEC in many cases, especially when NAT transversal  is considered.

Additionally, IPSEC is suite to establish a connection that is stable for a certain period. If the NAF will seldom acquire KS_NAF from a certain BSF, IPSEC is not a economical method. In this case, TLS is a better option, since TLS session can easily be closed when the tcp connection is closed and be reused after a while.

According to the above analysis, we propose to add TLS as an option to secure the Diameter based Zn reference point. 
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	To allow the Diameter based Zn to be secured using TLS as an option.
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4.4.6
Requirements on reference point Zn
The requirements for reference point Zn are:

-
mutual authentication, confidentiality and integrity shall be provided;

-
If the BSF and the NAF are located within the same operator's network, the DIAMETER based Zn reference point shall be secured according to NDS/IP [13] or be secured using TLS as specified in RFC 2246[28];
-
If the BSF and the NAF are located in different operators' networks, the DIAMETER based Zn' reference point between the Zn-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [28];
NOTE 1:
Annex E specifies the TLS profile that shall be applied.
-
An HTTP based Zn/Zn' reference point shall be secured using TLS as specified in RFC 2246 [28];
NOTE 1b:

Annex E specifies the TLS profile that shall be applied.
-
The BSF shall verify that the requesting NAF is authorised to obtain the key material or the key material and the requested USS;

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname used by the UE's corresponding request. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN used by UE when it contacts the NAF;

-
The BSF shall be able to send the requested key material to the NAF;

-
The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zn;

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for;
NOTE 2:
If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF selects this subset from the complete set of USS sent from BSF.
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