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	Reason for change:
(
	Random nonces are produced by both the UE and the MME during handover from GERAN/UTRAN to E-UTRAN but the level of randomness required of these nonces is not currently specified.
UE side.  There is only one random number the UE must generate which is the NONCEUE, which must be put in a TAU Request when a UE is moving from UTRAN to E-UTRAN (see section 9.1.2) .  NONCEUE is used (see A.11) along with NONCEMME, CK, IK to derive K_prime_ASME.  Since it should be possible to rely on CK and IK for a good level of randomness in the key derivation, and there is also the randomness of NONCE_MME, the key derivation itself puts high requirements for randomness on NONCEUE.  What is needed from the point of view of attacks on the NAS protocol?  Since the network returns NONCEUE to the UE in the NAS SMC command, in terms of anti-replay of the response, security just needs the probability of repetition of NONCEUE to be very low over the duration of practical attacks on a particular UE.  A monotonic counter would give you this but that would require the UE to support a monotonic counter that endures over boot cycles and that is probably more complex to implement than is justified.  Also it is introducing a predictable element into the key derivation and therefore weakening that, and it makes sense to avoid that weakening.  Instead a well-seeded PRNG on the ME should suffice.  Importantly, from an implementation point of view, a h/w true RNG is NOT required.  Note that the TAU Request is never confidentiality protected and in some case may not be integrity protected.
Network side.  Again there is only one random number here, NONCEMME, which is used in the same  contexts as NONCEUE - during GERAN/UTRAN to E-UTRAN handover.  NONCEMME may be used along with CK and IK only in derivation (A.10) of K’ASME or with NONCEUE also (A.11).  Again, it seems that as NONCEMME is not the sole source of randomness in the derivation, a true RNG is not required, and that a well-seeded PRNG would suffice in terms of randomness going into the key derivation and in terms of avoiding replay attacks.

We need to specify the levels of randomness required in both cases, both to avoid implementations providing insufficiently random numbers and also to avoid the unnecessary expense of over-implementation.  The CR addresses this lack of requirements specification.



	
	

	Summary of change:
(
	The required level of randomness is specified, specifically that both the probability of the UE/MME generating equal values of NONCE_UE/MME and the probability of an attacker being able to predict future values of NONCE_UE/MME over the duration of practical eavesdropping attacks on a particular user should be extremely low.  Further it is stated that a well-seeded PRNG would meet this requirement and that a true hardware RNG is NOT required

	
	

	Consequences if 
(
not approved:
	Consequences are either that the required randomness level is not met and that attacks on the GERAN/UTRAN to E-UTRAN handover either become possible (and even a remote possibility of attack could damage the reputation of LTE security) or that implementations overestimate the required level of randomness and so incur costs that are not required.
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	1st Modified Section (from clause 9.1.2)


3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Access Stratum
ASME
Access Security Management Entity

Cell-ID
CellIdentity as used in TS 36.331 [21]

CP
Control Plane 

C-RNTI
Cell RNTI as used in TS 36.331 [21]
eKSI
Key Set Identifier in E-UTRAN 

eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System

E-AV
EPS authentication vector

E-UTRAN
Evolved UTRAN

GUTI
Globally Unique Temporary Identity

KDF
Key Derivation Function

MAC
Medium Access Control

MAC-I
Message Authentication Code for Integrity (terminology of TS36.323 [12])

MACT
Message Authentication Code T used in AES CMAC calculation

MME
Mobility Management Entity

NAS
Non Access Stratum

NAS-MAC
Message Authentication Code for NAS for Integrity (called MAC in TS24.301 [9])

PCI
PhysicalCellIdentity as used in TS 36.331 [21]
PRNG
Pseudo Random Number Generator
PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RRC
Radio Resource Control

SMC
Security Mode Command

S-TMSI
S-Temporary Mobile Subscriber Identity

UE
User Equipment

UP
User Plane

	2nd Modified Section (clause 9.2.21)


Case 2: UE not currently registered in E-UTRAN
If the UE sends a TAU Request to the MME, and was previously connected to UTRAN where the SGSN assigned a P-TMSI signature to the UE, the UE shall include that P-TMSI signature in the TAU Request.

If the MME received a P-TMSI signature from the UE, the MME shall include that P-TMSI signature in the Context Request message sent to the SGSN. The SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in Annex A. In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure.
MME shall select security algorithms, based on the UE EPS security capabilities received in the TAU request, and indicate them to the UE by e.g. with NAS SMC.In any case capability information received from the UE overwites any capabilities received with the context transfer as specified in TS 23.401 [2]. The MME shall not make use of any UE security capabilities received from the SGSN.
If the UE is not currently registered in E-UTRAN no current EPS security context is available. Then the UE shall use the E-UTRAN native security context if available in the UE to protect the TAU Request. If not the UE shall send the TAU Request unprotected. 

In case 2, the UE shall include in the TAU Request:

-
the KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set. there. This allows the network to choose the mapped security context if native security context is not available in the network. The value field of the KSISGSN shall be derived by the assigning the KSI corresponding to the set of keys most recently generated (either by a successful AKA run or mapping from an EPS security context).
-
a 32bit NONCEUE.(see clause A.11 for requirements on the randomness of NONCEUE)
Case 2.1: Native EPS security context
The UE shall include the corresponding temporary identity and KSIASME value in the TAU Request. The TAU Request shall be integrity-protected, but not confidentiality-protected. The UE shall use the native security context algorithms to protect the TAU Request message. 

NOTE 2: Case 2.1 relates to the following scenario: a UE established a native EPS security context during a previous visit to EPS, then moves to UTRAN/GERAN while de-registering from E-UTRAN and storing the EPS security context. When the UE moves back to E-UTRAN there is a native EPS security context, but no current EPS security context.
In case MME has the native security context it shall verify the TAU Request message. Otherwise it tries to fetch the security context from a previous MME as described in clause 6.1.4. If either of these is successful, the MME replies with TAU Accept message protected with the native security context. After successful completion of the TAU procedure, the native security context shall become the current security context in the UE and the MME. In case the TAU Request had the active flag set or there is pending downlink UP data, the NAS uplink COUNT from the TAU Request shall be used to derive the KeNB as specified in Annex A. MME shall deliver the KeNB to the target eNB on the S1 interface. 

If the MME changes the algorithms, they shall be indicated to the UE in an integrity protected NAS SMC, which shall also include the UE security capabilities. This message shall not be ciphered. UE shall reply with integrity protected NAS SMC COMPLETE protected withbased on the new selected algorithms.

If the USIM supports EMM parameters storage then the new native EPS NAS security context shall be stored on the USIM.
Case 2.2: Mapped EPS security context

If neither a current nor a native EPS security context is available in the UE the UE shall send the TAU request unprotected. UE shall include NONCEUE and KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set there. 

In case MME does not have or can not fetch the native context indicated by the UE in the TAU request, or the TAU request was received unprotected, the MME shall use the mapped security context. In this case, the MME shall generate a 32bit NONCEMME (see clause A.10 for requirements on the randomness of NONCEMME). and use the received NONCEUE with the NONCEMME to generate a fresh mapped K'ASME from CK and IK, where CK, IK were identified by the KSISGSN in the TAU Request. See Annex A.11 for more information on how to derive the fresh K'ASME. In case the TAU Request had the active flag set or there is pending downlink UP data, the uplink NAS Count which is set to zero shall be used to derive the KeNB in MME and UE as specified in Annex A. MME shall deliver the KeNB to the target eNB on the S1 interface. The uplink and downlink NAS COUNT for mapped security context shall be set to start value (i.e., 0)  when new mapped security context is created in UE and MME.
	3rd Modified Section (clause 9.2.21)


A) Handover signalling in case of successful handover

The RNC shall send a Relocation Request message to the SGSN. This message does not contain any security-relevant parameters. 

1. The SGSN shall transfer CK and IK , KSI and the UE security capabilities to MME in the relocation request message. In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure. The UE security capabilities, including the UE EPS security capabilities, were sent by the UE to the SGSN via the MS Network Capability IE, that is extended to include also UE EPS security capabilities, in Attach Request and RAU Request. It is possible that an SGSN does not forward the UE EPS security capabilities to the MME. When the MME does not receive UE EPS security capabilities from the SGSN, the MME shall assume that the following default set of EPS security algorithms is supported by the UE:
-
128-EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering, RRC signalling ciphering and UP ciphering;
-
128-EIA1 and 128-EIA2 for NAS signalling integrity protection and RRC signalling integrity protection.

NOTE 0: Clauses 5.1.3.2 and 5.1.4.2 of this specification mandate the UE to support the default set of EPS security algorithms, so, for the Rel-8 version of this specification, the default set of EPS security algorithms includes all security algorithms standardised for EPS. The notion of default set of EPS security algorithms is introduced here in order to make this specification future-proof as more security algorithms may be standardised for EPS in future releases. 

2. The MME shall create a NONCEMME to be used in the K'ASME derivation (see clause A.10 for requirements on the randomness of NONCEMME). MME shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex A and associate it with a Key Set Identifier KSISGSN. The value field of the KSISGSN shall be derived by the assigning the KSI corresponding to the set of keys most recently generated (either by a successful AKA run or mapping from an EPS security context). MME shall derive the NAS keys and KeNB from K'ASME. The uplink and downlink NAS COUNT values for the mapped security context shall be reset to start value (i.e. 0) in the UE and the MME.
	4th Modified Section


A.10 K’ASME from CK, IK derivation during handover (S18)

This input string is used when there is a need to derive a K'ASME from concatenation of CK and IK and a NONCEMME during mapping of security contexts between GERAN/UTRAN and E-UTRAN during handover to E-UTRAN. 

K'ASME is a 256-bit value. The NONCEMME is a 32-bit value. The following input parameters shall be used.

-
FC = 0x18

-
P0 = NONCEMME

-
L0
= length of NONCEMME (i.e. 0x00 0x04)

The input key shall be the concatenation of CK || IK.
The generation of NONCEMME shall be sufficiently random such that both the probability of the MME generating equal values of NONCEMME and the probability of an attacker being able to predict future values of NONCEMME over the duration of practical eavesdropping attacks on a particular user are extremely low.  A well-seeded PRNG would meet this requirement.  A true RNG is not required
A.11 K’ASME from CK, IK derivation during idle mode mobility (S19)

This input string is used when there is a need to derive a KASME from CK/IK, NONCEUE, and NONCEMME during mapping of security contexts from GERAN/UTRAN to E-UTRAN. KASME is a 256-bit entity, and so is the concatenation of CK and IK (which are 128 bits each). The following input parameters shall be used, where NONCEs are 32 bits long.

· FC = 0x19,

· P0 = NONCEUE
· L0 = length of the NONCEUE (i.e. 0x00 0x04)

· P1 = NONCEMME
· L1 = length of the NONCEMME (i.e. 0x00 0x04)

The input key shall be the concatenation of CK || IK.
The generation of NONCEUE shall be sufficiently random such that both the probability of the UE generating equal values of NONCEUE and the probability of an attacker being able to predict future values of NONCEUE over the duration of practical eavesdropping attacks on a particular user are extremely low.  A well-seeded PRNG would meet this requirement.  A true RNG is not required.

The generation of NONCEMME shall be as defined in clause A.10.
