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	1st Modified Section


7.5.3
Analysis of Device Integrity Validation

Three variants for performing device validation are analyzed, namely autonomous (AV), Semi-autonomous Validation (SAV) and Remote Validation (RV).

All variants require an immutable root of trust (RoT) to exist on the device. The RoT consists of hardware, code, and certain protected data.

The TrE is built starting from the RoT via a secure start-up process in all three validation variants.

Differences between the three validation variants arise first after the TrE is built. The differences manifest themselves in the way parts of the H(e)NB platform outside the TrE are validated. The differences can be classified by the four common steps of validation. 
· Measurement: By the measurement of a component, information is obtained which uniquely identifies it. This may include software/firmware names and version numbers. To ensure uniqueness of identification of a component, measurements have to comprise measurement values. Measurement values are special data, such as cryptographic digests of binary code, identifying a component in a way which cannot be altered. Measurements should be integrity-protected, and should be generated by a component which itself is sufficiently secure, for instance, it is part of the TrE.
· Reporting: By way of reporting, measurement data is conveyed to an entity which has the authority to evaluate it. The reporting entity is always internal to the H(e)NB. This entity should be sufficiently secure, for instance, it is a part of the TrE. The recipient of the reporting messages may be an entity internal or external to the H(e)NB. The measurement data may be processed before transmission. Reporting messages should be protected for authenticity, integrity and confidentiality.
· Verification: In verification, reported data is compared with reference metrics. The comparison results allow for an assessment of the trustworthiness of the H(e)NB. The PVE is an external verifier. Both internal and external verification should be sufficiently secure. In particular, if verification is internal in the H(e)NB, it should be done by a part of the TrE. Internal verification should rely on locally available reference metrics. 

· Enforcement: In enforcement, actions are performed based on verification results and according to policies locally available to the enforcing entity. Both internal and external enforcers may exist. An internal enforcer should be a part of the TrE. An external enforcer should be a part of the PVE. Particular actions are required for components that fail verification. Actions by an internal enforcer may consist of disallowing loading components that fail verification.  Actions by an external entity in this case may include denying network access to the H(e)NB or to put it into a quarantine network. Forcing configuration changes, updates, and revalidation may by advanced functions.

It should be noted that the four steps form a causal sequence. In practice, however, they may occur in different temporal sequences. This may for instance be the case if both internal and external verification are used.

The core commonalities and differences between the three validation variants, in terms of measurement, reporting, verification, and enforcement, are the following. (Note that this regards validation of components of the H(e)NB outside the TrE).

· In all validation variants, the coverage of the measurement is full, meaning that all loaded components are measured.

· For AV and SAV, coverage of internal reporting is full, meaning that all measurements of all loaded components are reported. 

· In the case of the RV, measurements are not internally reported, and not internal enforcement takes place. That is, secure start-up does not extend beyond the TrE in RV.

· In SAV, secure start-up covers the whole H(e)NB outside the TrE. That is, measurements are internally reported and enforcement takes place on all loaded components, at the time of their loading.

· Coverage of external reporting is full in SAV and RV. That is, all measurements of all components loaded should be reported to an external verifier. In RV, this must include the actual measurement values, and unique identifiers of components. In SAV, measurement data can be processed, to identify the reference metrics used. 

· External reporting can include data other than measurements. In the case of SAV, it is mandatory to include all necessary identifiers of reference metrics to the PVE. This comprises identifiers of data to assess the trustworthiness of components, such as identifiers of digital certificates for reference metrics.  For evaluation, the external verifier may use reference data locally available or obtained from a trusted third party.

· In RV, external verification comprises comparison of reported measurement values to reference metrics, while in SAV, this is done in internal verification, before reporting to an external entity.
· In the case of AV, only an internal enforcer exists. In the cases of SAV and AV, both internal and external enforcers exist.
The following table summarizes how the three validation methods, differentiate with regard to the steps in a validation process. 
	
	AV
	SAV
	RV

	Measurement
	All components loaded 
	All components loaded 
	All components loaded 

	Reporting
	Reports full measurements to TrE for verification and enforcement to attain secure start-up
	Measurements reported both internally and externally, to local (secure start-up) and external (PVE) entity
External report may be pre-processed to identifiers of RIMs and certificates
	External report of measurement values of all components loaded to external entity (PVE)

	Verification
	Internal verification compares reported measurement values of all components against their internally available reference metrics
	Internal for all components loaded

Optionally external based on reporting

Internal verification compares reported measurement values of components against their internally available reference metrics
External verification assesses reported data and may also re-assess measurement values against remotely available reference metrics
External verifier may fetch reference metrics from a trusted third party, and may assess their trustworthiness based on, e.g., digital certificates. 
	External for all components loaded.

External entity (PVE) Compares reported measurement values with sets of reference metrics available at the external verifier, i.e., a reference metric database 

	Enforcement
	Internal entity makes policy decisions on start-up of all components according to an internally available policy
Internal enforcer may inhibit network access attempt if components fail local verification

Internal enforcer initiates any re-validation according to an internally available policy.
	Internal enforcer makes policy decisions on start-up of components according to an internally available policy
Internal enforcer may inhibit network access if components fail local verification 

External enforcer makes and enforces policy decisions based on result of external verification and according to policy available to the external enforcer
External enforcer may put the device in quarantine 

External enforcer may force replacement of failed components
Re-validation can be initiated either solely by the internal enforcer, solely by the external enforcer, or by collaboration of the internal and external enforcers.
	External enforcer makes and enforces policy decisions using external verification results and policy available to external enforcer

External enforcer may put the device in quarantine. 

External enforcer may force replacement of failed components
Re-validation can be initiated by the external enforcer.


From the different processes in validation, different functional capabilities and requirements follow.

	
	AV
	SAV
	RV

	Network traffic for validation
	None
	Low  (only indicators of outcome, metrics and cert.)
	High  to Very High (complete measurements)

	Option to put device in quarantine
	No
	Yes, both by device and operator policy
	Yes

	Re-validation possible
	On re-boot
	By request and on re-boot (re-boot is undesirable, SAV has flexibility for OAM without re-boot)
	On re-boot and by request

	Outcome of failed verification
	No network connectivity
	Quarantined network. Replacement of components possible
	Quarantined network. Replacement of components possible

	Possibility of detection of compromised devices before connecting to CN
	Low (depending on detection probability during secure boot and frequency of re-boot)
	Medium to High (depending on re-boot and re-validation frequency)
	Medium to High (depending on re-boot and re-validation frequency)

	Requirements on security of the reported data
	None
	Integrity and possibly confidentiality of indicators
	Integrity and possibly confidentiality of measurements

	Requirements for securing the internal data and SW used for validation
	Measurements and reference metrics should be protected. 

Measuring and verifying software should be trusted
	Measurements and reference metrics should be protected. 

Measuring and verifying software should be trusted
	Measurements and reference metrics should be protected. 

Measuring and verifying software should be trusted

	Loads on crypto resources for secure reporting and verification
	None
	Low
	High

	Flexibility for operators
	Low
	High (potential to establish efficient trust infrastructure, and manage device configuration via OAM)
	Medium (management by reported measurement values, and reference metric database)


End of modifications
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