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1. Overall Description:

RAN3 thanks SA3 for their LS on "LS on Concurrent Running of Security Procedures" (S3-090596 / R3-090971).

RAN3 has analyzed the security-related procedures of S1 and X2 and made the following observations:
1) 
NAS Security mode command is initiated by the MME and includes one roundtrip: 1) request towards UE, 2) response back to MME.  The following S1 procedures mentioned in the LS are also both initiated by MME and include a response message.
· Initial Context Setup
· UE Context Modification 

MME is in full control of when to initiate an S1 procedure, hence there is no race condition between NAS SMC and the above S1 procedures. If the MME is processing a NAS security mode command and is waiting for the response message from the UE the MME shall not initiate any of the above S1 procedures before the response from the UE is received on NAS level. And vice versa, if the MME has initiated the Initial Context Setup or the UE Context Modification procedure on S1 the MME shall not initiate NAS security mode command towards the UE before the S1 procedure is terminated. 
2) 
KeNB re-keying is not allowed during inter eNB S1 or X2 handover. The AS keys in the UE after handover  and the {NH, NCC} pair sent to the eNB from the MME in the PATH SWITCH REQUEST ACKNOWLEDGE and HANDOVER REQUEST messages shall therefore always be based on the KSIasme associated with the current AS keys. NAS key re-keying and AS KeNB re-keying will therefore not occur concurrently during inter eNB handovers. For X2 and S1 handover the keyChangeIndicator IE = FALSE in the RRC message to the UE triggering the handover.
3)

There is a race condition between the S1 UE Context Modification procedure that MME uses to request the eNB to do KeNB re-keying and an intra cell handover procedure initiated by eNB for another purpose than KeNB re-keying. This race condition is solved with the keyChangeIndicator IE in RRC message. Based on the received keyChangeIndicator IE the UE will know if the AS keys shall be based on the current KSIasme (keyChangeIndicator = FALSE -> no KeNB re-keying) or the new KSIasme signaled in a previous NAS SMC (keyChangeIndicator = TRUE -> perform KeNB re-keying). 
With the following rules the potential conflict between the NAS SMC procedure and AS SMC or KeNB re-keying is eliminated:
· MME shall not initiate any of the S1 procedures Initial Context Setup or UE Context Modification towards a UE if a NAS Security Mode Command procedure is ongoing with the UE.
· The MME shall not initiate a NAS Security Mode Command towards a UE if one of the S1 procedures Initial Context Setup or UE Context Modification is ongoing with the UE.
· When the MME has initiated a NAS SMC procedure in order to take a new KASME into use, the MME shall continue to include AS security context parameters based on the old KASME in the HANDOVER REQUEST or PATH SWITCH REQUEST ACKNOWLEDGE messages until the completion of a UE Context Modification procedure, which takes a KeNB derived from the new KASME into use.

RAN3 agrees that TS 33.401 is the preferred place to document the above rules and any other rules required to handle concurrency of NAS security procedures and security procedures on other layers.
2. Actions:

To SA3 group.

ACTION: 
RAN3 asks SA3 group to take the above information into account and include the rules proposed in this LS reply in 33.401. 
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