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	1st Modified Section


7.5.2.2
Autonomous Validation

If the TrE performs autonomous validation, the following steps could apply:

1.  The TrE checks if it has achieved a predefined state of secure start-up. 

2.  The TrE checks if a pre-defined portion of the rest of the H(e)NB that needs secure start-up has achieved a predefined states of secure start-up. 

3.  Further checks could take place either by the TrE itself or by a measuring component external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB is checked when they are loaded  or started,  or at other, pre-defined  run-time time events, wherever such is available to the measuring component.

The network becomes indirectly aware of the fact that the H(e)NB has passed an autonomous validation test. For example, when the H(e)NB successfully completes device authentication procedures, the network can know that the H(e)NB ought to have passed its autonomous validation test. This requires binding of the authentication to the successful internal autonomous validation of the device. This can be accomplished if e.g. the private key for certificate based device authentication is stored securely within the device, and is given access to only after successful internal validation. Then the success of authentication proves the successfully passed validation to the SeGW.
NOTE:
As the autonomous validation is an internal method for device integrity verification, the binding of a secret or a protected parameter to a successful validation seems to be the only option to indicate a successful autonomous validation.
	Start of next of modifications


7.5.3
Analysis of Device Integrity Validation

Two variants for performing device validation are analyzed, namely autonomous and remote validation.

The following properties of the two variants are relevant for a selection:

-
Root of trust: Both variants require an immutable root of trust (SW and possibly data) to exist in the device.
-
Execution of validation check:

-
The remote validation variant requires the existence of an attestation server within the operator network, which must be provided with device type and SW version specific validation check data. This results in considerable management effort for this server including push of new version validation check data from the manufacturer to the operator.
In addition a remote attestation protocol has to be specified, which is either 3GPP specific, or gives a close binding to a specific validation and attestation method, if taken from some other standardisation body.
-
The autonomous validation variant requires the provisioning of the device itself with validation check data, e.g. together with the SW downloaded. This requires the device to be able to check the integrity of the validation check data, which can be accomplished by signing this data by the manufacturer, and including the root certificate of the manufacturer into the root of trust of the device.
-
Handling of multiple backhaul links: If more than one backhaul link is established, then for remote validation the successful validation has to be ensured for every link establishment (cf. sub-clause 7.7.1).
-
In case of remote validation this can be achieved either by some information infrastructure in the network keeping track of the validation state of each device, or by performing the remote validation separately for each link establishment.
-
In case of autonomous validation, the successful establishment of the link, which includes successful authentication of the device, is by itself proof of the passed validation check.
Editor’s Note: It needs to be clarified why the claim in the above that a successful establishment of a secure backhaul link itself should be treated by itself proof of the passed validation check.

From the above it is seen that the security level of both variants is not very different, as both rely on an immutable root of trust in the device. 

Editor’s Note:  It needs to be clarified why the security level of the autonomous validation and a remote validation should be considered as not very different from each other;.

But the required management is different, requiring for the remote validation case an additional server, specification of an additional attestation protocol, and more complex management procedures for manufacturer and operator.
Editor’s Note:  It needs to be verified if any real or perceived disadvantage of remote validation, such as the added complexity, would outweighs its merits on balance.

Editor’s Note:  A semi-autonomous validation, with some signaling about the outcome of local device integrity check sent from the H(e)NB to the SeGW, may also need to be considered. 
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