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This contribution inserts a new sub-clause on semi-autonomous validation method as sub-clause 7.5.2.x and deletes some text in section 7.5.2.2.

The main proposal is taken from contribution S3-090194, with the related comments as given in S3-090220 translated to editor’s notes.

3. pCR parts
The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-11).

**************************** start of the 1st change ************************************
7.5.2.2
Autonomous Validation

If the TrE performs autonomous validation, the following steps could apply:

1.  The TrE checks if it has achieved a predefined state of secure start-up. 

2.  The TrE checks if a pre-defined portion of the rest of the H(e)NB that needs secure start-up has achieved a predefined states of secure start-up. 

3.  Further checks could take place either by the TrE itself or by a measuring component external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB is checked when they are loaded  or started,  or at other, pre-defined  run-time time events, wherever such is available to the measuring component.

The network becomes indirectly aware of the fact that the H(e)NB has passed an autonomous validation test. For example, when the H(e)NB initiates device authentication or hosting party authentication procedures, the network can know that the H(e)NB ought to have passed its autonomous validation test. 

7.5.2.X
Semi-Autonomous Validation
The H(e)NB may perform a semi-autonomous validation of the integrity of the H(e)NB. The following steps can apply:
1. Before proceeding to perform device authentication procedure, the TrE of the H(e)NB first performs an autonomous check of the H(e)NB’s integrity. 
a. This first step should be initiated autonomously by the TrE itself when this step is performed before the first instance of authentication (for the purpose of setting up a secure backhaul link, for example) after power-on of the H(e)NB. 
b. The step could be initiated either autonomously by the TrE itself, or by a request from the network (e.g. SeGW) which the TrE then obliges to, if this first step needs to take place after an authentication session has already taken place successfully after the power-on.
Editor’s Note: It has to be clarified, what is the first step in b. and what is its purpose. If this “step” is the autonomous check of the H(e)NB executed on a request from a network., then it should be clarified if the chain of trust from first boot until the current execution of the step is interrupted somehow.
2. The TrE then checks if a pre-defined portion of the rest of the H(e)NB has achieved a state of secure start-up.  


3. Further checks could take place either by the TrE itself or by a measuring component in the H(e)NB external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB is checked when they are loaded  or started,  or at other, pre-defined  run-time time events, wherever such is available to the measuring component.  An autonomous validation check has been performed at this stage. 
Editor’s Note: It has to be clarified in which respect this step is specific to semi-autonomous validation and if everything described in here could also happen with autonomous validation without any remote connection. It should be clarified if there is a need for a remote trigger for this.
4. The TrE then signs a statement, using a signing key protected by it and hence protecting the integrity of the statement, that the H(e)NB has passed an autonomous validation check. The statement may also include evidence of any binding between the autonomous validation check and a subsequent procedure of device authentication. TrE may also put a time-stamp on such a statement.  

Editor’s Note: It has to be clarified which additional security (as compared to autonomous validation) is given by this signing step and if the security of the signing step depends on the remote connection or only on previous autonomous validation..
5. The TrE forward the statement to the SeGW, which then can use the signed statement from the H(e)NB and can decide whether to allow the H(e)NB to move forward with authentication. The SeGW may also use information in the signed statement to make fine-grained decisions on access control and/or device management 
Editor’s Note: It has to be clarified what this step adds in security level compared to autonomous validation. In addition to the clarification as mentioned in the editor’s note on step 4, it should b clarified if (1) the transfer of the statement to the SeGW increases the security level as compared to the implicit signalling in autonomous validation, and (2) if, and if yes, how, the SeGW verifies the validity (i.e. signature) of the statement.
************************ end of change ***********************************
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