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=======The First Change========== 
Annex V: (Informative)
NAT deployment considerations of GIBA
V.1 NAT problem in GPRS-IMS-Bundled Authentication
In the current IMS architecture, it is assumed that no NAT is present between the GGSN and the P-CSCF in GIBA(or that it is kept transparent to the UE). If a NAT device is between the GGSN and P-CSCF, problems may arise if not deployed properly. Although there is no IP address theft, when signaling messages traverse the NAT device, the source IP address may be translated. When P-CSCF compares the source IP address in the IP header with the one in the SIP header, it will find that these two IP address are not equal, and will attach the source IP address in the IP header to the “received” parameter of  the Via header in the SIP header.  When the request message is forwarded to the S-CSCF, the S-CSCF shall compare the IP address in the “received” parameter with the one stored in HSS. These two IP addresses may not be equal, and the registration will fail. This implies that GIBA will not be able to distinguish between address translation caused by NAT and IP address theft.

There are two deployment options that can be used to mitigate this problem. 
A)
If a NAT is deployed between GGSN and P-CSCF, it shall be controlled by the Operators and kept transparent to the UE. The P-CSCF can retrieve the address mapping information from the NAT device, and add the correct address information in the SIP message. The precise way of getting the address mapping information from the NAT is outside the scope of this specification.
Detailed procedures are provided in V.2 for examples reference.
NOTE:
A common practice among NAT devices is to implement such address mapping information query interface based on standardized protocol like SNMP.  

B)
A second alternative to solve the NAT problem is to ensure that the NAT function is provided in the P-CSCF (see also TS 23.228). The P-CSCF may have two interfaces. The internal interface has a private IP address and communicates with the private address space where the UE resides. The external interface has public address and communicates with the public address space where the IMS core devices reside. This will then also ensure that the correct IP address is provided in the SIP message towards the S-CSCF. 
     Detailed procedures are provided in V.3 for reference.
NOTE:

In practical deployment, a P-CSCF may have more than one internal interface to extend the capability to hold multiple private networks.

NOTE:

The two solutions here only define the NAT traversal of the GPRS-IMS bundled authentication signaling, the media flow NAT traversing in above cases can be correspondingly solved using the mechanism defined in 3GPP TS 23.228 Annex G.
V.2 Procedures of option A)(Both V.2 and V.3 can be removed out if the flows are out of scope.)
For convenient solution describing, some definitions are defined below:
Address: it’s equal to the combination of IP address and port number, e.g 211.69.198.54:5600
Source address: source it’s equal to the address in the SIP header (e.g. in “sent-by” parameter) in request message sent bythe address GGSN allocated for the  UE when the PDP context is activatedIP address and port number pair in the tansport layer.
Destination address: it’s equal to the destination address to which the request message is sent.
Changed address: it’s equal to the source the IP address and port number pair ofin the  IP headertransport layer inof the  request message received by P-CSCF(Maybe NATed).
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 Fig V.1
Comparing the procedures in Figure V.1 with that in Figure T.1 in clause T8.1, there are two changes described as below.

The first change:

When P-CSCF receives REGISTER message from UE, the P-CSCF checks the source IP address against the IP address in the Via header of the REGISTER message. 
If the source IP address differs from the IP address in the Via header, P-CSCF shall determine whether the NAT device (between P-CSCF and GGSN) or the attacks make this difference. If it is the NAT device makes the source IP address differs from the IP address in the Via header, P-CSCF shall chang the “sent-by” with the Source IP address before NATed (through querying from NAT device). Otherwise, the P-CSCF shall behave in the same way described in clause T.8.1.

a. The P-CSCF checks if there is a NAT device between GGSN and P-CSCF. Then the P-CSCF determines which NAT device the message traverses through.







b. If P-CSCF finds that the Cchanged address (equal to the source address in the IP header of message received by P-CSCF) is not in any NAT device public IP address range (i.e. no NAT exists), P-CSCF shall behave according to section T8.1.
c. If P-CSCF finds that the Changed address is in one of NAT devices public IP address range, P-CSCF can determine the NAT device location from changed address. Then P-CSCF shall be able to get the Source IP address before NATed by querying the NAT device address mapping information through Changed address. Then P-CSCF should keep the {source address, changed address} mapping information. When getting address mapping information the sSource IP address, the P-CSCF checks the IP address in the SIP header. If the "sent-by" parameter contains a domain name, or if it contains an IP address that differs from the Source IP address before NATed, P-CSCF shall add the “received” parameter and set its value as the Source IP address before NATedshall check whether the {(Source address, Destination address) , (Changed address, Destination address)} item is in the address mapping information. If the mapping item exists, it means that the Changed address is NATed from the Source address..  Otherwise, Then P-CSCF shall not add “received” parameter in Via header.  Except for this step, P-CSCF shall behave according to section T8.1.
The second change: 
When P-CSCF receives the message SIP OK 200 from P-CSCF, if it finds that “received” parameter is in the via header, it should check whether the address in “received” is in “source address” part of one of the address mapping information kept by P-CSCF before. If this mapping item exists, P-CSCF should change the address in “received” parameter to corresponding address in “changed address” part of matching item. Then the rest steps accord with standard SIP route mechanism. If P-CSCF does not find “received” parameter in Via header, then it should check whether the address in “sent-by” is in “source address” part of one of the address mapping information kept by P-CSCF before. If this mapping item exists, P-CSCF should use the address in the “changed address” part of this mapping item as destination address in transport layer of response message. Then the rest steps accord with standard SIP route mechanism.

NOTE:
1) The address mapping information query interaction between the P-CSCF and NAT in the red dashline box is out of the 3GPP scope and need not be defined. So the P-CSCF and NAT device can be logically seen as one function here.
2) When NAT device is deployed between GGSN and P-CSCF, it shall be controlled by operators. Then P-CSCF shall know NAT device public IP address or address range (e.g. by pre-provisioned). When P-CSCF receives request message, it’s able to determine which NAT device the message traverse through from its source IP address.
3) Regarding to the UE terminating requests, assuming that user A is after a NAT device and a request is sent to A. When the request is routed to user A’s S-CSCF based on the IMPUA, S-CSCF will add the IPA which is submitted by user A during the registration process in the “Contact” header to the request and route it to the corresponding P-CSCF. P-CSCF will check whether the address in “Contact” header is in “source address” part of one of the address mapping information kept by P-CSCF before. If this mapping item exists, P-CSCF should use the address in the “changed address” part of this mapping item as destination address. By this way, the UE terminating request to user A can be routed properly.
V.3  Procedures of option B)
The detailed procedures are showed in figure V.2 below.
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Fig V.2

Except for steps enclosed by the red dashline box, the other procedures are the same as defined in Fig.T.1 in section T8.1.The new prodedures are described as following:

1) When P-CSCF receives the registration request from the UE, it compares the IP address in the IP header and the SIP header first, and decides if the “received” parameter is needed to be added. At this time, the IP address in the IP header is just the one GGSN allocated to the UE which is not NATed. So the Early IMS process defined in section T8.1 can be executed without any influence. 

2) After the address checking operation is finished, P-CSCF performs the NAT operation and translates the IP address of the registration request from the private address space into the public address space, so that the registration request can be properly routed in the IMS core network.

3) When SIP 200 OK response message is received by the P-CSCF, P-CSCF forwards the message to the UE which resides in the private address space properly according to the NAT mapping information table.
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