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1. Overall Description:

SA3 would like to thank RAN2 for their kind LS S3-090247/R2-09837 on Receive of ETWS outside home-PLMN.

RAN2 directs the following questions at SA3:

Question B:  How is the security context to decode digital signature in ETWS primary notification provided to the UE? Is it done by higher layer signalling (e.g. NAS)? Or is it stored in e.g. USIM, when user buys USIM.
Question C:  What is the scope of the security context? E.g. is it only valid within one PLMN or part of PLMN (e.g. tracking area)? Or could it be valid among several PLMNs?
Question D:  If the digital signature is not provided, is there any issue to support ETWS in VPLMN and in the limited service state?
SA3 gives the following reply:

B: It is assumed that the PLMN only transports the warning messages. The context required to verify the digital signature is a list of certificates of the notification providers together with which networks propagate these notification providers’ warning messages. This list also contains which networks do not apply ETWS security due to regulatory constraints. This list can be preconfigured on the UE and be updated using a secure management protocol, e.g. using OMA DM over TLS. An example of this list may look as follows:
	Certificate
	ETWS security required by regulator
	PLMN

	Provider A
	required

	PLMN 1

	
	
	PLMN 3

	
	
	PLMN 4

	Provider B
	required

	PLMN 2

	
	
	PLMN 5

	
	
	PLMN 8

	Provider C
	not required

	PLMN 6

	
	
	PLMN 7

	
	
	PLMN 9


C:  This list could be valid globally, but this assumes that this list should be maintained by a body that can make such regulatory decisions.
D: Because this list is possibly valid globally, it could be possible to verify the security of warning messages received in a VPLMN the UE is registered in. 
If the UE is camping on acceptable cell without being registered, the UE can’t be sure of its location, even at PLMN granularity. Therefore, the UE can’t verify whether the regulator mandates signed ETWS warning message for the location it is at. Whether the information is presented to the user regardless of unverifiable security may be up to UE settings. Since such decision will be made at the application level, the access stratum in the UE can still receive warning messages in acceptable cell.
2. Actions:

To RAN2, SA1, CT1:
       SA3 asks RAN2, SA1 and CT1 to take the above into account
3. Date of Next SA3 Meetings:
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