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********************** start change **********************************

7.2.4.3
Procedures for NAS algorithm selection

7.2.4.3.1
Initial NAS security context establishment

Each MME shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. 

When the NAS security context is established, e.g., by a TAU Accept, Attach Accept or by NAS SMC message, the MME shall choose one NAS ciphering algorithm and one NAS integrity protection algorithm, and indicate them in the corresponding integrity protected message to UE and shall also include the UE security capabilities into that message. The UE shall verify that the message from the MME contains the correct UE security capabilities. If so, the UE shall reply with an integrity protected SMC Complete message, protected by the integrity algorithm selected by the MME. This enables detection of attacks where an attacker has modified the UE security capabilities in the initial NAS message. The MME shall select the NAS algorithms which have the highest priority according to the ordered lists.

7.2.4.3.2
MME change

In case there is change of MMEs and algorithms to be used for NAS, the target MME shall send an integrity protected Security Mode Command message which includes integrity and ciphering algorithms selected for NAS protection and UE EPS security capabilities. The UE verifies that the message from the MME contains the correct UE security capabilities. If so, the UE shall reply with an integrity protected SMC Complete message. The MME shall select the NAS algorithms which have the highest priority according to the ordered lists (see 7.2.4.3.1).
NOTE: After an S1-handover with MME change a TAU procedure is executed. The same is true for an inter-RAT handover to E-UTRAN and for both inter- and intra-RAT idle mode mobility resulting in a change of MMEs.
********************** end change **********************************
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