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********************** start change **********************************

7.2.2
E-UTRAN key identification

Clause 6.3 of this specification states how the key KASME is identified, namely by the key set identifier eKSI. Keys KNASenc and KNASint in the E-UTRAN key hierarchy specified in clause 6.2, which are derived from KASME, can be uniquely identified by eKSI together with those parameters from the set {uplink NAS COUNT,  algorithm distinguisher, algorithm identifier}, which are used to derive these keys from KASME according to Annex A. 

The intermediate key NH as defined in clause 7 uniquely can be determined by the key set identifier, eKSI, together with next hop chaining count, NCC. 

Intermediate key KeNB*, defined in clause 7, as well as keys KeNB, KRRCint, KRRCenc, and KUPenc in the E-UTRAN key hierarchy specified in clause 6.2, which are derived from KASME, can be uniquely identified by eKSI together with those parameters from the set {uplink NAS COUNT, algorithm distinguisher, algorithm identifier, NCC, and sequence of PCIs and EARFCN-DLs used in horizontal key derivations with this NCC}, which are used to derive these keys from KASME according to clause 7 and Annex A. 

It is specified in the remainder of clause 7, as well as in clause 9 and 10, which of the above parameters need to be included in a security-relevant message to allow the entity receiving the message to uniquely identify a certain key. 

********************** next change **********************************

7.2.8.1.1
Access stratum

The general principle of key handling at handovers is depicted in Figure 7.2.8.1-1.
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Figure 7.2.8.1-1 Model for the handover key chaining

The following is an outline of the key handling model to clarify the intended structure of the key derivations. The detailed specification is provided in subclauses 7.2.8.3 and 7.2.8.4.

Whenever an initial AS security context needs to be established between UE and eNB, MME and the UE shall derive a KeNB and a Next Hop parameter (NH). The KeNB and the NH are derived from the KASME. A NH Chaining Counter (NCC) is associated with each NH parameter. Every KeNB is associated with the NCC corresponding to the NH value from which it was derived. At initial setup, the KeNB  is derived directly from KASME, and is then considered to be associated with a virtual NH parameter with NCC value equal to zero. At initial setup, the derived NH value is associated with the NCC value one.

The MME sends the KeNB and the NH value to the serving eNB. The UE and the eNB use the KeNB to secure the communication between each other. On handovers, the basis for the KeNB that will be used between the UE and the target eNB, called KeNB*, is derived from either the currently active KeNB or from the NH parameter. If KeNB* is derived from the currently active KeNB this is referred to as a horizontal key derviation (see Figure 7.2.8.1-1) and if the KeNB* is derived from the NH parameter the derivation is referred to as a vertical key derivation (see Figure 7.2.8.1-1). The KeNB* is further bound to the target PCI and its frequency EARFCN-DL before it is taken into use as the KeNB in the target eNB.

As NH parameters are only computable by the UE and the MME, it is arranged so that NH parameters are provided to eNBs from the MME in such a way that forward security can be achieved in one step.

The target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB to the key derivation function KDF (see Annex A). 

********************** next change **********************************

7.2.8.4

KeNB, Next Hop (NH), and NH Chaining Count (NCC) parameter handling during handovers

7.2.8.4.1
Intra-eNB Handover

When the eNB decides to perform an intra-eNB handover it shall either use the current KeNB as the basis for the key derivation (this is referred to as a horizontal key derivation), or to use the NH as basis for the key derivation (this is referred to as a vertical key derivation). The eNB shall compute KeNB* from target PCI, its frequency EARFCN-DL, and either from currently active KeNB or from the NH as described in Annex A.5. The eNB shall use the KeNB* as the KeNB.
7.2.8.4.2
X2-handover

The source eNB shall perform a vertical key derivation in case it has a fresh {NH,NCC} pair. The source eNB shall first compute KeNB* from target PCI, its frequency EARFCN-DL, and either from currently active KeNB or from the NH as described in Annex A.5. Next the source eNB shall forward the {KeNB*, NCC} pair to the target eNB.  The target eNB shall include the NCC from the received {KeNB*,NCC} into the prepared HO Command message, which is sent back to the source eNB in a transparent container and forwarded to the UE by source eNB. 

The target eNB shall use the received KeNB* directly as KeNB to be used with the UE. 

An {NH,NCC} pair is considered to be fresh in the source eNB if the associated NCC value is 'higher' than the associated NCC value of the  currently active KeNB ..
When the target eNB has completed the handover signaling with the UE, it shall send a PATH SWITCH REQUEST to the MME. Upon reception of the PATH SWITCH REQUEST, the MME shall increase its locally kept NCC value by one and compute a new fresh NH by using the KASME and its locally kept NH value as input to the function defined in Annex A.4. The MME shall then send the newly computed NH parameter and its corresponding NCC value to the target eNB in the PATH SWITCH REQUEST ACKNOWLEDGE message. The target eNB shall store the received {NH,  NCC} pair for further handovers. 

NOTE 1: In case the PATH SWITCH REQUEST ACKNOWLEDGE was not received by the target eNB before the next handover or the PATH SWITCH REQUEST ACKNOWLEDGE was lost, the target eNB does not hold a NH parameter, and can hence only perform a horizontal key derivation at the next handover. 

NOTE 2: Because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. Thus, for X2-handovers key separation happens only after two hops because the source eNB knows the target eNB keys. The target eNB can immediately initiate an intra-cell handover to take the new NH into use once the new NH has arrived in the Path Switch Acknowledge.

7.2.8.4.4
UE handling

The UE behaviour is the same regardless if the handover is S1, X2 or intra-eNB.

If the NCC value the UE receieved in the HO Command message from target eNB via source eNB is equal to the NCC value associated with the currently active KeNB, the UE shall dervie the KeNB* from the currently active KeNB and the target PCI and its frequency EARFCN-DL using the function defined in Annex A.5. The UE shall use the KeNB* as the KeNB when communicating with the target eNB.

If the UE received an NCC value that was different from the NCC associated with the currently active KeNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.4 iteratively (and increasing the NCC value until it matches the NCC value received from the source eNB via the HO command message. When the NCC values match, the UE shall compute the KeNB* from the synchronized NH parameter and the target PCI and its frequency EARFCN-DL using the function defined in Annex A.5.

7.2.8.4.3
S1-Handover

When an S1-handover is performed, the source eNB shall perform a vertical key derivation to compute KeNB* in case it has a fresh {NH,NCC} pair in the same way as for an X2 handover. If no fresh {NH, NCC} pair exists in the source eNB, it shall compute the KeNB* from the currently active KeNB in the same way as for an X2 handover, and shall send the {KeNB*, NCC} pair in the HANDOVER REQUIRED message. The source MME shall forward the {KeNB*, NCC} pair stored in the source MME to the target MME in the FORWARD RELOCATION REQUEST message if source MME is different from target MME. The target MME shall store locally the {NH, NCC} pair received from the source MME. 

The target MME shall achieve forward by computing a fresh {NH, NCC} pair from {NH, NCC} pair received from source MME using the function defined in Annex A.4. The target MME shall then send the the fresh {NH NCC} pair to the target eNB within the HANDOVER REQUEST.

Upon receipt of the HANDOVER REQUEST from the target MME, the target eNB shall compute the KeNB to be used with the UE by performing the key derivation defined in Annex A.5 with the fresh{NH,NCC} pair and the target PCI and its frequency EARFCN-DL.The target eNB shall include the NCC value from the fresh {NH,NCC} pair and include it into the HO Command. The target eNB shall store the third NH parameter with its associated NCC value if received from the MME for further handovers. 

NOTE 2: The source eNB may be the same as the target eNB and the source MME may be the same as the target MME in the description in this clause.
********************** next change **********************************

A.5
KeNB* derivation function (S13)

When deriving a KeNB* from current KeNB or from fresh NH and the target physical cell ID in the UE and eNB as specified in clause 7.2.8 for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x13

-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)
- 
P1 = EARFCN-DL (target physical cell downlink frequency)

- 
L1 length of EARFCN-DL (i.e. 0x00 0x02)
The input key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit KeNB.

********************** end change **********************************
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