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Document S3-090187 describes a candidate solution (Alternative 3b: Pre-configured Ki list on UICC). There are some important issues that require further explanation in the solution. Also, as with all candidate solutions, there are some potential problems which can be addressed either by further development of the concept, or else by discussion in the Analysis section. The purpose of the present document is to capture those issues.

Issues that require further explanation in the solution

· It is not clear who issues the UICC in this scenario. It may or may not be the M2M operator.

· The term “M2M Operator” is not defined. It is stated that it may be the M2ME manufacturer, but the role and  functionality of the M2M operator are not made clear.
Issues that require further development of the solution, or else can be addressed in the Analysis section

· It could be that not enough Ki/OTA keysets are stored in the UICC for the lifetime of the M2ME. The solution should explain what happens if there are not enough.
· Practicalities of the initial provisioning process may be a problem. The scheme addresses the requirement for remote change of operator but requires an initial network operator to be chosen. The initial network operator might not be known until the M2ME is ready to be installed.
· In this scheme, network operators and various other third parties have to trust each other and share sensitive data. This has been pointed out as a disadvantage by some SA3 members when considering other candidate solutions.
· The trusted UICC supplier has to store sensitive Ki/OTA keysets for an indefinite period. This could be seen as a security-related problem and a significant departure from current practice, where UICC issuers are not permitted to retain copies of keys after they are installed in the UICCs. Related to this is the question of what happens to the stored keysets if the UICC supplier ceases trading or is taken over.
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