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4
Use cases and requirements



4.1
Use cases

SA1 has performed a study in TR 22.868 where they have identified a number of use cases (cf. TR 22.868, clause 4.4 [2]) covering the most important user requirements and also outlined some areas where they think improvements are needed. 

Editor's Note:
It has been questioned whether these are M2M use cases or if these would extend the scope of the TR.
Use Case a: In-Car Communications Equipment

The user acquires a car that is provided with an in-car combined Sat-Nav and mobile communications system, enabling use of voice, email services and Internet multimedia access (e.g., on-line map download). This was fitted, e.g. by the factory or by the dealer, without any knowledge of the new owner’s subscription to any networks. When the user first uses the equipment, he is instructed by the MMI of the mobile equipment to use an available network to register with his chosen home operator to obtain a subscription. This can be done using a temporary connection to the PLMN of his chosen HO or that of the VNO. Alternatively, connection to an available public or Enterprise WLAN enables the user to access to the registration website of the chosen HO in order to register for mobile network subscription or for a combined WLAN and mobile subscription. After registration, the required network access applications are downloaded to the in-car communications system. This includes a USIM for mobile network access and an ISIM for Internet multimedia services that involve an IMS. The user is informed of a successful registration.

Use Case b: Home Gateway and Personal Network

An ADSL subscriber acquires a home gateway for use on his home ADSL system. He has already registered separately for the ADSL connection to his home. The gateway incorporates Personal Network Management functionality to allow several personal devices to communicate securely with external IP networks including TISPAN NGNs. When the user plugs in the gateway, it communicates with the HO’s ADSL network which initiates an automatic registration procedure for the gateway. The operator downloads a USIM application to the gateway which enables it to connect securely to the HO’s IP network using EAP-AKA. The gateway also uses the USIM application to provide seed keys for establishing an IPSec Security Association with the network. An ISIM application is also downloaded to the gateway. This is used to provide secure IMS connectivity using a variety of IMS identities which are used by the home devices on the PN.

Use Case c: Personal Multi-Network Communications Device

The user acquires a personal communications device that allows mobile and WLAN connectivity. The device could be e.g. a camera or camcorder with wide area connectivity or e.g. a dual-network smartphone. When the user switches on the device for the first time, he is instructed by its MMI to use an available network to register with his chosen home operator to obtain a mobile or WLAN or combined subscription for the device. This can be done using a temporary connection to the mobile network of his chosen HO or that of the VNO. Alternatively, connection to an available public or Enterprise WLAN enables the user to access to the registration website(s) of the chosen operator(s). After registration, the required network access applications are downloaded to the in-car communications system. This could includes a USIM for mobile network access, an ISIM for Internet multimedia services that involve an IMS and possibly a further USIM for WLAN access (if the WLAN requires EAP-AKA). The user is informed of a successful registration.

4.2
Use case analysis
The following issues can be identified from the use cases defined in TR 22.868 [2] and discussed above, and a number of features are proposed that could be beneficial to study in order to solve the identified issues.
Issue 1: How to prevent theft of and tampering with subscription credentials 


Editor’s note:
It has to be revisited whether the M2M equipment refers to the wireless module or the module where the wireless module is attached to. 

· 
· 
· 
· 
· 
· 
· 
· 
In Use Cases 1, 2, and 3 of TR 22.868 [2], the problem is identified of how to ensure that the M2M equipment is tamper resistant, and in particular to ensure that the M2M subscriber's credentials cannot be removed by simply removing a UICC. The discussion in clause 4.1 also highlights the importance of tamper resistance. To solve this problem it would be beneficial to study the following options:

Option 1: The UICC could be mechanically attached to the M2M equipment in such a way as to make it infeasible to remove the UICC, or where removing the UICC would render it permanently unusable. The USIM application would then still run and be managed in a secured, non-removable execution environment which is tamper resistant, namely the UICC.  

Editor’s Note: The use of the term “mechanically attached” shall be aligned with the term used in ETSI SCP (see see SCPr-080425 within SCP-080451). 
Option 2: The USIM application could be integrated within the M2M equipment in a protected module (i.e. without a physical UICC). That protected module would be required to provide for the USIM application a secured execution and storage environment which is tamper resistant in the M2M equipment. Such an environment requires counter-measures against logical and physical attacks on the USIM/ISIM application, similar to counter-measures that are currently provided by a physical UICC. 

Option 3: The USIM application is implemented on a removable UICC, but appropriate techniques could be applied to discourage or invalidate the UICC removal (i.e. making the UICC removal unproductive or even counterproductive for the attacker). These techniques may include physical countermeasures.
Editor’s note: It needs to be studied what is meant with secured environments. 

Editor’s note: Also other options are possible.

All of these options would have the feature that even if an attacker is able to steal the M2M equipment, s/he would not be able to tamper with or remove the subscription credentials from the M2M equipment. 
Issue 2: How to initially provision a new M2M equipment with a new USIM application from an operator of M2M subscriber choice

If we assume that the UICC is mechanically attached to the M2M equipment as per option 1 above, there are the following subcases: 

a) The USIM application is provisioned to the UICC prior to being mechanically attached to the M2M equipment.  In this subccase, the M2M subscriber selects his home operator upon ordering the M2M equipment from the supplier. The selection of home operator by the M2M subscriber is straightforward (no new provisioning processes are required). The M2M subscriber may select the home operator based on the M2M end user’s needs/requests. The M2M subscriber might also play the role of a M2M end user.
b) The USIM application is provisioned to the UICC after being mechanically attached to the M2M equipment. This allows the M2M subscriber to select his home operator while receiving the M2M equipment from the supplier. Some form of security credential will need to be provisioned onto the UICC in advance to facilitate the provisioning of the initial USIM.
If we assume that the USIM application is integrated within the M2M equipment as per option 2 above (i.e. not using a physical UICC), then new problems arise, such as: 

· how can the M2M subscriber select his chosen home operator after the M2M equipment has been delivered from the supplier?

· how can the M2M equipment be remotely and securely provisioned with a new USIM/ISIM application from the operator chosen by the M2M subscriber?
· how can the home operator ensure the trustworthiness of the M2M equipment?
To solve these issues it would be beneficial if it was possible to: 

· select the home operator of the M2M subscriber’s choice

· obtain a secure IP connection to a network for the purpose of registration and provisioning

· register on-line with the chosen home operator for obtaining a subscription to that operator’s networks. This includes the possibility of linking the new equipment to an existing subscription.

· verify credentials for the M2M equipment's trustworthiness as a receptor of such provisioning service before the home operator allows provisioning of  the M2M equipment to take place. The components to be verified for authenticity and/or integrity should include the secure module and the M2M equipment ("the platform"). Optionally the home operator may choose to verify only the platform. 
Editor’s Note: Exactly when and under what circumstances such verification should take place is FFS

· initially download a USIM/ISIM application of the M2M subscriber’s choice into a new M2M equipment, over a secured channel. It should also be possible to perform
·  this initial download after the M2M equipment has been delivered to the M2M subscriber.
· deploy a large set of M2M equipments and associate them with a particular home operator. This could require batch registration and provisioning of M2M subscriptions.

· operate a secure process for on-line provisioning and management that provides at least authentication of origin, confidentiality, data integrity and anti-replay protection.

If we assume that the USIM application is implemented on a removable UICC, as per option 3 above, the selection of home operator by the M2M subscriber is implicit in the UICC chosen.  This case is straightforward in the sense that it does not imply new processes, logistics and distribution for the chosen home operator. Hence it does not imply additional costs, nor new provisioning processes, for the chosen home operator. However, the process of choosing the home operator may have additional impacts.
Editor's Note: Additional costs and processes of choosing the home operator are FFS.

Editor's Note: The issue of choosing the operator may be a separate issue which seems valid for all the options.

Issue 3: How to change subscription to a different operator
Use Case 3 of TR22.868 [2] also describes the problem of when the M2M subscription needs to be changed to a different operator due to a change of power supplier, who happens to have a contract with a different mobile operator.  

For this specific issue, the following subcases need to be considered: 

a) Authorized change of subscription.  A subcase for this is authorization for the change of the removable physical UICC  
b) Unauthorized (i.e. fraudulent) change of subscription. 
Editor’s note: the relevance of Sub-case b) is FFS. It could make sense in case of subsidising of M2M equipments (a M2M end user might try to change operator in contravention of the contract with the current operator, e.g. if the equipment cost has been subsidised by the current operator in exchange for the M2M subscriber staying with that operator for a contracted period of time). However equipment subsidising may not be a realistic practice for M2M when there is no direct commercial relationship between the Operator and the M2M end user.

The usage of a removable UICC in the M2M equipment is conceptually straightforward to enable change of subscription. However, there may be issues with arranging the physical swapping of UICCs.  

NOTE: With reference to the specific Use Case 3 of TR 22.868 [2], the costs of replacing the UICCs of the M2M equipment are at the expense of the new power supplier that is willing to make business with a new mobile operator. Also, how to physically prevent, in an adequate and effective way, the unauthorized UICC removal from the M2M equipment cannot be considered within the scope of 3GPP.

A related issue is the possibility that 
another operator might try to migrate the current operator’s M2M end users, with or without the consent of the end users but without the consent of the current operator;

4.3
Security Requirements


From the analysis in clause 4.2, the following requirements can be derived: 

· It should be possible to prevent theft of or tampering with the subscription. The following options could be considered:

· The physical UICC is mechanically attached to the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment); and

· The USIM/ISIM application is integrated within the M2M equipment in a protected module (without a physical UICC),  which:

· provides a secure execution environment, 

· provides a secure storage environment that protects secrets
· prevents the loading of unauthorised software on the M2M equipment (“secure boot”)

· has some degree of physical protection  against attack

· is tamper resistant.

Editor's Note: It has to be further studied whether this requirement can be relaxed.

· may provide a means of detection and reporting (to a TBD network entity) of evidence of tampering on the USIM/ISIM functionality  or the secure environment (SE) within the M2M equipment that provides such functionality

· meets relevant requirements from [OMTP TR0], [GSMA/EICTA Principles concerning handset theft] and other relevant industry standards on prevention against attack.

· Physically removable UICC

· It should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable USIM application.
· It should be possible to securely initially provision a new MCIM application to the M2M equipment.

· It should be possible to securely change the subscription in the M2M equipment remotely.

· Data traffic sent or received by an M2M terminal should have the same protection against eavesdropping or modification as traffic processed by any 3GPP UE.
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· The MCIM should support a number of lifecycle states (e.g. installed but not activated, activated, suspended).
· It should be possible to securely update the software and firmware of the M2M equipment OTA.
· 
· It may be required to prevent the replacement of one operator’s MCIM application with that of another operator without the consent of all parties involved.

· 
· It should be possible to prevent the download of software that would cause the incorrect execution of the MCIM application.

· 
· Appropriate software isolation will be enforced between the secure environment or UICC and the main processing environment of the M2M equipment, and possibly within the secure environment or UICC itself.
· It should be possible for an operator who has a MCIM application installed in the M2M equipment to configure some aspects of the security policy of the M2M equipment.
· It should be possible for the MCIM application to be updated OTA.

· Any solution must preserve the ability of an operator to fulfil obligations towards regulators and government authorities to guarantee secure authentication and billing.
4.4 
Evaluation criteria

NOTE: The order to this list has no implications on the importance of the issue at stake
The following criteria are defined and they need to be used for evaluating candidate solutions:

· Security: How well does the solution meet the security requirements listed above and other relevant threats presented in the threat analysis sections?
· Initial choice of operator: How well suited is the solution to the M2M requirements relating to initial choice of operator?

Editor's note: It should be studied if it is possible to merge remote management with initial choice of operator

· Operator change: How well suited is the solution to the M2M requirements relating to operator change?

· Remote Management: How well is the solution suited to remote management (provisioning and change) of subscriptions?
· Legal and regulatory impact: How well does the solution address legal and regulatory requirements?  (Note that as these requirements vary across countries, legal and regulatory requirements will have to be derived in order for this criterion to be meaningfully applicable.)
· Flexibility to adapt to new requirements: How easy is it to adapt or extend the solution to address new requirements related to M2M?  

· Viability of trust model: Can the trust model be translated into a plausible business model? 

· Suitability to mass market deployment.  Is the solution cost effective and scalable to the very large deployments envisioned within the M2M use cases?

· Impact on subscription management systems: How much impact does the solution have on an operator's existing subscriber management systems? If new systems are required, what is their complexity?

· Impact on network infrastructure: How much impact does the solution have on an operator's existing network infrastructure? If new infrastructure is required, what is its complexity?

· Impact on terminal: How much impact does the solution have on the M2M terminal equipment? Can existing components be used, adapted or enhanced or do new components have to be developed?

· Impact on 3GPP specifications: To what extent can existing specifications be re-used? What new specifications are needed?

The list of criteria is purposefully kept short but comprehensive to ensure that the analysis of solutions is manageable.

** next change**

7.1.3
Threats and Suggested Counter-Measures

7.1.3.1
Introduction

The descriptions of the attacks and the assessment of their likelihood and impact assume the lack of any security counter-measures. The risk analysis is therefore for a theoretical unprotected system and this allows the required counter-measures to be identified.




7.1.3.2
Generic threats
The threats described in this section apply to any potential solution to the remote management of a USIM application on M2M equipment. The counter-measures  used to address these threats may vary among the proposed solutions. Therefore this section describes only the threats themselves and leaves the description of the counter-measures and the resulting residual risk level to the analyses of the individual solutions.

	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	G1
	Copying the M2M subscriber’s credentials to a different piece of M2M equipment with the intent of using it to make calls at the M2M subscriber’s expense
	critical

	G2
	Copying  the M2M subscriber’s credentials to a different piece of M2M equipment with the intent of masquerading as the customer when enacting transactions, e.g. electronic payment, access to IT systems, etc
	critical

	G3
	Modifying the credentials to those of another M2M subscriber. This would typically be performed on a piece of stolen M2M equipment
	critical

	G4
	Performing an unauthorised migration of  the M2M subscriber to another operator’s network by modifying the credentials to a set that would apply to that M2M subscriber on the other operator’s network
	major

	G5
	Adding a set of credentials that are not authorised by the M2M subscriber or the home operator
	major

	G6
	Rendering the M2M subscriber’s credentials unusable, e.g. in an attack over an IP channel to the equipment
	major

	G7
	Rendering the credentials unusable due to exposure to environments that might normally be encountered by the M2M equipment, for example a magnetic or electrostatic field
	major

	G8
	Copying the credentials so as to be able to determine the derived ciphering and integrity keys used for traffic protection so as to be able to eavesdrop upon and/or tamper with communications between the M2M terminal and the network
	major


7.1.3.3
Summary of Threats and Assigned Risk Levels for Alternative 1
The description of Alternative 1 assumes an implementation of the counter measures described in this section.

Some of the proposed counter-measures define the enforcement of security controls or metadata defining them. Security controls are security policies, or the embodiment thereof, that are small in terms of complexity and memory requirements. Specifically they are atomic in the sense that they do not depend on other policies (and thus do not require advanced policy evaluation). Furthermore, they are local in the sense that they can be enforced by information and means that are locally available in the M2ME.

Note: An example, of a Security Control could be a set of mechanisms and/or (meta)data to ensure the enforcement of a standardised policy concerning controlled access (in-band and out-of-band) to files protected by the TRE. The Security Control could embody the implementation of cryptographic methods for such protection and it could also include data/metadata objects such as PINs, ACLs and  key identifiers. Such a Security Control could also control access to assets depending on the state of the M2ME. 

The table below presents a convenient summary of the identified threats and the risk levels that have been assigned to them. The analysis of how these risk levels were calculated is provided after the summary.
	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	1
	emulating the functions of a legitimate M2ME to obtain the illicit download of MIDs
	critical

	2
	attacking the MID provisioning process to obtain MIDs
	critical

	3
	Use of malicious software in the M2ME or host terminal to obtains MIDs
	critical

	4
	Use of logical or physical attacks against a TRE, to obtains and use a MID or secret keys that enable him to clone a TRE or MIDs.
	major

	5
	Replacing a TRE in a M2ME by another TRE or an emulation
	major

	6
	modifying the functions of a TRE
	major

	7
	attacking the permissions of an installed MID (to get unauthorised service or to steal data or for DoS)
	major

	8
	another MID or malicious software extracts sensitive information from a MID
	critical

	9
	obtaining sensitive information by monitoring interactions between a TRE and the M2ME
	major

	10
	access to TRE or MID functions by masquerading as the legitimate user
	critical

	11
	users lose access to networks, services or personalised data, due to malfunctions of MIDs or of a TRE.
	critical

	12
	Attackers find they can register falsely in order to obtain MIDs
	critical


7.1.3.4
Threats and Counter-Measures
** end of changes**

