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1. Introduction

S3-090060 proposes adding further clarifications to section 7.6.1.3.7. 

2. Background
In general, we agree that clarification on authentication identifier is needed and that the suggested conformance to RFC4945 is acceptable.  But the suggested linking to TR-069 or to the TR-069DeviceId is immature in SA3 when other 3GPP WG are still deciding on this matter

We propose to modification based on S3-09060 as follows:
**************************** start of first change *********************************
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA 
Authentication, Authorization and Accounting

ACL
Access Control lists
AHR
Access point Home Register
AKA
Authentication and key agreement 
ARP
Address Resolution Protocol
CA
Certification Authority
CSG
Closed Subscriber Group

(D)DoS
(Distributed) Denial of Service

eNB
Evolved Node-B
EAP
Extensible Authentication Protocol
ESP

Encapsulating Security Payload

EPS 
Evolved Packet System

E-UTRAN
Evolved UTRAN

FQDN 
Fully Qualified Domain Name
GSM 
Global System for Mobile communications

HNB
Home Node-B
HeNB
Home eNode-B
HSS
Home Subscriber Sever

HLR
Home Location Register
IGMP
Internet Group Management Protocol

IKE 
Internet Key Exchange

IMSI
International Mobile Subscriber Identity

LTE

Long Term Evolution

MME
Mobility Management Entity

NAS
Non-Access Stratum

PKI

Public Key Infrastructure

PPPoE
Point-to-Point over Ethernet
SeGW 
Security Gateway
SIM
(GSM) Subscriber Identity Module

TCP

Transmission Control Protocol
TrE
Trusted Environment

UDP
User Datagram Protocol UMTS
Universal Mobile Telecommunication System

UICC
Universal Integrated Circuit Card

UP
User plane
USIM 
Universal Subscriber Identity Module
 UTRAN
Universal Terrestrial Radio Access Network

**************************** start of next change *********************************
7.6.1.3.7
Authentication Identifier

An identifier is needed for the authentication protocol to indicate the identity of the H(e)NB device, e.g. in the identification information elements of the protocol used. Also the access control in SeGW is based on this identifier. This identifier must also appear in an attribute of the related certificate.

If certificate based authentication is used for H(e)NB device authentication, then global uniqueness of the device identifier used for authentication is required. In general, the identifier may be any name which can be inserted in an appropriate attribute of the related certificate, In alignment with TS33.310 [12], clauses 6.1.3b and 6.1.3 and RFC4945 [yy] section 5.1.3.6, this name should be a Fully Qualified Domain Name (FQDN), as it is to be used in the H(e)NB device certificate. If the device identifier is provisioned by the manufacturer of the device, then the device identifier should be composed of a globally unique manufacturer identity and an identity local to the manufacturer, e.g. a serial number. This provides at the same time global uniqueness and the freedom of the manufacturer to assign identifiers locally
The definition of the exact authentication identifier format is left to other documents.

NOTE 1: A globally unique, FQDN formatted identifier would be appropriate for H(e)NB identity, allowing the vendor to use different solutions. The definition of the exact structure of the FQDN is considered to be outside the scope of this document.
NOTE 2: The use of an IMSI as identifier for certificate-based authentication is not appropriate, as the authentication is independent of existing subscriber authentication infrastructure and HLR/HSS. If an (additional) identity based on HLR/HSS and related to the H(e)NB is wanted, then an optional hosting party authentication based on IMSI and AKA can be used (cf. clause 7.5.3.2).

Editor’s Note: If other clauses of this document introduce the usage of certificate based authentication to hosting party authentication, then the text above may be adapted accordingly.

Editor’s Note: Limitation in NOTE 2 needs to be clarified.

**************************** end of changes **********************************




















































































































































































































































































































































































































































































































































































































































































































































3GPP


