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1. Overall Description:

SA3 thanks RAN3 for their LS regarding 3G HNB Identity. SA3 would like to respond to the RAN3 questions as follows:
1)
Whether the HNB identity, which is part of the credential used for the secure tunnel setup between the HNB and SeGW, could be used at the RNL level over the Iuh interface?
SA3 has no preferences to this question and sees the answer more dependent on the particular needs of each of the parties intending to re-use it, e.g. RAN3.

Any re-usage of the identity used for H(e)NB device authentication, secure backhaul link establishment and device integrity validation should be aware that the properties of this identity are tailored to these applications.
If it is intended to execute authentication protocols with these identities, then the intended usage should be such that the related credentials used by SA3 can also be used for this other use case.

It should also be kept in mind that SA3 intends to use the same structure for HNB and H(e)NB identifiers.

2)
To provide guidance on the potential structure of this HNB identity.
The H(e)NB identity used for the establishment of secure backhaul connection and for device integrity validation is not yet defined in detail in SA3. SA3 has defined requirements on this identity in the current TR 33.820. These are e.g.:

· global uniqueness of the identifier

· the need to accommodate the identity in suitable attributes of the certificate, which may probably be used for IKEv2 and TLS, and which conform as much as possible to X.509v3, RFC 4945 and TS 33.310.

· issuing of these identities by the H(e)NB manufacturer and independently for each manufacturer

· validity of the identifier for the complete lifetime of the H(e)NB device (this is implied by the fact that the manufacturer issues these identities).

The detailed format and content of the H(e)NB identifier has no direct security relation, and is thus not yet defined. Anyhow a normative specification of such identifier would be possible in the TS on H(e)NB only, which is started in the current meeting and scheduled for approval in December 2009.

SA3 is open to consider identities specified by other WGs if for some reasons it is favourable to re-use these. If applicable, these identifiers must either fit the above mentioned requirements or it must be possible to adapt them to those requirements, e.g. by canonical transformation.

If such identifiers are to be used for more than one purpose or by more than one WG, it may be desirable to include CT4 in such identity specification, as they are responsible for core network identities in TS 23.003.

2. Actions:

To RAN3

None.
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