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1. Introduction

In last SA3 meeting, it is agreed that text in conclusion section needs to be verified. The merits and values of both EAP-AKA based solution and certificate-based solution had been discussed over and over again in past SA3 meetings. This contribution again gives some benefits of the EAP-AKA-based device authentication and some drawbacks of certificate-based device authentication. For operators who do not have PKI or do not want to deploy PKI, and for those operators who wish to use their existing infrastructure, EAP-AKA is a natural choice. It is clear that standards should also support both solutions equally.
2. Discussion 

Please note that the merits and values of both EAP-AKA based solution and certificate-based solution had been discussed in SA3 #50, #51 and #52 meeting. And in SA3 #52 meeting, both EAP-AKA based solution and certificate-based solution were included in TR as implementation options for device authentication. 
Some benefits of the EAP-AKA-based device authentication and some drawbacks of certificate-based device authentication are listed below:
The benefits of the EAP-AKA-based device authentication are:

· The mobile operator can reuse the current network infrastructure as much as possible. so that  the operator can deploy H(e)NB quickly. EAP-AKA based solution is a quick-launch solution.
· The mobile operator can reuse the current operational experience to manage the H(e)NB.
The drawbacks of the certificate-based device authentication are:

· The mobile operator should not be obliged to deploy a PKI system to manage H(e)NB authentication 
· For the mobile operator who does not have its own CA or who uses the CA of the vendor or a third party, the H(e)NB will not be under the control of the mobile operator
· Due to the vast number of H(e)NBs, the mobile operator has no operation experience to use certificate to manage the vast H(e)NBs
· Certificate lifecycle management, e.g., certificate enrolment, certificate revocation, certificate renewal, is also an issue that needs to be considered and certificate lifecycle management adds the cost of operators and vendors.
Based on above comparison, it can be seen that EAP-AKA based device authentication is a natural choice for operators who do not have PKI or do not want to deploy PKI, and for those operators who wish to use their existing infrastructure. Standards shall support EAP-AKA based device authentication and certificate based device authentication equally. 
3. Proposal 

It is proposed to modify conclusion section as attached pCR. 
4. pCR 
The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-12).
************************************ start of change ************************************
8
Conclusions

8.1
Authentication

In this study device authentication was identified as the essential precondition for H(e)NB security. Besides, it is obvious that the integrity of the device must be validated and the authentication must be tied to the validated device for any device authentication.

For device authentication two different authentication methods are described in this document. Based on operator’s requirement, either EAP-AKA or certificate is used for device authentication. 

For optional hosting party authentication, EAP-AKA based authentication is recommend to perform hosting party authentication. 
It is also recommended to use IKEv2 as authentication protocol since it includes the establishment of a secure backhaul connection between the H(e)NB and the SeGW based on IPsec, and also supports binding of device authentication and the optional hosting party authentication.

Editor’s Note: More conclusions need to be added.
************************************ end of change ************************************
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