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We propose to include the following text into a new clause 7.x of TR 33.xxx “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)“. Clause 7 is entitled “Supporting Mechanisms and Solution Alternatives”. This contribution translates the content of the slides in S3-081405 presented to SA3#53 into text for the TR.
7.x SPIT/UC Protection with Supplementary Services
7.x.1 Introduction
This clause describes the usage of Supplementary Services for SPIT/UC prevention.

The approach is to use Supplementary Services, already existing in IMS and PSTN, to define and manage a personal SPIT/UC prevention profile. While the resources to store and execute the Supplementary Services based SPIT/UC prevention profile are provided by the IMS network, the user may have the ability to remotely manage this profile.

The main reasons to use specific Supplementary Services for SPIT/UC prevention are:

· already existing Supplementary Services can be used at once and provide effective means for SPIT/UC protection
· Supplementary Services work in all type of networks, IMS as well as legacy networks, and enable therefore a unified approach to proceed against SPIT/UC
· Supplementary Services do not require any changes to the IMS architecture or SIP

Subsequently the use of Supplementary Services is described in more detail.
7.x.2 Supplementary Services usable for SPIT/UC Prevention
Supplementary Services for SPIT/UC protection may be used to realise a form of network-supported user self protection. This makes a work split between network and user possible. While the network provides Supplementary Services with resources like e.g. black- or white lists, the user may configure these resources according to his personal SPIT/UC prevention needs. The advantage of this work split is that users carry the responsibility for the measures to be taken. This may be required, depending on national regulations, as the network provider may not be allowed to suppress calls without the user’s explicit consent. 
Network support in this context neither means the provision of a SPIT/UC score related to incoming calls nor an automatic SPIT/UC protection of users, performed by the network.

Figure 1 gives an overview of IMS Supplementary Services that are applicable for SPIT/UC prevention.
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Figure 1: Overview of Supplementary Services for SPIT/UC Prevention
Already these Supplementary Services provide some of the SPIT/UC prevention solutions, discussed in RFC5039 from Rosenberg and Jennings, as there are White Lists, Black Lists and mechanisms to protect the privacy of a user’s address. In particular the features of these Supplementary Services are:

Incoming Call Barring with White List:

Incoming Call Barring, based on a White List, enables a subscriber to allow incoming calls matching the entries of the White List. If the caller’s number is not on the White List, he receives an announcement telling that the subscriber is not accepting calls from this number. If the caller’s number matches the White List, the caller is directly put through to the subscriber. Therefore a White List can be used to allow access for all trusted users.

Incoming Call Barring with Black List

Incoming Call Barring, based on a Black List, enables a subscriber to reject calls matching the entries of a Black List. If the caller’s number is on the Black List, he receives an announcement telling that the subscriber is not accepting calls from this number. Such a Black List can be used to reject known SPIT/UC sources.
Anonymous Call Rejection
Anonymous Call Rejection is a special case of Incoming Call Barring with Black List, but in this case the rejection of a user is based on the usage of the anonymity feature and not on the entry in a Black List. All calls where the asserted Public User ID is restricted are rejected. This service is important as SPIT/UC sources will often use the anonymity feature to hide their identity.
Closed User Groups

This is a special case of a trust network, based on a White List. The difference to ‘Incoming Call Barring with White List’ is that not only incoming but also outgoing calls have to match the White List. Therefore subscribers of Closed User Groups are allowed to have active/passive calls only with members of their group. This service provides a strong protection against SPIT/UC and may be applicable e.g. for working groups or for communities.
Call Diversion on Originating Identity

By means of Call Diversion, based on originating identity, the subscriber is able to re-direct unsolicited calls to another destination, e.g. a SPIT/UC voice mailbox. This Supplementary Service is based on screening lists. If a caller’s number matches the screening list, then the call is diverted to a pre-selected telephone account whilst non-matching calls are put through to the subscriber. 
Malicious Customer Identification

If Anonymous Call Rejection is not activated, an anonymous SPIT/UC source can be identified with Malicious Customer Identification in order to put it on a Black List. Malicious Customer Identification enables a user to generate on request a call trace of the last call. The recorded information is written to a file, accessible to the operator.
Originating/Terminating Identity Restriction

This Supplementary Service is ambivalent. On the one hand it allows a SPIT/UC source to hide its identity, on the other hand it allows also a subscriber to protect the privacy of his address.  This may be useful for a bona fide user e.g. when he is calling a company to inquire about a product, but does not want to end up on their list for phone marketing. 
7.x.3 SPIT/UC Prevention Scenarios with Supplementary Services
Supplementary Services can not only be used as single services to proceed against SPIT/UC, but several of them can be combined to more complex SPIT/UC prevention scenarios. The following sub-sections give some examples, starting from simpler up to more sophisticated SPIT/UC prevention scenarios.
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7.x.3.1 Simple Black List combined with Anonymous Call Rejection

Figure 2 shows a rather simple SPIT/UC prevention scenario that combines a Black List either with Anonymous Call Rejection or with Malicious Customer Identification.
Figure 2: Simple Black List with Anonymous Call Rejection
The Black List (BL) can be realized with Incoming Call Barring (ICB) and carries the numbers of known SPIT/UC sources. If the caller matches a Black List entry, the call is rejected and a denial announcement is played, otherwise the caller is put through to subscriber B.

As mentioned before, SPIT/UC sources often use the anonymity feature to hide their identity. Therefore it is additionally possible to activate Anonymous Call Rejection (ACR) to block anonymous calls. Also in that case the callee is informed about the rejection by a denial announcement. The combination of these two Supplementary Services provides a stronger SPIT/UC protection than each of them alone.
If a subscriber doesn’t like to generally block anonymous calls, he can disable Anonymous Call Rejection and enable alternatively Malicious Customer Identification (MCI). With that he is able to initiate the identification of anonymous SPIT/UC sources and to put them afterwards on the Black List.  
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