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4.1
Usage models

4.1.1
General

IMS media security may serve different purposes and its relevance for different user groups may vary according to its design and features. The main division of users into groups that may have different requirements on a IMS media security solution is: The general public (private persons), Enterprise users and users from National Security, Public Safety or other governmental organizations (NSPS users).
A first purpose could be to have secure media over all access networks, a second could be to specify an end-to-end media security solution to satisfy the general public, while a third could be to provide high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities, etc. 

It should be noted that the protocols for the actual media plane protection are uncontroversial as the working assumption is to use well established protocols like SRTP and PSK-TLS. Thus the open issues are with respect to how the key management solution is designed and where the end-points for the media protection are located.
***   Start of next change   ***

4.1.3 
End-to-end protection 

For the general public, the peer-to-peer voice call will initially be the most significant use case (so requirement 44 is relevant). While these users do not have specific security policies, it can still be expected that they understand and value the feature that such a voice call can be encrypted in a way that "attackers in the Internet" have no chance to eavesdrop on the communication. (Users may have less concerns about the security of the operator-controlled part of the network, so, among the security requirements from clause 5.4, requirement 6 may be the most relevant for this use case.) Users will understand that it is not sufficient to secure only a part of the connection and that end-to-end protection is needed (potentially protecting all the hops separately) (( requirement 21). Note that such a protection feature is already known to the public, e.g. by its usage in Skype.

Users may also understand that encrypted calls are not possible, if the called party does not support encryption. However, they will appreciate it if the protection feature is available not only for a small group of communication peers. This implies that interoperability with communication peers outside the IMS or peers using IMS terminal compliant to Releases prior to the introduction of IMS media security in 3GPP specifications would be beneficial (( requirement 27).

On the other hand, it is not likely that many users are willing to be charged significantly for the encryption feature (which implies that the solution has to be cost efficient for the operator ( requirements 34, 35, 25, 26, 28, 38), and that they would accept degradation of the service performance caused by encryption (( requirement 36). Also, most users most probably prefer "automatic protection" ((requirement 38 and 47).

Peer-to-peer voice call is as mentioned above initially expected to be the most significant use case. Over time, it is however expected that IMS will offer a rich set of services and that the users will use this services increasingly. For example, instant messaging is a popular service today, and it can be expected that also IMS users will be interested in such a service. It can be expected that users value protection of their instant messaging, as for their voice calls. As another example, users also frequently use voice mailboxes today. For this case, users may desire that the confidentiality of the data is upheld even while stored in the mailbox.

***   Start of next change   ***

5.4
Security
3GPP Requirements:
4.
It shall be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes.

5.  It should be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on core network interfaces and at core network nodes. Depending on the use case, the degree of protection against these threats provided for IMS user traffic shall be equal to or higher than that provided for IMS signaling traffic.
NOTE 1: 
It should be considered whether SA3 could relax this requirement so that the decryption key could be revealed to IMS network elements and on some core network interfaces. 
6.
The level of security provided should satisfy operators and the most important user categories, whilst at the same time satisfying applicable lawful interception requirements. If this level of security is insufficient for high security user groups, an enhanced solution may be additionally provided.
7.
A key management solution shall be based on user identity (i.e. IMPI/IMPU).

Editor's Note:
Some re-wording of the above requirement may be needed.
IETF Requirements:

8.
A solution MUST provide protection against passive attacks.
9.
A solution SHOULD consider active attacks (ffs).
Comment: A 3GPP solution shall provide protection against active attacks on access network interfaces and access network nodes. It should also be possible to protect against active attacks on core network interfaces and at core network nodes. Depending on the use case, the degree of protection against these threats provided for IMS user traffic shall be equal to or higher than that provided for IMS signaling traffic.
NOTE 2: 
Active attacks at core network nodes may be mitigated by measures, such as e.g. hardening, local access control, provided independently of a media plane security solution. This would allow simple key management solutions to be adopted where the sender generates the end-to-end key and sends it to the receiver in SDP according to e.g. RFC4568.
10.
A solution MUST be able to support Perfect Forward Secrecy.
Comment: Perfect Forward Secrecy is not considered to be required in a 3GPP network.

11.
A solution MUST support algorithm negotiation without incurring per-algorithm computational expense.
12.
A solution MUST support multiple cipher suites without additional computational expense.

***   End of changes   ***
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