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1. Introduction

This contribution introduces a reference to the general eNB security requirements as given in TS 33.401.

2. Background
SA3#53 decided to introduce a general statement about eNB security into TS 33.401. It reads in clause 5.3.1:

“The security requirements given in this section apply to all types of eNodeBs. More stringent requirements for specific types of eNodeBs may be defined in other documents.”

As the HeNB is one “type of eNodeB”, the requirements given in TS 33.401 for eNBs also apply as basic requirements to HeNBs.

Therefore it is proposed to introduce a reference to this requirement into the current H(e)NB TR. As this is a requirement specific to HeNBs, a new section for HeNB requirements is introduced, and new sub-headings for existing text are introduced.

Also an editor’s note at the beginning of clause 6 is removed, as this editor’s note was introduced in the TR skeleton as a reminder of the intended content of clause 6. As clause 6 is now filled with content, this editor’s note is no longer needed.
3. pCR

The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-11).
**************************** start of change ************************************
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Security Requirements


Editors Note: SA3#51: Some requirements/threats might needs to be merged

6.1 Common Requirements for H(e)NB

Based on this threat analysis, the security requirements for H(e)NB can be summarized as follows:

1) Only strong authentication algorithms shall be used for (Threats 1, 12).

2) Link protection mechanism between the Security Gateway and the H(e)NB shall be of adequate cryptographic strength. All traffic shall be integrity protected and should be confidentiality protected.  (Threat 1, 5).
Editors Note: It is ffs whether user plane traffic to be integrity protected.

3) H(e)NB authentication credentials shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials (Threats 2, 3, 4, 12).
Editors Note: Requirements of security domain to be defied later in this TR.

4) The UE should indicate to the user when it camps on H(e)NB. User should be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB (Threats 3, 4, 9, 10).

Editors Note: It is ffs how user gets notified of camping on closed or open type H(e)NB. 

5) H(e)NB and the Security Gateway shall mutually authenticate each other, including the first initial contact (Threat 1, 5, 12).

6) The booting process of the H(e)NB shall be additionally secured by cryptographic means (Threat 6).
7) Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier (Threat 7).

8) Unprotected sensitive data should never leave a secure domain inside H(e)NB (Threats 8, 9, 10).

9) It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location. (Threat 4, 11)
Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. 

.
10) UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB (Threat 5, 13). 
11) The security solution shall be compatible with common network address and port translation variations, as well as support firewall traversal (Threat 14). 
12) Unauthorized traffic shall be filtered out on the links between the Security Gateway and the H(e)NB (Threats 15, 16).
13) H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state (Threat 17)

14) Access to H(e)NB remote management interface by the operator, shall require authentication and authorization and shall not allow modification to user controlled information unless the user gives their permission (Threat 19). 

15) ACL (Access Control lists) should be created and modified by authorized party only (Threat 20).

16) The operator shall have means to control the CSG configuration (Threat 22).

17) It shall not be possible to override the operator’s policy at a H(e)NB (Threat 23)

18) It shall not be possible to manipulate location information of a H(e)NB (Threat 24).

19) The authentication credential(s) of each H(e)NB shall be unique (Threat 5).

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011 i.e. a check against the different H(e)NB identifiers should be made.

20) A mechanism shall be provided to restrict the number of simultaneous connections between a specific H(e)NB identity and the H(e)NB home Network. (Threat 4)

21) Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported). (Threat 3, 4, 9, 10)

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011.

22) Enforcement of H(e)NB access to Closed Subscriber Group members shall not rely solely on access control methods implemented within the H(e)NB itself.  Instead the core network shall be able to check that only mobile users in the relevant Closed Subscriber Group can access services via a specific H(e)NB. (Threat 12)
23) Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information, e.g. H(e)NB licensed radio interface parameters. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password. (Threat 6, 7, 21) 

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. The study/need of audit logs may influence this requirement.

24) H(e)NB enclosure should provide indication of physical tampering (e.g. visual or audible). (Threat 8)
25) IMSI of users connected to H(e)NB connected users must not be revealed to the Hosting party of the H(e)NB (Threat 18)

26) a. Communication between time server and H(e)NB should be provided adequate protection. (Threat 25)
b. The TrE should be able to verify both freshness and integrity of time information from the network. (Threat 25)
Editors Note: Addition of requirement 26b is FFS. This requirement needs to be revisited once the TrE definition is agreed. 
27) The implementation of a H(e)NB must be robust against Environmental attacks (Threat 26)

28) Confidentiality and integrity protection shall be provided to OAM traffic between H(e)NB and the OAM Server in the operator network.

29) OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM.

30) IMSI request over the air in clear (without encryption) should only be performed when no other means are available to fetch UE identity.

6.2 Specific Requirements for HeNB

TS 33.401 [xx] introduces in clause 5.3 general security requirements for all types of eNBs. These are basic requirements which shall be fulfilled by all types of eNBs. Thus this document has to consider all requirements given in that clause and more detailed in clauses 11, 12 and 13 of [xx] for eNB security.
TS 33.401 leaves it explicitly to other documents to specify more stringent requirements, if seen appropriate there. Thus this reference to TS 33.401 does not restrict the current document, as long as all requirements of TS 33.401 are still kept.
NOTE: To avoid duplication of text from TS 33.401 in this document, the detailed requirements of TS 33.401 are not repeated here.
6.3 Countermeasures for H(e)NB

Based on these requirements, the countermeasures can fulfil the requirements can be summarized as follows:
1) Mutual authentication and Security tunnel establishment mechanisms
2) TrE of H(e)NB 
3) Access Control mechanisms
4) Location Locking mechanisms
5) Clock Synchronization Security mechanisms
6) Security mechanisms for OAM
7) Protections mechanisms for Environmental Security of H(e)NB
8) User authentication mechanism
9) HPM authentication (If used)
Table 3 shows matrix of requirements and countermeasures mapping. 
	Security requirement
	Countermeasures
	How to fUlfIlL
	the section be referred

	1. Only strong authentication algorithms shall be used.
	Countermeasure 1
	Certificate-based authentication and EAP-AKA-based authentication can provide this.

	7.5 Authentication Implementation Options
If the description in the TR is not enough, some text should be added to this section.

	2. Link protection mechanism between the Security Gateway and the H(e)NB shall be of adequate cryptographic strength. All traffic shall be integrity protected and should be confidentiality protected.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB provide this.
	7.6.2 Backhaul Traffic Protection for H(e)NB

	3. H(e)NB authentication credentials shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials.
	Countermeasure 2
	Both HPM and TrE are secure domain in H(e)NB. 
	7.2 Secure Storage and Execution

	4. The UE should indicate to the user when it camps on H(e)NB. User should be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section o f chapter 7.

	5. H(e)NB and the Security Gateway shall mutually authenticate each other, including the first initial contact.
	Countermeasure 1
	Certificate-based authentication and EAP-AKA-based authentication provide this. 

For EAP-AKA, authentication is based on an appropriate AKA credential for H(e)NB and network certificate for the SeGW. For Certificate-based authentication, authentication is based on device certificate for H(e)NB and network certificate for the the SeGW.
	7.5 Authentication Implementation Options

	6. The booting process of the H(e)NB shall be additionally secured by cryptographic means.
	Countermeasure 2
	The boot software can be stored in a TrE in the H(e)NB. 
	7.2 Secure Storage and Execution

	7. Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier.
	Countermeasure 6
	All software updates and configuration changes should be cryptographically signed, and H(e)NB should have means to verify the signature.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	8. Unprotected sensitive data should never leave a secure domain inside H(e)NB.
	Countermeasure 2
	The sensitive data can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	9. It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location.
	Countermeasure 4
	The operator can lock the H(e)NB service to a specific geographical location.
	7.7 Location Locking mechanisms

	10. UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB.
	Countermeasure 8
	UEs with valid subscriptions accessing the operator's network via H(e)NB are authenticated with their own credentials by the network (e.g. USIM contained in UE).
	This countermeasure is as same as the security features defined in the corresponding mobile communication system specifications and out of scope of TR 33.820.



	11. The security solution shall be compatible with common network address and port translation variations, as well as support firewall traversal.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB is setup based on IKEv2 mechanisms which support network address and port translation.
	7.6.2 Backhaul Traffic Protection for H(e)NB

	12. Unauthorized traffic shall be filtered out on the links between the Security Gateway and the H(e)NB.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB provide this.
Editor’s Note: This may not be a full mitigation depending on the interpretation of the requirement
	7.6.2 Backhaul Traffic Protection for H(e)NB

	13. H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state.
	Countermeasure 1
	H(e)NB can run minimized network services.
	It depends on the configuration of H(e)NB and out of scope of the TR.

	14. Access to H(e)NB remote management interface by the operator, shall require authentication and authorization and shall not allow modification to user controlled information unless the user gives their permission.
	Countermeasure 2
	The H(e)NB configuration information can be stored in a TrE in the H(e)NB, the TrE can provide the secure access to configuration of H(e)NB.
	7.2 Secure Storage and Execution

	15. ACL (Access Control lists) should be created and modified by authorized party only.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	16. The operator shall have means to control the CSG configuration.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	17. It shall not be possible to override the operator’s policy at a H(e)NB.
	Countermeasure 2
	The implementation and deployment information can be stored in a TrE in the H(e)NB, the attacker can’t get the information.
	7.2 Secure Storage and Execution

	18. It shall not be possible to manipulate location information of a H(e)NB.
	Countermeasure 2
	The location information can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	19. The authentication credential(s) of each H(e)NB shall be unique.
	Countermeasure 1
	Both AKA credentials and vendor certificates could be used for this and these credentials shall be recognized at the operator’s side. 
	7.5 Authentication Implementation Options

	20. A mechanism shall be provided to restrict the number of simultaneous connections between a specific H(e)NB identity and the H(e)NB home Network.
	Countermeasure 1
	A specific H(e)NB identity is bound to a specific device authentication credentials. Both certificate-based  device authentication and EAP-AKA-based authentication can 
authenticate the specific H(e)NB identity. 
Editor’s Note: This may not be a full mitigation depending on the interpretation of the requirement
	7.5 Authentication Implementation Options

	21. Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported).
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	22. Enforcement of H(e)NB access to Closed Subscriber Group members shall not rely solely on access control methods implemented within the H(e)NB itself.  Instead the core network shall be able to check that only mobile users in the relevant Closed Subscriber Group can access services via a specific H(e)NB.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	23. Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information, e.g. H(e)NB licensed radio interface parameters. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password.
	Countermeasure 2
	The radio resource related parameters can be stored in a TrE in the H(e)NB..


	7.2 Secure Storage and Execution

	24. H(e)NB enclosure should provide indication of physical tampering (e.g. visual or audible).
	Out of scope
	It depends on the manufacture of H(e)NB, H(e)NB can provide indication of physical tampering. 
	It depends on the manufacture of H(e)NB and out of scope of the TR.

	25. IMSI of users connected to H(e)NB connected users must not be revealed to the Hosting party of the H(e)NB.
	Countermeasure 2
	The IMSI of users can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	26. a. Communication between time server and H(e)NB should be provided adequate protection.
b. The TrE should be able to verify both freshness and integrity of time information from the network.
	Countermeasure 5
	Clock synchronization messages can be protected by IPsec tunnel between the SeGW and the H(e)NB. 

The built-in security protocols of the Clock Synchronization Protocols also can be used to protect the communication between time server and H(e)NB.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	27. The implementation of a H(e)NB must be robust against Environmental attacks.
	Countermeasure 7
	It depends on the manufacture of H(e)NB, e.g. the protections mechanisms to monitor power supply and temperature can be provided to H(e)NB when H(e)NB is manufactured.
	It depends on the manufacture of H(e)NB and out of scope of the TR.

	28. Confidentiality and integrity protection shall be provided to OAM traffic between H(e)NB and the OAM Server in the operator network.
	Countermeasure 6
	OAM traffic can be protected by IPsec tunnel between the SeGW and the H(e)NB or TLS between OAM Server and H(e)NB.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	29. OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM.
	Countermeasure 6
	OAM traffic can be protected by IPsec tunnel between the SeGW and the H(e)NB or TLS between OAM Server and H(e)NB.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.

	30. IMSI request over the air in clear (without encryption) should only be performed when no other means are available to fetch UE identity.
	Countermeasure 3
	This requirement may happen when the pre-rel-8 UEs access to a H(e)NB.
	The countermeasure not described in the TR and should be included in an appropriate section of chapter 7.


Table 3: Requirements and countermeasures mapping

**************************** end of change ***********************************
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