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1
Introduction
In SA3#51 an editor's note was introduced in TS 33.224, reading:
Editor's NOTE: It is FFS if existing protocols can be found that can be referenced instead of constructing a new protocol.

This contribution discusses some possible candidates for the secure push layer.
2
Analysis
2.1
Secure sessions

As stated in TS 33.224, to avoid a huge AV consumption (one AV for each message pushed), the security protocol must support a session concept. Note that this session concept is on the security protocol level, and is independent of if the application using GPL uses separate session management (in terms of sequence numbers, message IDs etc). For GPL the session concept only needs to provide the following features:
· Several messages can securely be delivered using the same master key

· Replay protection

These simple features are the same as provided by, e.g., PDCP in E-UTRAN.

It would be over engineering to provide session resumption, reliable delivery etc in GPL. Complex session features as this is better provided by the protocol utilizing GPL as it is anticipated that most uses of GPL will be simple. In addition adding more complex session management is likely to also require adding new fields to the GPL message structure and hence increase the size of it even when not needed.
Using an enhanced version of Wireless Session Protocol (WSP) [1] to provide these features as suggested in SA3#51 would introduce major complexity to the system unnecessarily and is hence not a preferred option.
2.2
Candidates for a secure GPL
Since GPL shall support protection of generic datagram transport security protocols designed for special purposes, such as SRTP, are not considered further.

2.2.1
IPsec

Using IPsec as GPL implies that ESP [2] has to be used as AH does not provide confidentiality protection. ESP is not specified for general purpose data and only works on IP packets. In addition, ESP uses a complex set of Security Association Databases for storage of SAs and policies as defined in the IPsec security architecture [3]. In general, the processing model in which ESP is used is very complex. These are sufficient reasons for why IPsec is not suitable for use as GPL.

2.2.2
TLS family of protocols

TLS

Transport Layer Security (TLS) [4] cannot be used as is for GPL, since it requires a bi-directional channel. TLS cannot handle lost or re-ordered data, which GPL must be able to deal with (e.g, messages delivered over SMS). TLS is further coupled with the key establishment protocol, and can hence not make use of TS 33.223 for key establishment.

PSK-TLS

PSK-TLS [5] adds a number of cipher-suits to TLS which enables TLS to establish the security association based on a pre-shared secret. However, PSK-TLS still makes use of the TLS handshake and alert protocol, which implies that it is required to have a bi-directional communication channel between the pNAF and the UE. Hence, PSK-TLS is not suitable to be used as GPL.
DTLS

DTLS [6] is an adaption of TLS that runs over a datagram based transport layer (TLS runs on a stream based transport layer).  Because DTLS is based on TLS, it also inherits the two-way handshake protocol from TLS. This requires a return channel from the UE to the pNAF, and hence DTLS cannot support pure broadcast devices. 
WTLS

WTLS [7] is a security protocol based on TLS. The aim of WTLS is to be a more "wireless friendly" version of TLS. One thing this implies is that WTLS, just as all the other TLS-derived protocols, also requires a return channel from the UE to the pNAF for the key establishment and alert protocols.
TLS record layer

One could imagine only using part of TLS, e.g., its record layer. However, it turns out that this would have to be substantially modified, e.g., new cipher-suites have to be defined to allow for shorter MACs, shorter sequence numbers (TLS uses 64 bit sequence numbers, which is way beyond what is necessary for GPL), re-definition of the semantics of the version field, re-definition of the KDF etc. 

2.2.3 Security wrapping formats

Packet formats do not describe protocols with processing of several packets under the same SA, but rather deals with each packet individually.

Common for all these formats is that even if they were to be used as basis for GPL, additional processing would have to be specified for GPL, e.g., replay protection etc.
OMA DCF

OMA Discrete Content Format (DCF) [8] was designed to use OMA DRM rights objects for key management. It is hence not obviously compatible with TS 33.223 for key establishment. However, a profile of DCF was constructed for MBMS download protection. This profile provides integrity protection for DFC (which is an addition) and derives the encryption and integrity keys from the MTK in MBMS. 
The Key Info Box of DCF as specified in [9] (called 'obki' in TS 33.246) could be redefined to hold the SA identity, similarly to what is done in MBMS. SA identity could then be made to point to the SA established via, e.g., TS 33.223.
Even though [8] and [9] specify a format which potentially could be the basis for GPL, they do not provide any processing as is necessary for the GPL specification as a protocol, e.g., there is no sequence number which can be used for replay protection. In addition, to provide combined delivery of GPI and a GPL message, processing multiple GPL messages under the same SA etc, DCF needs to be extended. Instead of extending DCF (and removing many unnecessary fields from it), it seems better to continue on the format already begun in TS 33.224.

OMA PDCF

The "streaming variant" of DCF, called PDCF [8] suffers from the same problem as DCF when it comes to lack of integrity protection. For PDCF there is no equivalent to the MBMS enhanced DCF which adds integrity protection.

Further, PDCF does, similarly to DCF), not carry any sequence number and hence replay protection cannot be specified for PDCF without enhancing the packet format. PDCF is tied to the OMA DRM key management, and cannot as currently specified make use of GBA Push TS 33.223 as key establishment protocol.

PDCF also provides some overhead not necessary for GPL, e.g., and explicit IV of 128 bits, a media type field, a 4-octet static protocol identification string etc.
S/MIME
S/MIME [10] requires public key cryptography for the integrity protection, uses large text-based headers for control information, and is not capable of relating messages to one another under the same SA (i.e., no replay protection is specified or possible without extensions). Just as DCF specifies a format and not a protocol, S/MIME specifies a format.
XML encryption/XML Signatures

XML encryption [11] and XML signatures [12] provides a very generic format for protection of XML data. Even though binary encoding of XML is possible, it still provides unnecessary overhead.

It is noted that for MBMS download, XML encryption/signatures was ruled out in favour of DCF, due to complexity of the parsing and overhead.
3
Conclusion

As shown by the analysis above, no existing security protocol or security wrapping format can be used as is. The best option therefore is to adapt and modify an existing construction and use that as GPL.
The features desired for GPL bear much resemblance to the structure of the security sub-layer of E-UTRAN PDCP, the security sub-layer of the NAS protocol in EPS, the core of IPsec ESP, the core of SRTP etc, i.e., encrypt and integrity protect the message and provide replay protection. This is common and well known construction.

4
Proposal
It is proposed to: 
1. Agree on the text in the pCR in S3-090154, which clarifies the session concept intended for GPL.

2. Remove the editor's note mentioned in the introduction (as done by the pCR in S3-090153).
3. Adopt the protocol processing rules also in the pCR in S3-090153 (this processing was presented also in SA3#51).
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