SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security —SA#54
S3-090140
Florence, Italy - 19 - 23 January 2009

Source:
ZTE Corporation
Title:
Another Security mechanisms for OAM for HNB
Document for:
Discussion and approval

Agenda Item:
6.11
Work Item / Release:

Introduction
There is a security mechanism for OAM in 33.820 Annex A, the mechanism is the following.
Mechanism to verify the software updates 
Software update process will influent the integrity state of H(e)NB, One principle to verify the changes for the H(e)NB resulted by the software updates is that the platform integrity of the H(e)NB is verified before and after the software updates by the core network. 

The overview process of the mechanism can be depicted in Figure A.1, 

1. The software updates is initiated between the OAM server and the H(e)NB

2. The OAM server verifies the integrity of the H(e)NB to check if the security status of the H(e)NB is correct to perform the software updates, and computes the expected RIM (Reference Integrity Metric)of the H(e)NB after software updates and the RIM of the software the H(e)NB updated.

3. The software updates process is performed, during which the OAM server sent the RIM of the updated software to the H(e)NB.

4. H(e)NB installs the received software locally .After the software updates, the integrity of the H(e)NB will be re-measured to get the current TIM(Target Integrity Metric) of the H(e)NB.  
4’ Based on the received RIM of the software and the old TIM , H(e)NB computes expected TIM of the H(e)NB after software updates , and compares it with the current TIM to certify the software has been installed correctly .
    This step may be executed depending on the specific policy of the H(e)NB.

5. The H(e)NB sent a message to the OAM server about the completion, including the current TIM of the H(e)NB.

6. The OAM server compares the TIM of of the H(e)NB with the expected RIM in local, if they are matched, then updates the RIM of the H(e)NB in local, otherwise, appropriate measures should be taken.
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Figure A.1  Overview process of the Mechanism to verify the software updates

NOTE 1: In FigureA.1 the OAM server is an element lies in the core network. Other entities needed in implementation, such as SeGW of the network are omitted for the sake of simplicity of the process description. 
NOTE 2: This is one possible method of performing software update verification which references TCG.
There is a problem in step 2: 
The OAM server verifies the integrity of the H(e)NB to check if the security status of the H(e)NB is correct to perform the software updates.

However, it isn’t defined clearly how oam server verifies the integrity of the H(e)NB, if it request the TRE in the H(e)NB to do that, the efficient is low..
Another method to verify the software updates
The following gives another method to verify the software updates, this method supposes that there is a root K sharing between the TRE in H(e)NB and the Auc, it can be the root K for EAP-AKA for H(e)NB authentication.
The following are the steps:
1. The software updates is initiated between the OAM server and the H(e)NB

2. The OAM server computes the RIM (Reference Integrity Metric)of the H(e)NB;

3. The OAM server sends the RIM and the H(e)NB ID (IDh)to the Auc. 
4. Auc generate a random R and calculate a session key CK by the R and the root K. Auc cryptographically protect RIM(e.g. digital signature /or confidentiality) by CK. Suppose the result of digital signature for RIM is Sr, the result of confidentiality RIM is Cr. ie. Sr=Sig(CK, RIM), Cr=En(CK, RIM), Sig is a digital signature algorithm, En is a encryption algorithm.
5. Auc send (IDh, R, RIM, Sr) /or (IDh, R, Cr) to the OAM server.
6. The software updates process is performed, during which the OAM server sent the (IDh, R, RIM, Sr) /or (IDh, R, Cr) of the updated software to the H(e)NB.

7. The TRE in the H(e)NB caculate session key CK’ by the recieved R and the root K in the TRE, and compute the RIM’ by the recieved software, and then compute Sr’/ or Cr’ by RIM’ and CK’.

8. The TRE compares the Sr and Sr’/ or the Cr and Cr’. if they are equal then TRE save the Sr(/or Cr).

9. The TRE installs the received software locally. 
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Figure A.1  Overview process of the Mechanism to verify the software updates

Conclusion

In this contribution, we provide another Security mechanism for OAM for HNB , we kindly propose accept it as a candidate method and add it to 33.820.







































































































































3GPP

SA WG3 TD


_1286795550.vsd
H(e)NB


OAM Server


2. Verify the integrity of the H(e)NB 
Compute the expected RIM of the H(e)NB after software updates
Compute the RIM of the software to be updated


6. Verify the integrity of the H(e)NB: compare the TIM of of the H(e)NB with the expected RIM in local and update the RIM of the H(e)NB in local


5. Software updates completed message, including the current TIM of the H(e)NB


4. Re-measure the integrity of the H(e)NB and get the current  TIM of the  H(e)NB 


 4'. compare the TIM with the  the computed expected TIM of the H(e)NB after software updates 






3. software updates process: besides software updates operation, the OAM server sent the RIM of the software as well to the H(e)NB


1. Software updates initiation



_1293205285.vsd
�

H(e)NB�

OAM Server�

Auc�

TRE and Auc share a root key K


1. Software updates initiation


2.Computes the RIM of the H(e)NB


 6. software updates process: besides software updates operation, the OAM server sent the (IDh, R, RIM, Sr)/(IDh, R,  Cr)
 of the software as well to the H(e)NB


7. TRE calculates CK’ by K and R, compute RIM’ by the received software. Then Computes Sr’(Cr’),


8. TRE compares the Sr and Sr’ (or Cr and Cr’) 


9.The TRE installs the received software locally. 


3. IDh,  RIM


5.(IDh, R, RIM, Sr)/(IDh, R,  Cr)


4. Generates random R, calculates CK by K and R, Computes Sr(Cr),



