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This contribution aims to delete the editor’s note in 33.224.
1 Introduction

In SA3#53 meeting, the P-CR: S3-081294 was proposed to add GBA push key indication to GPL message in 33.224. Though SA3 agreed the P-CR, there still existed the dispute about whether the key indication is needed. After discussion in the meeting, an editor’s note was added: 
“Editor's Note: It has to be verified that this indication is not redundant. The type of the key could already be known by the type of the application (ME/UICC). It has to be ensured that the use of this indication is not inconsistent with such information.”
2 Analysis
It is not a generic case that an application message could be sent directly to the UICC.. In some other cases the ME forwards the application message to the UICC. But, some applications in the ME don’t have the policy saying that if there is an application in the UICC related to the corresponding application message then the message shall be forwarded to the UICC. In this case, the applications couldn’t know, without the key indication information, that the ME should send the message to the UICC. We should add the key indication into the GPL message, so that the ME could decide to forward the message to the UICC if it detects in the message a request for Ks_int_NAF key usage.
The most applications using GBA push are the applications base on HTTPS protocol. In TS 33.222, it is said that:

”The HTTPS client may reside in the ME or in the UICC or both might host an HTTPS client independently of each other. When the HTTPS capable client to be used is in the ME, Ks_(ext)_NAF shall be used as the shared key between the UE and the NAF. When the HTTPS capable client to be used is located in the UICC, Ks_int_NAF shall be used as the shared key between the UE and the NAF.”
If both the ME and the UICC host an HTTPS client, the UE couldn’t know which key (Ks_(ext)_NAF or Ks_int_NAF) should be used. Thus it is needed that the network side indicates which key to be used to the UE.
From above analysis, we could see that the key indication is essential.
3 Conclusion

We kindly propose SA3 to agree to delete the related editor’s note.
**********************************************Begin of 1st Change******************************************************
5.4
GPL Security Association

A GPL security association (GPL-SA) is the data kept by each peer required for processing of either inbound or outbound GPL messages. That is, in case there is a bi-directional communication link, each peer keeps two GPL-SAs, one for the inbound traffic, and one for the outbound traffic.

Each GPL-SA is associated with an identifier, the SAID, which is used to refer to a particular GPLSA. The SAID is a value that is unique per sender received pair in each direction. This means that the same SAID can refer to two different GPL-SAs if one of the GPL-SAs is inbound and the other is outbound. To ensure unique identification of a GPL-SA, the GPL module may have to identify an inbound GPL-SA by the pair (source address, SAID) and an outbound GPL-SA by the pair (destination address, SAID). The format of the source and destination addresses is transport mechanism dependent.
The GPL SA contains at least the following items:
Master key:  A 256-bit key used as master key for the key derivations of integrity and encryption keys.
SN_h: The highest received sequence number received in an integrity protected GPL message used for replay protection. This state-variable is only used in an inbound GPL-SA. 
SN_s: A counter used to generate sequence numbers for outgoing messages. The counter shall be increased for each message output. This state-variable is only used in an outbound GPL-SA.

Cipher suite: The cipher suite used for protection of messages. A cipher suite consists of one integrity protection algorithm, one encryption algorithm, and one key derivation algorithm. This variable is only used in outbound processing to set the cipher suite field in the GPL header.

Key Indication ID: It indicates which type of NAF key should be used ( Ks_ext_NAF or Ks_int_NAF) in GBA_U case. 


Life-time of the GPL-SA: This is the expiry time of the GPL-SA in the same time format as used for the Ks-life time in GBA.
***********************************************End of 1st Change*******************************************************
**********************************************Begin of 2nd Change*****************************************************

5.5.1
Data Unit Transfer Format

A GPL message is laid out as shown in Figure 5.5.1-1. The GPL message encapsulates an application message in the GPL payload, and protects the message.
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Figure 5.5.1-1: Format of a GPL message
Each field is encoded in network byte order (i.e., big endian) and with the most significant bit being bit number zero. All fields are octet aligned. The fields of the message are the following.
Ver (4 bits): The version of the GPL protocol encoded as an integer. The version of any message conforming to this specification shall use the value 1, i.e., the first nibble of the message is 0x1.

Reserved (3 bits): These bits are reserved for future versions of this specification. Implementations conforming to this specification shall set these bits to zero before transmitting a message, and the receiver of the message shall ignore these bits. 

SN (16 bits): The sequence number used for synchronizing the encryption and providing replay-protection.

Cipher suite (8 bits): The cipher suite used for protection of the message. The cipher suite consists of one integrity protection algorithm, one encryption algorithm, and one key derivation algorithm.
Key Indication ID(1 bits): It indicates which type of NAF-keys should be used in GBA_U case. When Key indication ID equals to 1, it means Ks_ext_NAF should be used. When Key indication ID equals to 0, it means Ks_int_NAF should be used. Key Indication ID shall be ignored by the UE in case of GBA-ME.

SAID length (8 bits): The length of the SAID in number of octets.
SAID (variable length): The identity of the GPL security association used for protection of the message.
MAC (variable length): The message authentication code providing integrity protection of the message. The length of this field is determined by the size of the output of the integrity protection algorithm used, but shall be a multiple of 8 bits.

GPL Payload (variable length): The actual application message that is protected. The length of the message shall be a multiple of 8 bits, and must be padded by the application unless this condition is met. Any such padding is up to the application and is out of scope for this specification.

Padding (variable length): Padding as required by the encryption transform. Exactly how the padding is generated, verified and removed is defined by each encryption transform. In case the encryption transform does not require padding, this field is not present.

***********************************************End of 2nd Change******************************************************
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