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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Access Stratum
ASME
Access Security Management Entity
Cell-ID
CellIdentity as used in TS 36.331[21]
CP
Control Plane
C-RNTI
Cell RNTI as used in TS 36.331 [21] 
eKSI
Key Set Identifier in E-UTRAN 

eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System

E-AV
EPS authentication vector

E-UTRAN
Evolved UTRAN

GUTI
Globally Unique Temporary Identity

KDF
Key Derivation Function

MAC
Medium Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum
PCI
PhysicalCellIdentity as used in TS 36.331 [21]
PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RRC
Radio Resource Control

SMC
Security Mode Command

S-TMSI
S-Temporary Mobile Subscriber Identity

UE
User Equipment

UP
User Plane

********************** next change **********************************

7.4.3
Token calculation for the RRCConnectionRe-establishment Procedure

A serving eNB may prepare other cells than the one the UE is currently using for radio link failure recovery. The preparation of the cell includes sending security context containing KeNB*, corresponding NCC and UE supported security algorithms to the eNB hosting the target cell. A token is further computed by the source eNB and sent to the eNB hosting the target cell. When the UE experiences a radio link failure, it may attempt an RRC connection re-establishment procedure with the target cell of a prepared eNB. This procedure shall be initiated by an RRCConnectionReestablishmentRequest from the UE to the eNB hosting the prepared target cell. This message is transmitted over SRB0 and hence not integrity protected. The RRCConnectionReestablishmentRequest shall contain a token. 

In order to calculate the token, the negotiated EIA-algorithm from the AS Security context from the source eNB shall be used with the following inputs: source C-RNTI, source PCI and target Cell-ID as defined by VarShortMAC-Input in TS 36.331 [18]

where source PCI and source C-RNTI are associated with the cell the UE last had an active RRC connection with and target Cell-ID is the identity of the target cell where the RRCConnectionReestablishmentRequest is sent to.

- KEY shall be set to KRRCint of the source cell;

- all BEARER bits shall be set to 1;

- DIRECTION bit shall be set to 1;

- all COUNT bits shall be set to 1.

The token shall be the 16 least significant bits of the output of the used integrity algorithm.

The target eNB receiving the RRCConnectionReestablishmentRequest shall respond with an RRCConnectionReestablishment message containing the NCC received during the preparation phase if the token is valid, otherwise the target eNB shall reply with an RRCConnectionReestablishmentReject message. The RRCConnectionReestablishment and RRCConnectionReestablishmentReject messages are also sent on SRB0 and hence not integrity protected. Next the target eNB and UE shall derive KeNB. The UE shall respond with an integrity protected and ciphered RRCReestablishmentComplete on SRB1. The RRCConnectionReconfiguration procedure used to re-establish the remaining radio bearers shall only include integrity protected and ciphered messages.

********************** end change *******************************
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