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1. Overall Description:

SA3 thanks RAN2 for their questions on security parameter handling (S3-090xxx/R2-087430).

On Question 1; RAN2 asked following:

"Question 1: Can CT1 define the contents of these containers (i.e., one for Handover to E-UTRAN and the other of Handover from E-UTRAN) in their specification? Will they be NAS messages or some IE groups only? And do SA3 and CT1 think this information should be NAS integrity protected? Since a handover command is an urgent message, the message size should be minimised as much as possible. Hence, RAN2 prefers the above NAS security containers in the RRC to include only the necessary parameters.

- Key Indicator

For Intra-LTE handover, RAN2 also discussed the definition of Key Indicator. RAN2 was not sure whether the AS layer really needs to signal the eKSI as such. Currently RAN2 believes that signalling only one bit in the AS layer, to indicate if the KASME has been changed or not, would be enough. Thus, in case of normal handover (i.e., not due to the security reason, but due to e.g., radio condition), this indicator tells to the UE that the UE shall continue using the AS keys based on the KASME to which the current AS keys are associated. In case AKA has been run by the NAS or key has been changed from mapped to cached KASME, the MME transfers this Key Indicator to the eNB in the S1: UE Context Modification message and the eNB triggers an intra-cell handover including this Key Indicator in the Handover Command (=RRC Connection Reconfiguration message). Thus, the UE will be able to generate new AS keys associated to the latest KASME. Therefore, at the moment, RAN2 decided to signal only this one bit Key Indicator in the RRC message."
SA3 assumes that the UTRAN and E-UTRAN handover commands are integrity protected by the source system and hence also any transparent containers for the target system UE transported through the source system. The transparent containers created by the target system are however not protected by the target system. 

SA3 notes that there is no integrity protection in GERAN PS. For GERAN to E-UTRAN handover, a modification in the source system of any input parameters related to the selection of algorithms or key derivation will lead to a mismatch between the UE and the target system eNB such that the HO complete will fail. In case that integrity protection is applied in the source system on input parameters for the UE, then the modification of any parameters (including those NAS parameters) transported will be detected by the UE through IP failure on the HO command.  So a HO command modification leads to a semi-permanent DoS attack. Applying NAS protection on the NAS related container would not add any additional security.

Understanding the Key indicator may point to eKSI as well as NCC, SA3 responses are handled in two separate sections (A) and (B):

A) SA3 prefers to signal the whole eKSI. SA3 notes that there may be cases where signalling of one bit eKSI can lead to errors. This is because AKA can be run in the NAS layer independently of handovers, and it may be the case that the AKA run has been completed from the UE point of view, but not from the MME point of view at the time of HO. Then UE and MME may consider different keys as the latest KASME. 

B) An NCC of 2-bit also may lead to possible errors considering a scenario where NCC as used over the air is limited to two bits. Three subsequent X2 handovers where the PATCH SWITH REQUEST increment NCC in the MME but PATH SWITH REQUEST ACKNOWLEDGE is not received by the eNB would increment the NCC just before the value known by the UE. So the next time it will be the NCC known from UE viewpoint resulting in a key mismatch on handover. SA3 does not know whether the scenario is realistically possible, but it is better to prevent the scenario by design (i.e. adding more bits) then to require the need for recovery procedures.

2. Actions:

To RAN2:

SA3 kindly asks to take the above answers into account i.e. to ensure the full eKSI is always signalled and the NCC space is increment to 4-bit.
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