Page 6



3GPP TSG-SA WG3 Meeting #54 
(
S3-090090
Florence, Italy, 19 – 23 January, 2009
revision of S3-09xxxx
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	33.401
	CR
	0127
	(

rev
	-
	(

Current version:
	8.2.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	X
	Core Network
	X


	

	Title:
(

	Correction on dropping AS and NAS SMC when detecting IP failure for SMC Command

	
	

	Source to WG:
(

	Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	12/01/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	Both TS 36.331 and TS 24.301 have implemented an "SMC Failure" message. For TS 24.301 this is described in clause 5.4.3; For TS 36.331 this is described in clause 5.3.4. 

But stage 2 specification (for both AS SMC and NAS SMC) does not allow the ME to send a message back if the evaluation (including integrity protection check) of the SMC command has failed.

Security analysis has shown that for the case of SMC command failures, sending an unprotected SMC failure/reject back to the network is not worse than dropping the SMC command, but there is protocol wise a benefit in having an explicit reply.

	
	

	Summary of change:
(

	Align stage 2 with stage 3 i.e. allow sending of SMC failure messages.

	
	

	Consequences if 
(

not approved:
	Misalignement of stage 2 and stage 3 specification potentialliy causing misimplementations.

	
	

	Clauses affected:
(

	7.2.4.4, 7.2.4.5

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


*** BEGIN CHANGES ***

7.2.4.4
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE shall contain the replayed UE security capabilities of the UE (including the security capabilities with respect to NAS, RRC and UP ciphering as well as integrity, and other target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to MME), the selected NAS algorithms, the eKSI for identifying KASME, and both NONCEue and NONCEmme in case as specified in section 9.1.2. This message shall be integrity protected with NAS integrity key based on KASME indicated by the eKSI in the message. See figure 7.2.4.4-1. 

UE shall verify the integrity of the NAS security mode command message. If successfully verified, UE shall start NAS integrity protection and ciphering/deciphering and sends the NAS security mode complete message to MME ciphered and integrity protected with the selected NAS algorithm indicated in the NAS security mode command message and NAS keys based on KASME indicated by the eKSI in the NAS security mode command message. 

NAS downlink ciphering at the MME shall start after receiving the NAS security mode complete message. NAS uplink deciphering at the MME starts after sending the NAS security mode command message. NAS uplink ciphering and downlink deciphering at the UE shall start after receiving and successfully verifying the NAS security mode command message. The NAS security mode complete message shall include IMEI in case MME requested it in the NAS SMC Command message.

If any verification of the NAS security mode command is not successful in the ME, the ME shall reply with an unprotected NAS security mode reject message (see TS 24.301[9]).

Only after EPS AKA the NAS security mode command message shall reset NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and eKSI or due to the algorithms change).
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Figure 7.2.4.4-1: NAS security mode command procedure

7.2.4.5
AS security mode command procedure

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 7.4.2.3-1.

The AS security mode command message from eNB to UE shall contain the selected AS algorithms and the eKSI for KASME. This message shall be integrity protected with RRC integrity key based on KASME indicated by the eKSI. 

The AS security mode complete message from UE to eNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on KASME indicated by the eKSI. 

RRC and UP downlink ciphering (encryption) at the eNB shall start after sending the AS security mode command message. RRC and UP uplink deciphering (decryption) at the eNB shall start after receiving the AS security mode complete message. 

RRC and UP uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC and UP downlink deciphering (decryption) at the UE shall start after receiving the AS security mode command message 

If any control of the AS security mode command is not successful in the ME, the ME shall reply with an unprotected security mode failure message (see TS 36.331[21]).

For the case when mapped security context in use and cached security context needs to be activated a NAS key re-keying using a NAS SMC is performed first, cf. clause 7.2.9. Then the KeNB is derived from the NAS uplink COUNT of the NAS Security Mode Complete message, cf. clauses 7.2.9 and 9.2.2.1. The MME shall provide 4 LSBs of the cached security context NAS uplink COUNT value and the corresponding eKSI for the serving eNB and the eNB shall include them into the AS SMC message. This way the possible desynchronization of cached security context NAS uplink COUNT value e,g. due to lost NAS messages is identified and fixed in the ME.

AS security mode command always changes the AS keys.

Editor's Note: It is for further study, whether the SMC procedure does not affect the AS (PDCP) uplink and downlink SN or HFN values (RAN2). As when keys are fresh, it does not matter from ciphering and integrity protection point of view whether AS COUNTs are reset or not. In case they are not reset, the threshold value needs to be taken care of.

Editor's Note: It is for further study, whether the RRC and UP ciphering algorithms are combined, i.e. no separate algorithm identifier for RRC and UP but one common AS level ciphering algorithm id.
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Figure 7.2.5.3-1: AS security setup

*** END OF CHANGES ***
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