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1 Introduction

At SA3 #53 it was discussed that security aspects should be highlighted in the use cases in clause 4.1.1. The above co-signers propose changes to section 4.1.1 to reflect this. It is proposed that the previous use cases are replaced by a new set. 
2 SA1 use cases

For easy referencing, the three expanded use cases from clause 4.4 “Use cases” of TR 22.868 are copied below. The main issues found by SA1 with the use of a physically removable UICC are highlighted in bold text.
From 4.4 of TR 22.868:

In the following a few already existing use cases covering the most important user requirements and the areas of improvement are outlined.

Use Case 1: Pay as you drive (PAYD)

This use case already exists in Italy and also the UK. The idea is not to charge the car driver a fixed premium for the car insurances but to base the premium on the usage of the car instead. For this reason the car is equipped with a M2M terminal, a GPS device and various other sensors that transmit the data to the insurance company. The terminal including the UICC is mounted on the car at a location where tampering with is difficult for the purpose to avoid theft of the UICC or deactivation of the terminal for fraud purposes. For the same reason the insurance company holds the contract with the network operator.

Use Case 2: Tracking and Tracing

This scenario is already well known in the area of car rental companies where at least the top class cars are equipped with tracking devices to obtain the car’s position e.g. in case of theft. Another use case already in place is tagging very expensive tools and equipment e.g. containers or tools in the building industry or oil industry.

It has to be noted that this is currently applied only to expensive goods where the relation of costs associated with tagging and the handling overhead for the user compared to the value of the product justify this business case for the equipment owner. A user of this type of M2M is facing two major problems, the first problem being the tamper/theft proof  terminal including the UICC. Currently this done by constructive measures e.g. by  locking the entire M2M module and in some cases even mounting at difficult to reach places. As a matter of fact this makes the whole M2M application very difficult to handle and thus expensive for the M2M user. The second problem comes from the need of the M2M users to have, depending on the lifetime of their products, a reliable, long term functional and viable M2M application. One aspect of this is the possibility for the M2M user to change the subscription for whatever reason. This is practically impossible with the current solution, esp. when there are substantial numbers of M2M terminals out in the field.  This is why there are only few real applications where the products always, frequently, return to the company where, besides others, also maintenance of the M2M equipment - such as checking whether the M2M has been tampered with or swapping UICCs - can be done. 

All M2M applications where the product does not return frequently or never cannot be covered if the above mentioned problems are not resolved, thus leaving a large percentage of the market uncovered.  

Use Case 3: Metering

A Metering device is usually untouched after installation for at least the next 8 years. Again, the UICC needs to be protected against theft and removal for the purpose cutting the connection to the utility e.g. for fraudulent purposes.

Changing the utility (and probably the operator) causes unprecedented obstacles. This use case requires no mobility as it is being mounted somewhere but requires high flexibility in allocating the M2M terminal in case of utility change and/or mobile network operator change. The most complex case is that the utility customer changes his utility eg from one power supplier to another. This power supplier, however, happens to have a contract with a network operator different than the customer’s initial supplier. To resolve that either complex accounting mechanisms need to be put in place or the utility needs to send out a service person. Both ways are very costly and also prone to misallocations.
It can be seen that SA1 use case 2 “Tracking and tracing” and use case 3 “Metering” are further elaborated with security aspects in the new proposed SA3 use case 4 “Asset / Cargo Tracking” and use case 2 “Metering” below.  In addition, three new security relevant use cases are proposed. These use cases clearly show the need to study remotely managing subscriptions without the need to physically change the UICC. 
3 pCR to update the SA3 use cases
**Start of 1st change**
4.1.1
Use cases

SA1 has performed a study in TR 22.868 where they have identified a number of use cases (cf. TR 22.868, clause 4.4 [2]) covering the most important user requirements and also outlined some areas where they think improvements are needed. This section provides more detail on some of those use cases to clarify the security requirements on M2M systems.
Use Case 1: Traffic Cameras

Traffic cameras with cellular connectivity may be installed in locations such as motorway overpasses or remote stretches of roadway. Cameras may also require simultaneous secure local WLAN connectivity to the next camera down the road, e.g. when measuring average speed. It will be necessary to securely provision these cameras with subscription credentials. When cameras are deployed over a large area, it may be necessary to be able to select a carrier for a given camera after it has been deployed, and this selection process must be properly secured. Secure post-deployment changes in subscription data, including change of operator, will also be needed. Physical means of implementing these changes will likely expose service vans carrying hundreds of UICCs to theft. 

Use Case 2: Metering

As noted in 22.868, use of a UICC for residential metering can create many difficulties. Theft or removal of the UICC is the most obvious. A change of utility by the residential customer may also require a change in operator. The utility itself may switch operators, requiring a change to many meters dispersed over a large geographical area in a short time. Managing these changes in a UICC-based architecture quickly becomes very complex. For commercial applications, obtaining physical access to deployed devices may be prohibitively expensive, because of geography, extreme environmental conditions, or the need to interrupt a manufacturing process (e.g., petrochemical refining). Therefore, alternative remote means of managing subscription data will be needed.

Use Case 3: Vending

Vending machines are subject to regular attacks on their contents, which increases the threat to other items of value in the machine (such as a UICC). Vending machine connectivity may come from a Home NodeB or non-3GPP access networks such as a local WLAN within the customer premises. A change in the customer’s choice of network operator may require an update to subscription data in many vending machines in a short time. The vending machine supplier may also change its preferred network operator. 

Use Case 4: Asset / Cargo Tracking

Asset and cargo tracking will often require that the M2M equipment be placed in areas where physical access is difficult or impossible. Such placements would be part of a service provider’s attempt to resist theft and tampering with the M2M equipment. These placements can make it difficult and costly to physically manage subscription credentials in the M2M equipment. As noted in 22.868, this is “practically impossible” under the current solution, i.e. UICCs, and a means of securely re-provisioning MCIM applications over the air would therefore be very beneficial.  
Use Case 5: Car Rental 
M2M equipment will need to be fitted into rental cars, e.g. by the factory or by the dealer, without any knowledge of the customer’s preferred network and associated subscription. When he first uses the M2M equipment, the customer will have to provide appropriate subscription credentials. This can be done over the air using an available 3GPP access network or the local WLAN network at the car rental depot, or via physical means such as inserting a UICC. Physical installation of a UICC will be cumbersome and prone to errors such as loss of the UICC due to the customer forgetting to remove it before returning the vehicle. This use case involves a change of credentials administered by the car rental customer (subscriber), while the M2M equipment belongs to the rental company. The rental customer and the operator will require assurance that the relevant subscriptions are active during the rental period and deactivated when the rental is complete. These (de)activations should occur securely without direct human intervention that requires physical presence local to the M2M equipment. 






** end of changes**









































































