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1. Introduction

This contribution proposes to clean up and sync the language related to the use of the TrE in sections 7.6.2.2, 7.6.2.3, and 7.6.3.2.1.  

2. Background
The contributions themselves and last minute changes at the meeting to the H(e)NB authentication call-flow descriptions with respect to the TrE’s use in the authentication process.  The original intention was to indicate that while it was not necessary, but certainly more secure to execute the complete certificate and AKA checking processes in the TrE.  Thus the contribution proposes to use the same statement in all three relevant sections: “To enhance security, the verification could be performed entirely in the TrE.”
3. pCR

The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-11).

**************************** start of first change *********************************
7.6.2.2 
EAP-AKA based
This authentication, which represents step a as described in section 7.1, is based on EAP-AKA for H(e)NB. EAP-AKA is run within IKEv2 between H(e)NB and SeGW for mutual authentication of H(e)NB and core network. The IKEv2 EAP-AKA authentication will follow the 3GPP TS 33.234 specification [10].

In order to bind the AKA credential to the device identity, which is essential for device authentication, the AKA credential has to be provisioned in the Trusted Environment (TrE) of the H(e)NB.

The call-flow on Figure 5. shows the EAP-AKA based mutual authentication between the H(e)NB, the SeGW, and the core network.
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Figure 5: EAP-AKA-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response.
3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. AUTH is omitted to inform the SeGW that the H(e)NB want to perform EAP authentication. Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB also requests a certificate from the SeGW.

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or certificate-EPA-AKA multiple authentication).
4.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH message sent in step 2.
5.
If necessary, the AAA Server should fetch the device profile and authentication vectors from HSS/HLR.
NOTE: It is out of scope of this technical report to decide whether the appropriate platform for device authentication is an HSS/HLR or a different authenticating entity is needed to be defined is FFS.
6.
The AAA Server initiates the authentication challenge.

7.
The SeGW send IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. The SeGW’s identity, a certificate, and the AUTH parameter which is used to protect the previous message it sent to the H(e)NB (in the IKE_SA_INIT exchange) are included in this message in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW.
8.
The H(e)NB responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message. The H(e)NB checks the authentication parameters in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW. Computation of the EAP-AKA RES parameter should be performed within the H(e)NB’s TrE. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE.
9.
The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

10.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process. 

11.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

12.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

13.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The H(e)NB then forwards the AUTH parameter is sent to the SeGW. Verification of the EAP-AKA parameter AUTH should be performed within the H(e)NB’s TrE.

14.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
15.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
7.6.2.3 
Certificate-based
This authentication, which represents step a as described in section 7.1,
 is based on device certificate for H(e)NB and network certificate for the core.

IKEv2 with certificates used for authentication is run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW. 

The IKEv2 certificate-based mutual authentication is executed according to IETF RFC-4306 [11].  The certificate handling and profiles will adhere to 3GPP TS 33.310 [12].  
NOTE: The precise mechanisms which are to be used for verifying the validity of SeGW and H(e)NB certificates (e.g. CRL, OCSP, whitelist) are out of scope of this technical report.
Certificate-based authentication does not require additional measures to ensure the binding between the device identity and the authentication credential. The credential (private key) must be stored in a TrE.

The call-flow on Figure 6. shows the simple certificate based mutual authentication between the H(e)NB and the SeGW. 
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Figure 6: Certificate-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The H(e)NB sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or combined authentication).

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.
6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE.
NOTE:  It is optional, but not required for the H(e)NB to further validate the SeGW’s certificates, as it is under control of the operator.

7.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
**************************** end of first change **********************************

**************************** start of second change *******************************

7.6.3.2.1
Device Authentication based on Certificate and Hosting Party Authentication based on EAP-AKA
Device Authentication may optionally be followed with an EPA-AKA-based Hosting Party Authentication exchange.  This authentication represents step b1 as described in section 7.1. The IKEv2 certificate-based mutual authentication is executed according to IETF RFC-4306 [11], followed by IKEv2’s multiple authentication procedure defined in IETF RFC4739 [13]. The certificate handling and profiles will adhere to 3GPP TS 33.310 [12], although certificate enrolment and certificate revocation are not required. The IKEv2 EAP-AKA authentication will follow the 3GPP TS 33.234 [10] specification.

As in the case of device authentication, a pre-requisite assumption is that H(e)NB validation and device authentication should be performed sequentially. At power up, the H(e)NB validation should precede device authentication. 

It is also assumed that the H(e)NB’s TrE should perform within itself all computation of the AUTH required for certificate based device authentication, and the HPM is responsible for computing the RES and AUTH parameters for the EAP-AKA based hosting party authentication.  

The call-flow on Figure 7. shows the certificate based mutual authentication between the H(e)NB and the SeGW, followed by an EAP-AKA auth exchange between the H(e)NB/HPM and the AAA server. 
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Figure 7: Combined certificate and EAP-AKA-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB.  The SeGW indicates that it support Multiple Authentication by including the MULTIPLE_AUTH_SUPPORTED payload.
3.
The H(e)NB inserts its identity in the IDi payload in this first message of the IKE_AUTH phase, computes the AUTH parameter within its TrE, and begins negotiation of child security associations. The H(e)NB then sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB indicates that it support Multiple Authentication and that it wants to do a second authentication by including the MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS attributes.

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or combined authentication).

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB.
6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s and the  root CA’s public key and certificates, as well as any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE.
NOTE:  It is optional, but not required for the H(e)NB to further validate the SeGW’s certificates, as it is under control of the operator.

7.
The H(e)NB sends another IKE_AUTH message with the AUTH payload omitted to inform the SeGW that the H(e)NB want to perform EAP authentication.
8.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH message sent in step 2.
9.
The AAA Server should fetch the user profile and authentication vectors from HSS/HLR.

10.
The AAA Server initiates the authentication challenge.
11.
The SeGW send IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. The SeGW’s identity, its certificate, and the AUTH parameter which is used to protect the previous message it sent to the H(e)NB (in the IKE_SA_INIT exchange) are included in this message.
12.
The H(e)NB forwards the EAP message to the HPM. The only payload (apart from the header) in the IKEv2 message is the EAP message. The H(e)NB checks the AUTH authentication parameters in the IKE AUTH response message. Verification of the RES parameter in the IKE_AUTH response message from the SeGW should be performed within the H(e)NB’s HPM.
13.
The HPM runs EAP authentication method (see ETSI TS 102.310 [14]). The HPM verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the HPM rejects the authentication. If the sequence number is out of synch, the HPM initiates a synchronization procedure. If AUTN is correct, the HPM computes the Master Session Key and Extended Master Session Key and checks the received MAC with the new derived keying material. If a temporary identity (pseudonym and/or re-authentication identities) is received, then the HPM stores the temporary identity for the next full or fast authentications. This temporary identity should be deleted after the next authentication procedure.
Editor’s Note: EAP support in HPM is ffs.

14. The HPM sends to the H(e)NB the EAP respons to the EAP-AKA authentication challenge. 

15. The H(e)NB sends to the SeGW the EAP responds over IKEv2.
16. The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

17.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process.

18.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

19.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

20.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. Computation of the AUTH parameter should be performed within the H(e)NB’s HPM. The AUTH parameter is sent to the SeGW.

21.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
22.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
The basic IKEv2 multiple and EAP-AKA authentication will conform to 3GPP TS 33.234 [10] and IETF RFC-4739 [13]. 

Editor’s Note: It is ffs how certificate used will affect the architecture.
**************************** end of second change ********************************
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