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1. Introduction
In this contribution, a general description of the location locking solutions is given. It is suggested to include the text at the front of section 7.8.5 for easily understanding. In addition, some editorial errors are also corrected.
2. pCR


The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-12).
************************************ start of change ************************************
7.8 
Location Locking mechanisms

7.8.1
Overview of Location Locking
Several threats identified in this document are related to operating the H(e)NB in inappropriate locations. In order to counter these threats, three steps can be distinguished: 

1. Identification of the H(e)NB location

2. Authentication (verification) of the location information

3. Authorisation of H(e)NB operation
7.8.2  
Comparison Security of H(e)NB Location Identification Methods 

H(e)NB location can be provided by different means, by different parties. SA2 discussed in 错误！未找到引用源。 methods to get the location of a H(e)NB. RAN3 gave a discussion in [4] to H(e)NB on methods of  certifying H(e)NB location

NOTE: The term ‘location certification’ used in [4] should be further understood by SA3 before the same term can be considered for this TR. 
There are two types of location identification methods for H(e)NB,:
1. using the location information on neighbouring cells or UEs to obtain location identification of H(e)NB and 
2. using the location information available locally to the H(e)NB itself. 
Other methods can be classified to the above two types.
Discussion and decision the security principle of H(e)NB location identification methods is needed. 
	Types of location identification for H(e)NB
	Basic requests of security
	List of methods
	Security analyses

	Localization of H(e)NB based on neighbouring cells report
	The neighbouring cells reporting should be trusted.

The report should be fresh.
	From the surrounding macro-cells which can  detect H(e)NB
	A rogue H(e)NB can move in the macro-cells location.

	
	
	From end-users who are using H(e)NB 
	A rogue H(e)NB can replay a previously stored data. The end-user should be of trust for this method to be secure enough.

	Localization of H(e)NB by itself
	The location information from H(e)NB must be trustworthy and collected in real-time and protected from a replay attack.
	From fixed access line end point (DSLAM)
	This method requires collaboration between the mobile operator and the fixed-access line operator, which are not necessary the same entity. The good side is that the collected information may be trusted.

However, H(e)NBs are typically intermittent base stations, they can be switched on and off at anytime by their owners. Each time a H(e)NB pops up, the mobile network operator will have to check its location and this can put undesirable burden on the fixed-access operator.

	
	
	From WAN IP address and allocated ranges ("Whois")
	In particular due to NAT (Network Address Translation), a rogue H(e)NB can easily impersonate its IP address, unless the procedure involves a trusted STUN server which can certify the public address.

	
	
	GPS in the H(e)NB
	A rogue H(e)NB can replay a previous data unless specific countermeasures are in place.

	
	
	The H(e)NB can  detect surrounding macro-cells
	A rogue H(e)NB can replay the location data registered in a previous location although it has moved unless specific countermeasures are in place.

	
	
	The H(e)NB may embed a receiver of some radio standards (radio, TV,…) and find location from a radio signature computed from received signals
	A replay is possible unless specific countermeasures are in place.


Table 5: Comparison security of H(e)NB Location Identification Methods

7.8.5 Solutions
The core network obtains the information of the H(e)NB location and compares it with the corresponding H(e)NB location information that has been registered and stored in advance. (The registered location information means the legal working location of H(e)NB .It is defined through contract location when H(e)NB service is subscribed or through registration procedure when H(e)NB is first used by hosting party) . If they match, then the core network grants H(e)NB service access based on the H(e)NB location information.
The location information of the H(e)NB can be obtained from
· the IP address of the broadband access device, or

· the information of macro-cells surrounding the H(e)NB, or

· the location information from the GPS embedded in the H(e)NB itself or in the UE which is camping on the H(e)NB.
In this section, several specific solutions are described as follows. 
7.8.5.1
Solution based on IP Address
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