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This contribution give further analysis on authentication method negotiation for H(e)NB security.
Introduction
In last SA3 #53 meeting, authentication method negotiation for H(e)NB security is discussed. This contribution will give further analysis on this issue.
Discussion
In table 4, section 7.4.3
(Authentication Method Negotiation), TR33.820, V1.2.0, only cases 1, 6, 11, and 16 are normal cases, all other cases are error cases which are stated as following :” ……All other cases result in cases where the SeGW’s decision on outcome should depend on operator policy. The policy decision may in addition be based on the SeGW ‘s knowledge of the authentication capabilities of the H(e)NB. ”
These error cases are mainly caused because of the following reasons:

1. The H(e)NBs and SeGWs in the same network may support different authentication methods, which may result in that some H(e)NBs may not meet the authentication requirements which are dedicated by the SeGW . 
2. Some operator may allow different authentication policy for different H(e)NBs in the same network, e.g. allowing ONLY device authentication for H(e)NB 1 , and allowing both device authentication and HP authentication for H(e)NB 2, etc….
Bullet 1) may depend on the “sale mode” of H(e)NB. There are two types of so-called “sale mode”: 

1a) The users are allowed to buy freely his H(e)NB in the market, where the H(e)NBs are not controlled by the operator. 

1b) The users are NOT allowed to buy freely his H(e)NB in the market. All the H(e)NBs in the network should be delivered by the operator to his user and thus controlled by the operator.

For “sale mode” 1a), the above bullet 1) will apparently exist, since some H(e)NBs in the market may not meet one operator’s authentication requirement. But for 1b), one operator could require all the H(e)NBs must meet its authentication requirement before deploying them in the network, thus the above bullet 1) should NOT exist. From the security’s point of view, “sale mode” 1b) is recommended. So it is assumed that the H(e)NB(s) and SeGW(s), which are deployed in the same network, should at least support the authentication capabilities which are required by the operator, so the H(e)NB should always be able to select the required device authentication dedicated by the SeGW through the IKE-SA_INIT response message.
Bullet 2) implies that one operator may allow “customized authentication” for each H(e)NB in his same network. However, it seems that no additional benefit could be added compared to the complexity (since the operator may has to maintain different local authentication policies for each H(e)NBs ), So it is assumed that one operator will deploy ONLY one local authentication policy for all the H(e)NBs deployed in his same network.
With the above assumptions, the error cases in table 4) should not happen.
Proposal
It is proposed that SA3 agree the above assumptions and the corresponding P-CR:
###############################Begin Change########################################

7.4.3
Authentication Method Negotiation
The selection of the authentication mechanism follows the following principles:

· It is mandatory for a H(e)NB to support device authentication using either certificate or EAP-AKA
· It is optional for a H(e)NB to support the combined authentication using certificate or EAP-AKA for device authentication and EAP-AKA for hosting party authentication
· Which of the above two will be there in practice is a deployment-specific decision
· The SeGW has knowledge of operator policy and is capable of dictating to the H(e)NB whether multiple authentication is required of it or not in an unambiguous manner. This implies that either all SeGWs are capable of multiple authentication, or, if some SeGWs are not capable of multiple authentication then the operator’s policy for those SeGWs will clearly indicate that support of multiple authentication of H(e)NB by these SeGWs is not required or possible
· It is assumed that an operator will deploy only one local authentication policy for all the H(e)NBs in the same network, so the SeGW can decide the authentication type according its local policy upon receiving the IKE_SA_INIT request message from H(e)NB . It is also assumed that the H(e)NB(s) and SeGW(s), which are deployed in the same network, should at least support the authentication capabilities which are required by the operator, so the H(e)NB should always be able to select the required device authentication dedicated by the SeGW through the IKE-SA_INIT response message.
Based on the criteria given in previous section the authentication method selection  solution is proposed in the Table 5. Essentially, only cases 1, 6, 11, and 16 result in unambiguously valid requirement / response pairs. All other cases should be impossible and should not happen under the above assumptions in this section. 
Editor’s Note: Whether support for HPM is mandatory on either the HeNB or the SeGW for authentication method selection is FFS

	
	SeGW includes MULTIPLE_AUTH_SUPPORTED  and CERTREQ payload in the IKE_SA_INIT response
	SeGW includes MULTIPLE_AUTH_SUPPORTED  but not CERTREQ payload in the IKE_SA_INIT response
	SeGW does not include MULTIPLE_AUTH_SUPPORTED but includes CERTREQ  payload in the IKE_SA_INIT response
	SeGW does not include MULTIPLE_AUTH_SUPPORTED or CERTREQ payload in the IKE_SA_INIT response

	H(e)NB includes AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 1: Certificate based device and EAP-AKA based hosting party authentication  done
	Case 2: 

SeGW required the EAP-AKA based device and EAP-AKA based hosting party authentication but the H(e)NB responds with a cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 
	Case 3: SeGW required only cert-based device authentication but H(e)NB responds with an attempt for both  device and hosting party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 
	Case 4: SeGW required H(e)NB to perform only EAP-AKA based device authentication but the H(e)NB responds to perform both device and hosting party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.

	H(e)NB does not include AUTH but includes MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS payloads in the first IKE_AUTH request message
	Case 5: SeGW message requires  certificate based device authentication but H(e)NB indicates, by skipping the AUTH, that it does not support cert-based device authentication  

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 6: EAP-AKA based device and hosting party authentication is done
	Case 7: SeGW requires the H(e)NB to perform only device authentication with certificate but the H(e)NB attempts to perform both device authentication AND hosting-party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 8: SeGW requires H(e)NB to perform only device authentication based on EAP-AKA, but H(e)NB attempts to perform both device and hosting-party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 

	H(e)NB includes AUTH but not MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 9: SeGW requires  cert based device authentication and a hosting-party authentication but H(e)NB attempts to perform just cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 10: SeGW required the EAP-AKA based device and EAP-AKA based hosting party authentication but the H(e)NB attempts to perform just cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 11: cert-based device authentication


	Case 12: SeGW requires H(e)NB to perform device authentication based on EAP-AKA, but H(e)NB attempts to perform cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.

	H(e)NB does not include AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 13: SeGW requires  cert based device authentication and a hosting-party authentication but H(e)NB attempts to perform EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 14: SeGW requires both EAP-AKA based device authentication and EAP-AKA based hosting party authentication but the H(e)NB attempts to perform only EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 15: SeGW requires the H(e)NB to perform cert-based device authentication but the H(e)NB attempts to perform EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 16: EAP-AKA based device authentication 


Table 4: Authentication Method Selection.
###############################End Change########################################
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