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1. Introduction

In recent RAN3 meetings, the pre-Rel8 UE registration procedure for the support of Access Control was agreed [1]. 
This contribution will discuss the security risk of the pre-Rel8UE Access Control in HNB-GW and propose to send an LS to RAN3 with the considerations on UE registration procedure.
2. Discussion 

Two particular aspects relating to UE registration are discussed in this document:

· Security risks of UE access control in the UE registration procedure
· The suggested solution to reduce the security risks of UE access control. 
2.1 The security risks
The UE registration procedure for the support of pre-Rel8 UEs Access Control was agreed in RAN3, this procedure provides means for the HNB to convey UE identification data to the HNB-GW in order to perform access control for the UE in the HNB-GW.  
Figure 1 shows UE Registration procedure for pre Rel-8 UEs in [1]. In this procedure, if the IMSI is not provided in RRC or first NAS message, HNB will perform IMSI request to UE and then send the IMSI in UE registration message to HNB-GW. HNB-GW shall perform the access control by comparing the IMSI reported from HNB and each entry of the IMSI list stored in HNB-GW. If the IMSI presents in the IMSI list, then the verification is successful and the subsequent procedures shall be continued. 
However, it is not safe enough that the IMSI is reported by HNB to the HNB-GW as shown in figure1, since the IMSI for access control maybe different from the IMSI for subsequent procedures such as authentication. The following two unsafe cases should be considered:

· a malicious HNB could report a fake IMSI to HNB-GW at step 5 and this IMSI is in the IMSI list stored in HNB-GW.
· a rogue UE could report a fake IMSI at step 3 to HNB and HNB report this IMSI to HNB-GW at step 5, the IMSI is in the IMSI list stored in HNB-GW. (How UE acquires the HNB GW IMSI list is out of scope)
In the above two cases, the fake IMSI reported by HNB can pass the access control on HNB-GW since the IMSI exists in the IMSI list. In the subsequent procedures, the UE can use its own IMSI and this IMSI may be different from the IMSI has been access control by HNB-GW. Supposing its own IMSI is allowed to the PLMN but is not allowed to access the HNB, then the service will be granted to this unauthorized UE.
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Figure1 UE Registration for pre Rel-8 UEs
It is proposed that RAN3 considering the security risks discussed in this section when the HNB-GW perform access control for the legacy UMTS UE. 
2.2 CN assisted access control
From the analysis in section 2.1, some measures should be taken to ensure that the HNB uses the same IMSI both for access control and for subsequent procedures such as authentication. It is recommended that the CN assisted access control be considered. 
In the CN assisted method, CN will return the IMSI which has been authenticated by CN to HNB-GW through the COMMON ID procedure on the Iu signalling connection, HNB-GW will perform the final and ultimate HNB level Access Control. At this stage the HNB-GW can verify that the same IMSI was used towards the HNB-GW (i.e. in UE Registration (between UE, HNB and HNB-GW)) and towards the CN (e.g. Location Update procedures (between UE and CN)). 
If the above ultimate HNB level Access Control is not performed service may be granted for an unauthorized UE.
It is proposed that RAN3 consider the CN assisted access control method in the pre Rel-8 UEs Registration procedure.
3. Conclusion and Proposal 

In this document, security risks in the pre Rel-8 UE Registration procedure are analyzed, based on the security analysis, a CN assisted method is recommended be used to alleviate the security risks.
It is proposed that the security analysis and recommendations on pre-Rel8 UEs access control in this document be sent to RAN3 in an LS.
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