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InterDigital had presented a draft version of S3-081268 at SA3#53, which was accepted with modifications and is reflected in the TR 33.820 v1.2.0 (S3-081585). A part of the modification agreed to at SA3#53 was removal of the proposed ‘examples’ of TrE interfaces, on the grounds that 1) the figure appeared to imply that the TrE was in control of some unspecified secure memory controller, and 2) that designation of some of the interfaces as HW-protected and some as Cryptographically-protected was too implementation specific. 
In this pCR, InterDigital and Infineon propose to re-characterize the types of TrE interfaces into just two types; unprotected, and protected.  For protected interfaces, we specify that the protection can come from either cryptographic protocols, or hardware, and also that the protection of the data across the interface can be for protection of the integrity, confidentiality, or both. Unlike in the earlier S3-081585, we also do NOT specify in this revised pCR the protection mechanisms for the interfaces (e.g, protection by HW interfaces or protection by cryptographic means etc). 

We have also made clarification on the “secured memory” under the general purpose memory so that it is indicated (as intended originally) as nothing more than some encrypted data stored in the general purpose memory. With these changes, the pCR proposes examples of the TrE types and interfaces for it. 
**start of changes**

7.2.2.2 
TrE Interfaces 

7.2.2.2.1 
General
The TrE within a H(e)NB needs to interact with several H(e)NB functional building blocks to securely perform the desired functions such as device authentication and H(e)NB validation. To establish the necessary connections, the TrE must have access to various interfaces to such functions and resources within the H(e)NB. These interfaces of the TrE are generally functions of the TrE, are initialized in the secure start-up process of the TrE, and are thus assumed to operate correctly.

Under these premises, the TrE can be analysed with regard to the security properties of its interfaces to the rest of the H(e)NB’s functional building blocks, in order to establish a secure and efficient design of the H(e)NB. 

7.2.2.2.2
TrE Interface Categories

There are two broad security categories of TrE interfaces:

1. Unprotected interfaces. These interfaces facilitate communication between the TrE and general resources of the H(e)NB which are not assumed to be secured against tampering and/or eavesdropping. It should be noted that unprotected interfaces can nevertheless give access to data which is cryptographically protected by the TrE, for instance when the TrE is in possession of pertinent key material and cryptographically secures  data stored in unsecured memory. Even unprotected interfaces may also benefit from other security measures such as making the interface available only after the TrE checks the code of its counter-part resource across the interface, for example during a secure boot-up of the H(e)NB. 
2. Protected interfaces: These interfaces provide either protection of the integrity and/or confidentiality of the data carried across the interfaces. These interfaces use either security protocols which provide encrypted communication or hardware interfaces. If security protocols are used, they may also provide other security-wise beneficial measures such as authentication of the entity with which the TrE communicates with, and message authentication and/or confidentiality.   
In the design of a H(e)NB various aspects are relevant for the choice of a particular TrE interface configuration. Unprotected interfaces may be chosen when the communicating entity does not provide protection of the communicated data. Protected interfaces may be chosen when there is a need to provide protection of data integrity and/or confidentiality between the TrE and another resource on the H(e)NB that the TrE needs to communicate with.  
When an interface needs to be protected, which type of protection mechanism (a security protocol or dedicated hardware interface) needs to be provided and what type of data protection (integrity, confidentiality, or both) is needed depend on the security requirements of the manufacturer and their customers.
7.2.2.3  TrE Types and Corresponding Interfaces

Many different possibilities can be considered for types of TrE’s and interfaces for them. 
Thin TrE
A “Thin” TrE may be a TrE with the minimum necessary resources and functionality. The minimum set of resources and functionality a thin TrE should provide include: 

· Capability to compute and provide the AKA RES and AUTH values for IKE_AUTH request message to be sent to SeGW for EAP-AKA based device authentication, or to compute and provide AUTH and to provide H(e)NB certificate for IKE_AUTH_request message to be send to SeGW for certificate-based device authentication;

· Functions for H(e)NB validation, including code-integrity check of the rest of the H(e)NB at boot time; 
· Some crypto capabilities and some protected memory (for persistent keys, etc) that can be used to enable protected interfaces to other building blocks of the H(e)NB and also to securely store H(e)NB_ID and/or TrE_ID and other authentication credentials;

· A true random number generator (TRNG);

Such a “Thin” TrE may utilize, and may critically depend on, some external protected resources such as more cryptographic functions and more protected memory, which may be accessible only to the TrE itself. Such resources should be accessed via protected interfaces to establish trustworthiness of the TrE and in particular to enable the secure start-up process of the TrE and H(e)NB. Other resources and functional building blocks of the H(e)NB may be security sensitive and may also need to be accessed via protected interfaces. Unprotected interfaces may connect the TrE to general purpose memory, part of which may be used to extend the TrE’s secure storage capacity, and other non-sensitive resources of the H(e)NB. 
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Figure X. A “Thin” TrE and its Interfaces

Thick TrE
A “Thick” TrE as depicted in the figure below may include within itself more resources and functionalities than a Thin TrE. Such resources and functionalities may include the same functions outlined for a Thin TrE and one or more of the following: 

· More capable crypto resources and protected memory than those that are needed to just provide cryptographically protected interfaces for the TrE;
· Resources that enable full device authentication (including authentication method selection) over IKEv2 from within the TrE; 

· H(e)NB procedures that support UE’s AKA or GBA procedures;
· Capability to verify digital certificate for example from the SeGW;
A “Thick” TrE would interface with other security-sensitive parts of the HeNB via protected interfaces, and with non-sensitive parts of the HeNB via unprotected interfaces, as illustrated in the figure.
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