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Abstract of the contribution:

During the discussion of the use cases in draft TR33.812 at recent SA3 meetings, questions have been raised as to the need for any use cases in that document. It has also been said that the use cases are irrelevant or unconnected to the remainder of the TR. This paper highlights a few reasons why it is important to include use cases in TR33.812, and also points out the many references that are made to the use cases in the current version of the TR. 
While there is no argument against SA1 being responsible for developing high level requirements and supporting use cases for 3GPP, it is nonetheless the responsibility of SA3 to explain and further develop the security aspects and implications of those use cases. Thorough discussion of the security issues allows a more accurate and complete assessment of the proposed solutions. Some use cases may be better served by a particular solution than others, and SA3 needs to be able to elaborate the use cases to point out these subtleties.  There is also precedent for SA3 development of use cases that are independent of, or build on, those mentioned in a related SA1 document, including the current work on IMS Media Security (33.828). In general, a study item in SA3 does not need to be restricted to use cases developed in SA1. It is also worth noting that 22.868 lists 34 separate use cases in six categories, but contains a thorough discussion of only three of these use cases. This clearly provides scope for more detailed analysis of the remaining 31.
In the body of TR33.812v1.2.0 (S3-081592), there are many substantive references to the current set of use cases, both those within TR33.812 as well as those in TR22.868. These references are listed here to dispel the notion that the body of the TR does not rely on the use cases.

4.1.2 Issue 3
"NOTE: With reference to the specific Use Case 3  of [2], the costs of replacing the UICCs to the M2M equipments are at the expense of the “new comer” power supplier that is willing to make business with new mobile operator. Also, how to physically prevent, in an adequate and effective way, the unauthorized UICC removal from the M2M equipment cannot be considered within the scope of 3GPP (this is at the expense of the power supplier that is providing service to the M2M equipments)."
4.3 

​          Suitability to mass market deployment.  Is the solution cost effective and scalable to the very large deployments envisioned within the M2M use cases?
5.2.2.3.2.5
"The provisioning and management of M2M applications (see the use cases in the present document and [TR 22.868]) may require a subsequent IP connection to entities that are separate from those used to provision and manage the operational credentials. The independence of this function from the AN will be the same as described above."
5.2.2.3.2.6
"The filters restricting the service could e.g. be realized by constraining communication to certain APNs in PS service. E.g. when the M2M use case is car tracking then the M2M terminal would be restricted to communicating with the M2M server of a specific car rental company. This service could be seen as a regular GSM, UMTS or EPS service with an M2M-specific subscription profile. The above mentioned restrictions could then be part of the service restrictions implemented in a user/subscription profile."
5.2.3.2
"This approach is also straightforward, for many use cases, from a manufacturer of M2M equipments point of view as the manufacture process is kept completely independent from the operator finally chosen by the M2M subscriber (exactly as is the case for 3GPP handsets).  However, for some M2ME use cases, e.g. where very small devices are required, the requirement to provide a physical interface for UICC insertion may be problematic."
5.2.3.3
"However, for some M2ME use cases, e.g.. many hundreds or even thousands of M2ME devices used for transmitting pictures of traffic from motorway bridges, the cost of physically replacing the UICCs of MNO#1 with those of MNO#2, may not be cost effective and may be an unwanted financial deterrent to change of MNO.  Also, for some M2ME use cases, e.g. where very small devices are required, the requirement to provide a physical interface for UICC replacement may be problematic"
5.2.3.5
"It is envisaged that in some specific M2M use cases, there could be the interest for a potential attacker and/or for the legitimate M2ME end user to perform an unauthorized removal of the M2ME security credentials and functions securely stored within a certain M2ME."

6.1
"In order to ensure that the issues in the sections of the present document on “use cases” and “identified issues and initial considerations” are adequately addressed, it is assumed that any operational ecosystem will be equipped with the following features and security counter-measures"
7.1.3.3
"The effect on the M2ME U/S is that the attacker can obtain service which is billed to the legitimate M2ME U/S and can perform actions which are attributed to the legitimate M2ME U/S. In the use cases (a), (b) and (c) in the present document, which involve M2ME functions in UEs, the attack could amount to identity theft."
7.2.3
         " If the selected solution to protect a part of the M2M equipment relies on the addition of a specific hardware element to M2M equipment, what is the benefit compared to UICC-based solutions? 
Comment: The addition of specific hardware elements may not be required.  However, even if it is required, the solution would have the advantage over UICC-based solutions of not exposing a physical UICC-ME interface that could be attacked.  The solution is also likely to have other advantages, e.g. cost, power consumption, provisioning efficiency, size. In some implementations, an advantage is that it does not require the terminal to support a physical UICC interface. There are use cases in TR33.812 that describe terminals that would not be supplied with a UICC connector as standard"
