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*** BEGIN CHANGES ***
3.1
Definitions

In addition to the definitions included in TR 21.905 [3] and TS 22.101 [21], for the purposes of the present document, the following definitions apply:

NOTE:
'User' and 'Subscriber' have been defined in TR 21.905 [3]. 'User Equipment', 'USIM', 'SIM' and 'IC Card' have been defined in TS 22.201 [21].

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.

UMTS Entity authentication and key agreement:  Entity authentication according to this specification.

GSM Entity authentication and key agreement: The entity Authentication and Key Agreement procedure to provide authentication of a SIM to a serving network domain and to generate the key Kc in accordance to the mechanisms specified in GSM 03.20.

User: Within the context of this specification a user is either a UMTS subscriber (Section 6.8.1) or a GSM Subscriber (Section 6.8.2) or a physical person as defined in TR 21.905[3] (Section 5.3 and 5.5).

UMTS subscriber: a Mobile Equipment with a UICC inserted and activated USIM-application.

GSM subscriber: a Mobile Equipment with a SIM inserted or a Mobile Equipment with a UICC inserted and activated SIM-application.

UMTS security context: a state that is established between a user and a serving network domain as a result of the execution of UMTS AKA or as a result of inter RAT mobility from E-UTRAN [28] to UTRAN or GERAN. At both ends "UMTS security context data" is stored, that consists at least of the UMTS cipher/integrity keys CK and IK and the key set identifier KSI. One is still in a UMTS security context, if the keys CK/IK are converted into Kc to work with a GSM BSS.

GSM security context: a state that is established between a user and a serving network domain usually as a result of the execution of GSM AKA. At both ends "GSM security context data" is stored, that consists at least of the GSM cipher key Kc and the cipher key sequence number CKSN.

Quintet, UMTS authentication vector: temporary authentication and key agreement data that enables an VLR/SGSN to engage in UMTS AKA with a particular user. A quintet consists of five elements: a) a network challenge RAND, b) an expected user response XRES, c) a cipher key CK, d) an integrity key IK and e) a network authentication token AUTN.

Triplet, GSM authentication vector: temporary authentication and key agreement data that enables an VLR/SGSN to engage in GSM AKA with a particular user. A triplet consists of three elements: a) a network challenge RAND, b) an expected user response SRES and c) a cipher key Kc.

Authentication vector: either a quintet or a triplet.

Temporary authentication data: either UMTS or GSM security context data or UMTS or GSM authentication vectors.

R98‑: Refers to a network node or ME that conforms to R97 or R98 specifications.

R99+: Refers to a network node or ME that conforms to R99 or later specifications.

Rel4‑ ME: Refers to a ME that conforms to Rel‑4 or R99 specifications.

Rel5+ ME: Refers to a ME that conforms to Rel‑5 or later specifications.
ME capable of UMTS AKA: either a Rel4‑ ME that does support USIM-ME interface or a Rel5+ ME.

ME not capable of UMTS AKA: a Rel4‑ ME that does not support USIM-ME interface or a R98‑  ME.

*** NEXT CHANGE ***

3.3
Abbreviations

In addition to (and partly in overlap to) the abbreviations included in TR 21.905 [3], for the purposes of the present document, the following abbreviations apply:

AK
Anonymity Key

AKA
Authentication and key agreement

AMF
Authentication management field

AUTN
Authentication Token

AV
Authentication Vector

CK
Cipher Key

CKSN
Cipher key sequence number

CS
Circuit Switched
E-UTRAN
Evolved Universal Terrestrial Radio Access Network
GERAN
GSM/EDGE Radio Access Network 
HE
Home Environment

HLR
Home Location Register

IK
Integrity Key

IMSI
International Mobile Subscriber Identity

KSI
Key Set Identifier

KSS
Key Stream Segment

LAI
Location Area Identity

MAC
The message authentication code included in AUTN, computed using f1

MAC
The message authentication code included in AUTN, computed using f1*

ME
Mobile Equipment

MS
Mobile Station

MSC
Mobile Services Switching Centre

PS
Packet Switched

P-TMSI
Packet-TMSI

Q
Quintet, UMTS authentication vector

RAI
Routing Area Identifier

RAND
Random challenge

SQN
Sequence number

SQNHE
Individual sequence number for each user maintained in the HLR/AuC

SQNMS
The highest sequence number the USIM has accepted

SGSN
Serving GPRS Support Node

SIM
(GSM) Subscriber Identity Module

SN
Serving Network

T
Triplet, GSM authentication vector

TMSI
Temporary Mobile Subscriber Identity

UEA
UMTS Encryption Algorithm

UIA
UMTS Integrity Algorithm

UICC
UMTS IC Card

USIM
Universal Subscriber Identity Module
UTRAN
Universal Terrestrial Radio Access Network
VLR
Visitor Location Register

XRES
Expected Response

*** END OF CHANGES ***
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