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Abstract of document:

The present document studies use cases, requirements and candidate solutions for protecting the IMS media plane against eavesdropping and undetected modification. Currently IMS media protection relies on security provided at the lower layers. With Common IMS, it has become possible to use IMS over a wide variety of access networks which provide varying levels of security and in some cases no security at all. It is therefore desirable to study solutions for securing the IMS media plane in a uniform manner across all access networks. Furthermore, media transport in the core network, although generally less vulnerable than in the access network, may also be realised in varying ways with different levels of security. Therefore, the present document also studies solutions for end-to-end protection of IMS media.
Changes since last presentation to TSG SA Meeting # 41:

None – this is the first presentation to SA plenary.
Outstanding Issues:

· Use cases need to be further prioritised.

· Evaluation of latest IETF requirements needs to be performed.

· Further study needed on MIKEY extensions for TBS solution.

· Further study needed on compatibility of all candidate solutions with SRTP in forking scenarios.
· Further details needed for all candidate solutions on how to pass media key from P-CSCF to media layer in case of use for end to middle security. This work may be shifted from the TR to the TS.
· Further details may be needed on several aspects of the Otway-Rees solution.

· Conclusions section needs to be written. 
The above issues are expected to be addressed by June 2009.
Contentious Issues:

None identified.
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