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This document is identical to S3-090184 except that additional co-signing companies are added.

The current conclusions in draft TR 33.820 recommend to mandate a certificate-based solution for device authentication. However, it is not completely clear exactly what this means for the content of the Release 9 H(e)NB security specifications. It is therefore proposed to refine the recommendation to state that a single, certificate-based device authentication solution should be standardised as a mandatory part of Release 9. We also propose to add some text which acknowledges that pre-Release 9 solutions can exist, e.g. based on AKA, which can offer an acceptable level in certain deployment scenarios prior to Release 9 compliant solutions becoming available. Without this extra text there is a risk that a reader of the TR might get the wrong impression that pre-Release 9 security solutions cannot offer an acceptable level of security.
A pseudo CR reflecting the above proposal is provided below:
**************************** start of change ************************************
8.1
Authentication

In this study device authentication was identified as the essential precondition for H(e)NB security. Besides, it is obvious that the integrity of the device must be validated and the authentication must be tied to the validated device for any device authentication.

For device authentication two different authentication methods are described in this document. Simplicity, clarity and flexibility of the certificate-based device authentication solution enable a straightforward implementation. Besides, no sustainable and ready-to-implement solution for a secure linking of the H(e)NB device and the device authentication credential for AKA-based authentication has resulted from this document.

Certificate-based device authentication is the only solution to fulfill all requirements without the need for additional mechanisms.

Optional hosting party authentication can easily be combined with the certificate-based device authentication. Consequently it is recommended that a single, certificate-based device authentication solution is standardized as a mandatory part of Release 9 and may be combined with optional AKA-based hosting party authentication.

It is acknowledged that pre-Release 9 H(e)NB device authentication solutions can exist, e.g. based on AKA, which can offer an acceptable security level in certain deployment scenarios prior to Release 9 compliant solutions becoming available.
It is also recommended to use IKEv2 as authentication protocol since it includes the establishment of a secure backhaul connection between the H(e)NB and the SeGW based on IPsec, and also supports binding of device authentication and the optional hosting party authentication.

Editor’s Note: More conclusions need to be added.

**************************** end of change ***********************************
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