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This contribution provides comments on pCR S3-090194 by InterDigital as reproduced below.

Introduction:

We have the impression that the contribution S3-090194 does not exactly catch the meaning of the proposal of our original contribution S3.090159. Thus we give a clarification here, partly in this introduction, and partly as direct comments in the contribution S3-090194 as cited below. These inline-comments are marked with revision marks.

It should be pointed out here, that autonomous validation requires a secure boot (as described in the existing text of the TR). Thus during boot and SW load not only check values of SW and parameters are taken and stored, but also the loading of only correct SW and parameters is enforced. Thus the operability of the device itself is full evidence of successful secure boot and device integrity check. This behaviour is assumed through the following comments.
In addition to the specific comments given inline below, we want to point to another related topic. The current TR does not handle a separate TLS connection to ACS server (in line with TR-069 for OAM), as this was only brought up lately in SA 3 discussions. For this OAM connection the same requirements as for the backhaul link security apply, as all SW updates, relevant configuration parameters, and possibly also further H(e)NB identities used by different network protocols are downloaded to the H(e)NB. Thus also the requirements on device integrity check apply for each connection to ACS. Thus the reasoning given below also applies to this OAM connection, which means in particular, that in all cases not deploying autonomous authentication, also the ACS must perform an explicit validation step, and must be tied into the related infrastructure for remote validation.
Conclusion:

Based on the description given above and the comments given below, we propose not to approve the pCR as proposed by S3-090194, but to approve the original contribution S3-090159 instead.
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1. Introduction

This contribution  gives an amendment to S3-090159 from Nokia Siemens Networks, Alcatel-Lucent, Airvana, IP.Access, and Nokia Corporation, where the proponents proposed mandating only the autonomous validation as the method of device integrity check. 

In this commenting document, we describe some of the points where we differ in our opinion to those presented in S3-090159, and point out  the option of a third variant of validation of a H(e)NB. 
As for the pCR part from S3-090159, we propose some modified text based on our points and comments we make. Note that the text we propose modify the text proposd in S3-090159 and both are shown as ‘changes’ to section 8. 
We also propose a new section 7.5.2.X on “Semi-autonomous Validatoin”, on the third variant of the validation method that we propose. 

2. Comments on the points made from S3-090159
The following comments are made: 

· The reasoning of the pCR that remote validation requires more resources and infrastructure to implement than autonomous validation is largely correct. However, autonomous validation alone significantly reduces flexibility in the management of H(e)NB, e.g., with regard to updates and/or installation of software.
<Comment> We cannot follow this argument. There are several ways to provide the H(e)NB securely also with new comparison values (check values) for e.g. SW changes or config param changes. One possibility for this is a certificate based mechanism along the lines of the Mobile Trusted Module (MTM) specifications from TCG. The only permanent root of trust here is a manufacturer root certificate, which is added to the root of trust. And such permanent data provided by the manufacturer is anyhow existent in form of the device certificate or other device identity credentials.
· We also cannot agree with the point made in the proposed text from S3-080159 that the ‘security of the autonomous validation vs. remote validation is not very different because they both rely on immutable root of trust’. Although this part is true, the remote validation also allows the possibility of network-initiated and possibly more frequent check of the device integrity. Autonomous validation also may depend more on ‘immutable set of data’ compared to remote validation. 
<Comment> Also this argument is not clear to us. All known remote attestation mechanisms (e.g. as specified by TCG) only attest the integrity check values as taken at boot or load time. Any concepts to repeat such checks at run-time of the device, including variables and possibly changed configuration parameters, are subject of advanced research, but by no means near to deployment in products. Thus even a repeated attestation after some run time will only result in the check values written at boot time. Thus we do not see any advantage in frequent re-checking given the technology available now and in the foreseeable future.
· There is a third variant for validation that we can call “semi-autonomous validation”. This is described in some detail in a new proposed section 7.5.2.X, and also referred to in the Conclusion section of 8.X. We note that there was already a ‘hook’ for such a method at the end of the accepted text of section 7.5.2.2. The new text in the new section 7.5.2.X develops the ‘seed’ idea described in that existing text into a fuller method. 
<Comment> for comments on this variant please see the inline comments below.
3. pCR parts
The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-11).

**************************** start of the 1st change ************************************
7.5.2.2
Autonomous Validation

If the TrE performs autonomous validation, the following steps could apply:

1.  The TrE checks if it has achieved a predefined state of secure start-up. 

2.  The TrE checks if a pre-defined portion of the rest of the H(e)NB that needs secure start-up has achieved a predefined states of secure start-up. 

3.  Further checks could take place either by the TrE itself or by a measuring component external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB is checked when they are loaded  or started,  or at other, pre-defined  run-time time events, wherever such is available to the measuring component.

The network becomes indirectly aware of the fact that the H(e)NB has passed an autonomous validation test. For example, when the H(e)NB initiates device authentication or hosting party authentication procedures, the network can know that the H(e)NB ought to have passed its autonomous validation test. 

7.5.2.X
Semi-Autonomous Validation
The H(e)NB may perform a semi-autonomous validation of the integrity of the H(e)NB. The following steps can apply:
1. Before proceeding to perform device authentication procedure, the TrE of the H(e)NB first performs an autonomous check of the H(e)NB’s integrity. 
a. This first step should be initiated autonomously by the TrE itself when this step is performed before the first instance of authentication (for the purpose of setting up a secure backhaul link, for example) after power-on of the H(e)NB. 
b. The step could be initiated either autonomously by the TrE itself, or by a request from the network (e.g. SeGW) which the TrE then obliges to, if this first step needs to take place after an authentication session has already taken place successfully after the power-on. 
<Comment> I do not understand this, as every integrity check must start with first boot, and must not be interrupted up to the required level of integrity validation. As at time of being able to receive a request from network the device is up and running, a check started at this time is not very meaningful.
2. The TrE then checks if a pre-defined portion of the rest of the H(e)NB has achieved a state of secure start-up.  


3. Further checks could take place either by the TrE itself or by a measuring component in the H(e)NB external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB is checked when they are loaded  or started,  or at other, pre-defined  run-time time events, wherever such is available to the measuring component.  An autonomous validation check has been performed at this stage. 
<Comment> Such additional checks may also be done in case of autonomous validation. The validation part only has to contain functionality which reacts at time of additional check appropriately, e.g. by not allowing certain functions, or by closing the device down and going to re-boot, depending on failure policy. Thus this does not require any remote connection.
4. The TrE then signs a statement, using a signing key protected by it and hence protecting the integrity of the statement, that the H(e)NB has passed an autonomous validation check. The statement may also include evidence of any binding between the autonomous validation check and a subsequent procedure of device authentication. TrE may also put a time-stamp on such a statement.  
<Comment> the integrity of this signed statement does only rely on the device integrity as proven locally (autonomously) up to the point in time, when the signing is performed. Thus this signing does not add any security level to the integrity as checked locally before.
5. The TrE forward the statement to the SeGW, which then can use the signed statement from the H(e)NB and can decide whether to allow the H(e)NB to move forward with authentication. The SeGW may also use information in the signed statement to make fine-grained decisions on access control and/or device management 
<Comment> as stated under 4, the signing of the statement is solely dependent on the local integrity of the H(e)NB as checked autonomously up to this point in time. Thus also the e.g. the successful performance of an authentication protocol run at this time can be taken as “signed statement” of the H(e)NB, that up to this point in time the local (autonomous) device integrity check was successful. Thus the evaluation of a signed statement from H(e)NB by the SeGW does not add any security assurance.
************************ end of the 2nd change ***********************************
**************************** start of the 2nd change ************************************
8.1
Authentication

In this study device authentication was identified as the essential precondition for H(e)NB security. Besides, it is obvious that the integrity of the device must be validated and the authentication must be tied to the validated device for any device authentication.

For device authentication two different authentication methods are described in this document. Simplicity, clarity and flexibility of the certificate-based device authentication solution enable a straightforward implementation. Besides, no sustainable and ready-to-implement solution for a secure linking of the H(e)NB device and the device authentication credential for AKA-based authentication has resulted from this document.

Certificate-based device authentication is the only solution to fulfill all requirements without the need for additional mechanisms.

Optional hosting party authentication can easily be combined with the certificate-based device authentication. Consequently it is recommended that certificate-based device authentication is mandatory and may be combined with optional AKA-based hosting party authentication.

It is also recommended to use IKEv2 as authentication protocol since it includes the establishment of a secure backhaul connection between the H(e)NB and the SeGW based on IPsec, and also supports binding of device authentication and the optional hosting party authentication.

Editor’s Note: The conclusion reached here needs to be verified.
8.x
Device Integrity Validation
In sub-clause 7.5 on device integrity check two variants for performing device validation are given, namely autonomous and remote validation.

The following properties of the two variants are relevant for a selection:
-
Root of trust: Both variants require an immutable root of trust (SW and possibly data) to exist in the device.
-
Execution of validation check:

-
The remote validation variant requires the existence of an attestation server within the operator network, which must be provided with device type and SW version specific validation check data. This results in considerable management effort for this server including push of new version validation check data from the manufacturer to the operator.
In addition a remote attestation protocol has to be specified, which is either 3GPP specific, or gives a close binding to a specific validation and attestation method, if taken from some other standardisation body.
-
The autonomous validation variant requires the provisioning of the device itself with validation check data, e.g. together with the SW downloaded. This requires the device to be able to check the integrity of the validation check data, which can be accomplished by signing this data by the manufacturer, and including the root certificate of the manufacturer into the root of trust of the device.
-
Handling of multiple backhaul links: If more than one backhaul link is established, then for remote validation the successful validation has to be ensured for every link establishment (cf. sub-clause 7.7.1).
-
In case of remote validation this can be achieved either by some information infrastructure in the network keeping track of the validation state of each device, or by performing the remote validation separately for each link establishment.
-
In case of autonomous validation, the successful establishment of the link, which includes successful authentication of the device, is by itself proof of the passed validation check. 
-    

On the other hand, this proof is not a very ‘strong’ proof, since even if the validation check result of an autonomous validation check of the ‘initial’ validation check is bound to later authentication procedures required for the later backhaul links set-up attempts, there is no guarantee that such a result of the ‘initial validation check’ can be considered to be effective at the time of such later authentication attempts.  If the device’s integrity is compromised between the time that it was validated (before the first authentication attempt) and the later time when any of the later authentication attempts take place, purely autonomous validation may not work, since the device would be ‘falsely’ considered as being still valid, which would not be the case in reality.  A newly performed remote validation, however, may provide a new evidence of the current integrity of the device, and if the integrity has been compromised for some reason, the remote validation may fail and the SeGW may become aware of such a result.
From the above it is seen that the security level of both variants may not be  very different in some ways. For example,  they both rely on an immutable root of trust in the device. However, there may be important differences too. For example, the frequency of when attestation of the device integrity can be explicitly obtained may be different. Also, remote validation may allow a network-initiated check of the H(e)NB.  The required management is different, requiring for the remote validation case an additional server, specification of an additional attestation protocol, and more complex management procedures for manufacturer and operator. On the other hand, remote validation may provide more flexibility in terms of more fine-grained access control as well as  more ‘frequent’ check of the integrity of the device.
A variant of the autonomous validation, potentially called semi-autonomous validation, may be a good compromise. In such a method,  the H(e)NB’s’s validity is assessed within the H(e)NB itself without depending on external network entities but the result of such validation and required evidence of the binding of authentication of the TrE to the H(e)NB’s validity are signalled to a remote entity such as the SeGW. Whenever a new secure backhaul link should be established, the device can perform another autonomous validation, and signs a statement about the outcome to the SeGW, ensuring it that an autonomous validation took place successfully. Such a semi-autonomous validation method provides other advantages, for instance, allowing for the possibility of fine-grained access control decisions based on H(e)NB’s state, and facilitation of fine-grianed device management.

Thus it is recommended to mandatorily deploy either an autonomous validation or a semi-autonomous validation principle for device integrity validation of the H(e)NB. 
NOTE: This decision does not prevent the optional implementation of remote validation in addition to mandatory semi-autonomous validation, but any such remote validation is out of the scope of this document. 
************************ end of the 2nd change ***********************************
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