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Abstract of the contribution:

This contribution provides comments on pCR S3-090191 by different sources as reproduced below.

We first give an outline of the intended concept for certificate-based device authentication. Specific comments to S3-090191 are added in the Introduction and Discussion sections in-line with change-marks turned on. For this purpose the complete contribution S3-090191 is cited at the end of this contribution.

Certificate based device authentication:

The current concept for certificate based device authentication is outlined below for clarity. This is followed by many SA3 members (and is also discussed in Femto Forum).

· The manufacturer provides the HeNB device with private key and certificate, signed by manufacturer root certificate.

· The MNO puts the root certificates of all its "trusted manufacturers" into the SGW.

· The MNO keeps a whitelist of allowed HeNB identities in the SGW or in a separate server connected to SGW. This is only necessary when the MNO wants control over the individual devices allowed to the network. If all devices from certain manufacturers, carrying a valid certificate, may be allowed, no whitelist is necessary at all.

The above concept does not require the MNO to deploy a PKI for H(e)NB device identities.

The concept outlined above implies the following trust relations:

1) The MNO must trust the manufacturer, that the manufacturer CA is secure, and that the provisioning process for private keys and the certificate signing at manufacturer is correct.
But this does not add much more trust requirements between MNO and manufacturer than which has to exist because of the requirements on device integrity anyhow. Also for device integrity the MNO has to trust the manufacturer, that the HeNB complies with the device integrity rules, and that this device integrity is enforced within the HeNB.

2) The MNO controls by himself which manufacturer root certificates are loaded into the SGW. Thus the MNO has full control over which manufacturer's devices he allows to his network.

3) The MNO controls by himself the whitelist, which HeNB identities are allowed to connect to the network. These identities are authenticated to the network using the manufacturer provided certificate. If no whitelist is used, then the success of device authentication and certificate verification are used as basis for access to the network, combined with the check of some certificate attributes if wanted.

Thus the MNO is in full control which HeNBs are allowed to his network, even without providing each HeNB with a MNO-signed certificate. The only prerequisite for this full control is trust 1) above. But, as stated, such trust is anyhow needed because of the device integrity requirements mandated by 3GPP SA3.

AKA Identity Storage and Processing:

Section 7.6.1.2.3 of the TR states that “For device authentication, the appropriate AKA credential is stored and the related application executed in a trusted environment, called Trusted Environment (TrE). A definition of Trusted Environment is given in Section 7.2.2.which should be irremovable.” This is further reinforced in section 7.6.2.2; "In order to bind the AKA credential to the device identity, which is essential for device authentication, the AKA credential has to be provisioned in the Trusted Environment (TrE) of the H(e)NB."  Thus either the EAP-AKA authentication is utilizes a UICC card that is securely, physically attached to the H(e)NB hardware (glued or soldered) or the UICC card in essence becomes an irremovable TrE.  In either case, any operator advantages of utilizing existing USIM processes disappear.
Relation to device integrity validation:

The existing TR requires a trusted environment with validated device integrity for important functions of the H(e)NB.

For this device integrity, AKA-based authentication would not help, as a standard USIM does not support any device integrity check. Device integrity of HeNB goes much further than security of authentication secrets (as could be provided e.g. by a UICC). It also includes e.g. radio parameter configuration, closed subscriber group enforcement, confidentiality of signalling and user plane data in HeNB, location handling etc.

Authentication with AKA would even require an additional explicit device integrity validation step, which introduces additional protocols, network functions and management overhead. Also the physical binding between the authentication credentials and the trusted environment has no solution until now.  Of course, other then the USIM becoming a full-fledged TrE functionality.

By requesting the authentication secrets to be stored and handled in the Trusted Environment of the HeNB itself, and not in a separate UICC, this validation can be done implicitly for certificate based authentication.

Conclusion:

Based on the comments given below, we propose not to approve the pCR as proposed by S3-090191.
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1. Introduction

In last SA3 meeting, it is agreed that text in conclusion section needs to be verified. The merits and values of both EAP-AKA based solution and certificate-based solution had been discussed over and over again in past SA3 meetings. This contribution again gives some benefits of the EAP-AKA-based device authentication and some drawbacks of certificate-based device authentication. For operators who do not have PKI or do not want to deploy PKI, and for those operators who wish to use their existing infrastructure, EAP-AKA is a natural choice. It is clear that standards should also support both solutions equally.
It has been clearly indicated by most service providers that it is preferred to have a single authentication requirement in the standard.  The cost (financial, time, and management) of multiple options is detrimental to the operators and manufacturers both.
From the technology perspective, the general comments above and the detailed comments below show that the mobile network operator is not in need to have or deploy a PKI for H(e)NB device certificates. Still he has the full control over admission of H(e)NBs to his core network.
2. Discussion 

Please note that the merits and values of both EAP-AKA based solution and certificate-based solution had been discussed in SA3 #50, #51 and #52 meeting. And in SA3 #52 meeting, both EAP-AKA based solution and certificate-based solution were included in TR as implementation options for device authentication. 

Some benefits of the EAP-AKA-based device authentication and some drawbacks of certificate-based device authentication are listed below:
The benefits of the EAP-AKA-based device authentication are:

· The mobile operator can reuse the current network infrastructure as much as possible. so that  the operator can deploy H(e)NB quickly. EAP-AKA based solution is a quick-launch solution.
<Comment> This is only partly true:
(1) the usage of AKA for H(e)NB authentication requires new information elements in the “pseudo-subscriber data” associated with the subscription record in the HLR.
(2) usage of AKA for device authentication requires an additional AAA server, which is only existing in infrastructure if the MNO has required it for other purposes, e.g. WLAN interworking.
(3) the TR requires the AKA identity to be non-removable, bound to the H(e)NB hardware, thus stored and processed on the TrE.  This requires the same, new trust relationship between the MNO and the H(e)NB manufacturer as in case of certificates.
· The mobile operator can reuse the current operational experience to manage the H(e)NB.
<Comment> This may also be accomplished by the “bundled authentication” as described in clause 7.1 of the TR. Here the authentication itself is performed using device certificates, and by management means (e.g. in a AAA or whitelist server) any other identity to full discretion of the MNO may be bound to this authenticated identity.
The drawbacks of the certificate-based device authentication are:

· The mobile operator should not be obliged to deploy a PKI system to manage H(e)NB authentication 
<Comment> The MNO is not obliged to deploy a PKI system for H(e)NB identities (see concept description above). Instead he can rely on manufacturer-provided device certificates.
· For the mobile operator who does not have its own CA or who uses the CA of the vendor or a third party, the H(e)NB will not be under the control of the mobile operator
<Comment> The integrity validation requirements as stated by SA3 imply that the MNO has to trust the manufacturer to deliver a H(e)NB complying with these rules. By same trust relation the MNO can also trust in the manufacturer to correctly provide the H(e)NB with private key and certificate. Thus by using trust relation which is necessary for reasons outside of authentication, the operator has full control over the H(e)NBs.
· Due to the vast number of H(e)NBs, the mobile operator has no operation experience to use certificate to manage the vast H(e)NBs
<Comment> The operator has no need to manage a vast amount of H(e)NB certificates. On the opposite, the MNO only has to manage the H(e)NB identities, which he must manage anyhow because of e.g. binding of CSGs to H(e)NBs and to location locking of H(e)NBs. If no individual access control for each device is deployed, or if individual access control is based on Hosting Party authentication, then the operator only has to provide the manufacturer root certificate(s) to the SeGW, and does not even care about the single device identities and certificates for the purpose of network access.
· Certificate lifecycle management, e.g., certificate enrolment, certificate revocation, certificate renewal, is also an issue that needs to be considered and certificate lifecycle management adds the cost of operators and vendors.
<Comment> For the expected lifetimes of this consumer equipment certificate expiry times can be set high enough using currently accepted cryptographic algorithms and parameters.
And for e.g. the unlikely case that a manufacturer is no longer trusted, barring of all H(e)NBs of this manufacturer is even easier to manage by removing the root certificate of this manufacturer from the SeGWs, instead of invalidating the subscription records of all affected H(e)NBs separately.
Based on above comparison, it can be seen that EAP-AKA based device authentication is a natural choice for operators who do not have PKI or do not want to deploy PKI, and for those operators who wish to use their existing infrastructure. Standards shall support EAP-AKA based device authentication and certificate based device authentication equally. 

<Comment> Given the comments inserted above, and the intention to keep the H(e)NB as low cost as possible (being a kind of consumer device), the trade-off between additional cost for mandating a second authentication method to be implemented in H(e)NBs and its possible advantages clearly indicates not to mandate AKA based device authentication in 3GPP standardisation.

In addition, mandating the infrastructure (SeGW and mobile networks) to also support AKA-based device authentication would incur unnecessary cost on all MNOs deploying certificate-based device authentication. 
It should be further pointed out that for MNOs requiring a UICC-based authentication with their existing infrastructure, the HP authentication following the device authentication solution is already provided for by the TR.  With binding between the certificate-based device and the HP authentication, even the whitelist management can be eliminated, further minimizing the certificate related changes for the operator.
3. Proposal 

It is proposed to modify conclusion section as attached pCR. 
<Comment> Please see the conclusion as given in the beginning of this commenting contribution..

4. pCR 
The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-12).
************************************ start of change ************************************
8
Conclusions

8.1
Authentication

In this study device authentication was identified as the essential precondition for H(e)NB security. Besides, it is obvious that the integrity of the device must be validated and the authentication must be tied to the validated device for any device authentication.

For device authentication two different authentication methods are described in this document. Based on operator’s requirement, either EAP-AKA or certificate is used for device authentication. 

For optional hosting party authentication, EAP-AKA based authentication is recommend to perform hosting party authentication. 
It is also recommended to use IKEv2 as authentication protocol since it includes the establishment of a secure backhaul connection between the H(e)NB and the SeGW based on IPsec, and also supports binding of device authentication and the optional hosting party authentication.

Editor’s Note: More conclusions need to be added.
************************************ end of change ************************************
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