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1
Introduction
In S3-090144 (and the accompanying CR) submitted to this meeting, an approach to making storage of NAS security context in the UE free of security problems is discussed. The basic idea is to store an additional counter, ARC, which is increased each time a stored context is taken into use again. By including the counter in the key derivation, key re-use and the associated security problems are avoided.
In S3-090122, another approach is suggested. Here, when taking a previously stored context into use again, the UE marks the context as “invalid”. When the context, including the current NAS COUNT, is saved back to the UE again, the context is marked as “valid” for future re-use.
In this contribution, a comparison between these two approaches is made and a hybrid solution, combing the best features of the two contributions is proposed.
2
Comparison
The first approach (S3-090144) has the advantage that it can avoid a new AKA even if the UE “crashes” or in some other way drops the connection in a non-graceful way. The drawback on the other hand is a bit complex since it has additional impact on the key derivations and protocols.

The second approach (S3-090122) requires a re-run of AKA in cases such as UE crash, goes out of battery, but on the other hand it is a quite simple approach that works in all “normal” UE power-cycle cases.

3
Hybrid solution
The hybrid solution starts out in a similar ways as S3-090122, i.e. the basic concept is to mark the context as “invalid” when it is re-loaded from the UE and taken into use. (A perhaps better term here would be to say that the context is "active", “busy” or “in-use” when this occurs.)
As long as the context remains “in-use”, the UE will intermittently, e.g. for every k NAS messages, update the stored context by updating the stored NAS COUNT by the currently used value. However, the context remains marked as “in-use” (or “invalid”). 

When the context is no longer needed, the UE saves the context (including current NAS COUNT) and now marks the context as “valid”. 

When the UE retrieves a stored context, the UE first checks the valid/invalid marker. If it is “valid” the UE takes the context into use, starting from the stored NAS COUNT + 1. If, on the other hand, the context is marked “invalid”, the UE still takes the context into use, but starting from the stored NAS COUNT + k. This assures that even if the UE released the connection in a non-graceful way and hence is not able to store the "in-use" NAS COUNT back, NAS COUNT re-use is still avoided without AKA when the UE powers up again.

Note that to ensure fresh NAS COUNTs, there may thus be some “waste” of such count values, but only in the event of a non-graceful releases of the connection from the UE side. Considering the relatively low frequency of NAS messages, a value such as e.g. k = 256 may provide a reasonable balance between frequency of updates of the save context and “waste” of NAS sequence numbers.
Of course, there is still one exceptional case: if the stored NAS COUNT was within k of its allowed maximum value. In this case a new AKA is run. This is not a drawback as the NAS COUNT was anyway close to wrapping and an AKA was imminent in any case. In addition, the same situation occurs even if a graceful shutdown of the UE is done, and the NAS COUNT is one less than the maximum value.
3
Conclusion and Proposal
This comment contribution provides a hybrid solution between S3-090144 and S3-090122 which is simpler than the first and not much more complex than the second. Still, it retains the nice feature of S3-090144 in that AKA is not required unless it is strictly necessary (due to NAS COUNT wrap).
It is proposed that this hybrid solution is taken into account when deciding on the final solution as presented in the CR in S3-090207. 
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