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Decision/action requested

This contribution proposes modifications to the proposed text from S3-090123 a pseudo-CR from Gemalto where Gemalto proposed to add in TR 33.820 an HPM-based solution to perform H(e)NB validation. 

2
Discussion 
In S3-090123, Gemalto proposed a new way to validate the H(e)NB using the optional HPM. 

Gemalto claimed the following advantages as rationale for advocating its proposal (excerpted from S3-090123 Section 2 Rationale):

(Gemalto’s claims on) HPM advantages compared to remote validation 

· The HPM-based authentication avoids network signalling to exchange evidence and result of validation check between H(e)NB and the network. 

· HPM-based authentication is faster than the remote validation since the remote validation requires the exchange of evidence and result of validation check between the H(e)NB and the network. 

(Gemalto’s claims on) HPM advantages compared to autonomous validation 

· The validation entity (HPM) and the entity performing the measures (TrE or measuring component) are independent. 

· The validation entity (HPM) is under the control of the operator. 

· It would be possible to check the integrity of updated component or new component

In case of autonomous validation, the measures are compared to predefined states securely stored in the TrE. With the usage of HPM as validation entity, the operator could update the HPM and store the new reference measures of updated or new components downloaded into the H(e)NB in order to compare those reference measures with the measures performed by the TrE or measuring component. 
InterDigital believes that some of the claimed ‘advantages’ are not substantiated, and hence proposes the following rebuttals on these claims:

(InterDigital’s rebuttal of Gemalto claims on) HPM advantages compared to remote validation 

· HPM-based authentication is faster than the remote validation since the remote validation requires the exchange of evidence and result of validation check between the H(e)NB and the network. 
· InterDigital rebuttal:  This may be true but the real comparison should be HPM-based authentication vs. the autonomous validation, where in general the autonomous validation clearly should be faster than HPM-based authentication. 
(InterDigital’s rebuttal of Gemalto’s claims on) HPM advantages compared to autonomous validation 

· The validation entity (HPM) and the entity performing the measures (TrE or measuring component) are independent. 
· InterDigital rebuttal:  Since TrE is already an entity trusted by the operator, there is no need to ‘independently’ farm out the job of verificatio of the evidence which the TrE already has available to itself in a trusted environment. Therefore, the ‘independence’ of the HPM versus the TrE cannot be a good reason to do HPM-based validation. 
· The validation entity (HPM) is under the control of the operator. 
· InterDigital rebuttal:  This is not based on any specified definition of the HPM. If the HPM is a UICC, which is a possibility, then it is true that the HPM is likely to be the property of some operator, but even that does not mean that the HPM is more secure than the TrE. After all, the HPM is defined as a ‘removable’ module, which makes the claim of ‘HPM is under the control of the operator’ not a very sanguine point in this discussion. In fact, since the HPM is removable, it is much more vulnerable to thefts and loss. Suppose the H(e)NB needs to be authenticated and because of that it also needs to be validated beforehand. It’s the TrE’s job to perform the H(e)NB device authentication. Suppose, however, that the optional and removable HPM should do the validation. Then, if anyone removes the removable HPM from the H(e)NB, the H(e)NB cannot be validated, even if the TrE within it is intact and stays perfectly immutable. Even this simple scenario makes a removable HPM not a candidate to do the job of validation, since, the device authentication depends on validation, and validation cannot be the job of a module that can be easily removed from the H(e)NB.  
· It would be possible to check the integrity of updated component or new component

In case of autonomous validation, the measures are compared to predefined states securely stored in the TrE. With the usage of HPM as validation entity, the operator could update the HPM and store the new reference measures of updated or new components downloaded into the H(e)NB in order to compare those reference measures with the measures performed by the TrE or measuring component. 
· InterDigital rebuttal:  Yes the HPM may be able to validate updated component or new component, but the TrE may also be perfectly capable of doing exactly the same thing. Currently in the TR, there is no differentiated assumptions on the ‘download’ capability of the TrE versus the HPM. If UICC is assumed for the HPM, then of course UICC may be able to download new updates or data but the current generation of UICC does not have the capability to download firmware for a network equipment such as H(e)NB. If the UICC is assumed to be evolve-able to have such functionality, it is perfectly reasonable to assume that a irremoveable TrE should evolve to have same or similar functionality. Therefore, this claim cannot be used to justify an ‘advantage’ of the UICC (let alone a more general HPM) compared to the TrE.  
Based on the analysis given above, InterDigital proposes that Gemalto’s pCR text in the S3-090123 to include HPM-based authentication NOT to be APProved.
However, InterDigital also believes that the HPM may be useful to play certain supportive roles for either types of validation IF and ONLY IF some hitherto un-specified roles and functionality are newly incorporated to the HPM. These conditions include:

1. HPM can support secure channel (with at least integrity protection and maybe confidentiality protection too if desired by the operator) between it and the TrE
2. HPM can support secure download of updated firmware, configurations, data, or keys for the H(e)NB that may need to be validated later, independently of a TrE’s capability to do the same. Note: currently neither the TrE nor the HPM are specified in the TR with such capabilities

3. HPM can support the TrE as a ‘secondary storage provider’ of the validation evidence that the TrE generates or collects. Later, when the TrE needs to perform validation, the TrE MAY obtain such ‘secondarily stored’ evidence of validation from the HPM and uses it to support the validation check it performs with its own stored version of the evidence of validation. 

The roles that the HPM may play in validation, therefore, will be ‘secondary’, and only available if the optional HPM is present on the H(e)NB. 
InterDigital thus proposes text for the ‘procedures’ for such a secondary role of the HPM in section 7.5.2.4, now newly proposed to be re-titled to “Possible Roles the optional HPM may play in validation”. 

4
Detailed proposal on the pCR text from S3-090123
Gemalto’s pCR text (for TR 33.820 v1.2.0) proposed in S3-090123 from Gemalto should NOT be approved. 
	1st Modified Section


7.5.2
H(e)NB Validation

7.5.2.1
General 

There are - two possibilities for H(e)NB validation:

1. Autonomous validation

2. Remote validation

3. 
An autonomous validation comprises of procedure whereby the H(e)NB’s validity is assessed within the H(e)NB itself without depending on external network entities. 

A remote validation comprises of procedures whereby an external network entity, a Platform Validation Entity (PVE), assess the validity of the H(e)NB after it receives evidence for the validation generated by the H(e)NB’s TrE. Since SeGW is the secure end-point of the core network for the H(e)NB, and since remote validation should take place with an entity that can control access of the H(e)NB further into the network pending the result of the remote validation, SeGW should act as an enforcement proxy for PVE.  The AAA may be a PVE, or a wholly new PVE entity could also be considered. 

Validation of H(e)NB platform should preferably take place before device authentication, although validation after authentication should also be allowed. .
7.5.2.2
Autonomous Validation

If the TrE performs autonomous validation, the following steps could apply:

1.  The TrE checks if it has achieved a predefined state of secure start-up. 

2.  The TrE checks if a pre-defined portion of the rest of the H(e)NB that needs secure start-up has achieved a predefined states of secure start-up. 

3.  Further checks could take place either by the TrE itself or by a measuring component external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB is checked when they are loaded  or started,  or at other, pre-defined  run-time time events, wherever such is available to the measuring component.

The network becomes indirectly aware of the fact that the H(e)NB has passed an autonomous validation test. For example, when the H(e)NB initiates device authentication or hosting party authentication procedures, the network can know that the H(e)NB ought to have passed its autonomous validation test. When explicit signalling, to the network, of the outcome of the validation is desired, such signalling should preferably precede device authentication. 

7.5.2.3
Remote Validation

If the H(e)NB’s validity is remotely validated, the following scenario could apply. 

1.  The H(e)NB starts up to a pre-defined secure state.  This step may comprise of the step 1 or steps 1 and 2 of the autonomous validation process described in section 7.3.1.2. 

2.  The H(e)NB requests the TrE to generate evidence of the platform validity for the H(e)NB,. 

3.  The TrE collects material to be used to produce such evidence from the rest of the H(e)NB. Such material could, for example, critical codes of the H(e)NB, credentials for the H(e)NB’s OS, equipment IDs, etc.  The TrE generates the evidence for the validate the H(e)NB, and cryptographically protect it (e.g. encrypt for integrity and/or confidentiality). 

4.  The TrE passes the protected evidence to the H(e)NB,  

5.  The H(e)NB forwards the protected evidence to the PVE, via SeGW.

6.  The PVE evaluates the evidence and determines if the H(e)NB is trustworthy enough to allow it to continue on to perform device authentication. In case such evaluation is done at a PVE that is not the AAA, the PVE should forward the validation evidence it receives from the H(e)NB to the HLR/AAA-server. The PVE forwards its judgement to HLR/AAA, and also informs the H(e)NB to go on with device authentication. 

Steps 4 to 6 above could be performed using the same IKEv2 session as is used for device authentication. 

NOTE: Whether validation steps described here, if performed before steps for device authentication,could introduce delays, and if so, what the impact would be, may need to be studied.

7.5.2.4
Possible Role of the HPM in Validation
If the HPM is present on the H(e)NB, the HPM may be able to play certain supportive roles for the validation methods described above if the HPM is present on the H(e)NB and has the following capabilities: 

1. HPM can support a secure channel (with at least integrity protection and maybe confidentiality protection too if desired by the operator) between it and the TrE that the TrE or the HPM may initiate to set up between them. 

· Setting up such a secure channel should also involve binding the HPM to a specific TrE.  

2. HPM can support secure download of updated firmware, configurations, data, or keys for the H(e)NB that may need to be validated later, independently of a TrE’s capability to do the same. Note: currently neither the TrE nor the HPM are specified in the TR with such capabilities

3. HPM can securely store all or a part of the evidence that the TrE generates or collects for validation check purposes. The HPM should not release such evidence to any party except to a TrE which it has a binding relationship with.

4. Upon request from a TrE, the HPM can first authenticate the TrE’s request and only upon such an authentication can present, over a secure channel, the secondarily stored evidence within it, to the TrE. 

· The TrE then should be able to use the evidence it receives form the HPM to strengthen the H(e)NB integrity check that it independently performs with the evidence of validation that it generates and collects by itself. 
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