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1. Introduction
In S3-090051 Huawei proposed some text attempting to clarify the definition of all terms related to authentication in section 7.2.2.3 H(e)NB Authentication of thje TR 33.820v v1.2.0 and also proposed to delete some of the editor’s notes it has identified. 

InterDigital believes that some of the text Huawei proposed may not be completely clear or accurate, and thus proposes some modifications of the text proposed in S3-090051.   .
2. Discussion 
We propose to modify the following items of proposed text from S3-090051 in section 7.2.2.3 of TR 33.820 v1.2.0
· The text that proposes that H(e)NB authentication consists of:

a) H(e)NB identity authentication;

b) TrE identity authentication;

c) H(e)NB device identity and TrE identity binding;

d) The H(e)NB integrity verification
And the text that proposes that there could be two broad categories of H(e)NB authentication scenarios:
· Initial authentication
· Re-authentication.
· The text that proposes the meanings of the following terms related to authentication:

a) Re-authentication

b) Initial authenticatoin
c) H(e)NB identity authentication

d) TrE identity authentication

e) H(e)NB device identity and TrE identity binding

f) The H(e)NB integrity verification
g) H(e)NB related authentication/verification for both initial authentication and re-authentication
3. pCR part
We propose the text written in RED fonts below for any additional new text that we proposed on top of the text proposed by Huawei in S3-090051. Any text proposed to be added in S3-090051 that we now propose to remove in this document are marked with the ‘deleted’ change-mark, but these ‘deletion’ marks are different from the deletion marks for any text that Huawei deleted (in S3-090051) from the original text of the TR 33.820 v1.2.0 section 7.2.2.3. 
**start of changes**
7.2.2.3
H(e)NB Authentication  

H(e)NB authentication consists of:

a) H(e)NB identity authentication;
This refers to device authentication, which is described in section 7.6.2.
b) TrE identity authentication;
This refers to the TrE securely authenticating its identity to core network, just as the section 7.2.2.1 says “The TrE should be capable of securely authenticating its identity to authorised external entities using standardised protocols. These entities can validate a TrE_ID as being that of a valid, issued, TrE and hence H(e)NB. .” In cases where the TrE securely stores the H(e)NB_ID and uses it to represent itself as wella as the H(e)NB; that is, if H(e)NB_ID serves as both the ID of the H(e)NB and the ID of the TrE, then the device authentication procedure effectively performs authentication of both the H(e)NB ID and the TrE_ID, and there is no need to perform a separate step for TrE ID authentication.

NOTE:  The current device authentication procedure description in section 7.6.2 does not consider the case where the TrE_ID needs to be separately authenticated from authentication of the H(e)NB_ID. Procedures for this case should be studied further. 
c) H(e)NB device identity and TrE identity binding;
This refers to a own unique identity (TrE_ID) of a TrE to a separate  identity of the H(e)NB itself. In this case, the core network should store this binding relationship in advance. According to the prestored records, core network validate whether the new received IDs match in the authentication procedure.
NOTE:  The current device authentication procedure description in section 7.6.2 does not consider the case where the TrE_ID needs to be authenticated in a way that binds the TrE_ID to the H(e)NB_ID. Procedures for this case should be studied further.
d) The H(e)NB integrity verification
This refers to the H(e)NB validation, more specifically, it refers to either verification of the signaling message that H(e)NB may send to the SeGW regarding the outcome or an aspect of an Autonomous Validation it has performed, as described in section 7.5.2.2, or the Remote Validation described in section 7.5.2.3
NOTE 1: the H(e)NB identity and the TrE identity can be used interchangeable when needed.

NOTE 2: the authentication we described here is for some specific scenarios when TrE has a separate identity. Whether it can be optimized depends on the specific policy of the operator.

There could be two broad categories of H(e)NB authentication scenarios:

· Initial authentication
· Re-authentication.
Initial authentication refers to the authentication that the H(e)NB performs to connect to the core network for the first time after the H(e)NB is delivered to the hosting party. In initial authentication, the four above steps and a related authentication are needed. After the above steps are completed, the authentication data that relates to the customization (such as H(e)NB location and Access Control List) will be downloaded and stored in the TrE securely. Because these data can not be provided before H(e)NB is ordered by the hosting party, it is necessary to securely gain them online and then provision them into the TrE in a secure way.

During the H(e)NB initial authentication, the H(e)NB identity and TrE identity authentication, the H(e)NB device identity and TrE identity binding relationship authentication, the H(e)NB platform integrity verification, and any other  H(e)NB related authentication/verification( such as HPM authentication, H(e)NB Location verification and UE authentication) will be executed. When the last category of H(e)NB related authentication is successfully performed, the authentication data from these H(e)NB related authentication will be downloaded and stored in the TrE securely.
A H(e)NB related authentication/verification (e.g., HPM authentication, H(e)NB Location verification and UE authentication, etc) does not have pre-provisioned credentials, unlike in the case of the authentication of the H(e)NB or TrE identities The related authentication may include H(e)NB Location verification and so on. These authentication data (i.e. the criterion) is generated and only stored in the core network at first.

During a H(e)NB re-authentication, the steps of the procedure itself are similar to those of an  initial authentication procedure, except for the fact that in the case of the H(e)NB related authentications the authentication data the TrE has  stored as a result of the initial authentication is used in the procedure.

**end of changes**
4. Proposal
It is proposed the above pCR adopted by SA3.
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