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1. Discussion 
Referring to the Device Authentication, TR 33.820 v.1.2.0 is considering a certificate-based approach and an EAP AKA-based approach. However, for the EAP AKA-based approach it is not clear where the device authentication credentials are stored. 

In order to use EAP AKA exploiting the existing infrastructure and leveraging on existing specifications, we propose for the EAP AKA-based device authentication to implement the TrE as a USIM on a removable UICC. The USIM on a UICC is used as a tamper-proof environment to securely storage the relevant security credentials for the device authentication based on EAP AKA. 

2. Proposal 

It is proposed to approve the following proposals. 
3. pCR 
The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-12).
************************************ start of 1st change ************************************
7.2.2 
Trusted Environment (TrE)
7.2.2.1
General
A Trusted Environment (TrE) is a logically separate entity and set of functions and resources within a H(e)NB. The TrE is a trustworthy environment for the execution of software and the storage of sensitive data, as well as for the protection of particular hardware functions, where needed. A TrE can also be implemented by a removable entity (i.e. a USIM/UICC within a H(e)NB). 
The TrE should provide isolation of the TrE versus surrounding. Software executables and data to be secured in the TrE are functionally and informationally separated from the H(e)NB as a whole and protected from unauthorized access and tampering. Moreover, data produced through execution of functions within the TrE should be practically unknowable to external entities. The security of the TrE should be assured by physical security of appropriate component(s) and storage that protects data it holds from unauthorized access and tampering. 

A TrE should be protected by a secure start-up process, where the TrE is locally ensured to reach a determined, trustworthy state in a normal start-up or boot process. Secure start-up may extend further to the operating system and other secure programs at operation time. 
A TrE should securely store the HPM identity TrE. 

Editor’s Note: A TrE should have its own, unique identity (TrE_ID) that is bound to the identity of the H(e)NB itself. For simplicity, the TrE_ID stored within the TrE may be used interchangeably with the H(e)NB_EI.  

A TrE should provide protected functions needed to perform H(e)NB device authentication with a SeGW. 

The TrE should be pre-provisioned with any required security-sensitive functions, cryptographic keys and other credentials that relate to the H(e)NB’s identity using a secure, out-of-band process. The TrE should be capable of securely authenticating its identity to authorised external entities using standardised protocols. These entities can validate a TrE_ID as being that of a valid, issued, TrE and hence H(e)NB. 

A TrE  should  have cryptographic capabilities needed to perform device authentication and other security-sensitive functions. Examples of such capabilities may include symmetric and asymmetric encryption and decryption, hash-value generation and verification, random number generation, and digital signature creation and verification. A TrE may be able to set up and use secure channels with other parts of the H(e)NB. 

Since a H(e)NB is a network element, third-party evaluation of the sensitive TrE may be requested by an operator. 

Note:
Whether and how the TrE should be evaluated is out of the scope of this TR. A guideline on this may need to be provided in the future. Such a guideline may include recommendations on use of evaluation methodologies accepted widely industry-wide. 

Protective measures that may be applied include support and enforcement of a security policy for the TrE and the ability to convey assertions about the trustworthiness of the TrE to an authorized external verifier. 

Editor’s Note:
A more advanced TrE could provide additional security functions and algorithms that associate the TrE to the HPM or data the HPM holds. More clarification is needed. 

NOTE: A more advanced  TrE may also provide isolation of multiple functions inside it, with different software executables, data and possibly hardware functions which may be separated from each other. Additionally, secondary identities for these functions may be embedded, based upon prior authentication with the entity which can verify the TrE through standardised secure protocols. Additional functions are typically provisioned by download after the H(e)NB is deployed.

************************************ end of 1st change ************************************
************************************ start of 2nd change ************************************
7.6.1.2.3
Assumptions for Storage of AKA Credential

For device authentication, the appropriate AKA credential is stored and the related application executed in a trusted environment, called Trusted Environment (TrE). A definition of Trusted Environment is given in Section 7.2.2. In the case of certificate-based device authentication option (see Section 7.6.2.3), the TrE should be irremovable. In the case of EAP-AKA based device authentication (see Section 7.6.2.2) the TrE is implemented by a USIM on a UICC. 
For the hosting party authentication, the appropriate AKA credential is stored and the related application executed in a secure environmentI, called hosting party module (HPM). A definition of Hosting Party Module is given in Section 7.2.1. 

************************************ end of 2nd change ************************************
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