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We propose to include the following text into a new clause 5.x of TR 33.xxx “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)“. Clause 5 is entitled “PUCI Risk Analysis” while clause 5.1 is entitled “UC Scenarios: Mapping TISPAN Requirements to 3GPP”. This contribution translates the content of second part of the slides in S3-081404 presented to SA3#53 into text for the TR.

5.x UC Scenarios in IMS: traffic considerations
5.x.1 General
When discussing the consequences of SPIT/UC for IMS, two different scenarios have to be regarded:
1. the SPIT/UC source is inside the IMS network

2. the SPIT/UC source is outside the IMS network

Subsequently the differences between the two scenarios are analyzed in more detail.
1.1 SPIT/UC Source inside IMS

Figure 1 shows a scenario where the SPIT/UC source resides inside IMS. The affected SPIT/UC victims can be inside and outside IMS. The fact that the SPITter is shown using DSL access is to be seen only as an example. The SPITter could just as well use other access networks, e.g. cable networks or other networks.
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Figure 1: SPIT/UC source inside IMS
Before discussing the countermeasures against SPIT/UC, residing inside IMS, first the consequences for an IMS network provider have to be estimated.
The following calculation is based on a SPIT/UC source using an automated voice client on a PC to establish as fast as possible and as many as possible SIP connections to play a 10 seconds advertisement message. Typically the SPITter will use a low cost network with a high uplink bandwidth. The estimation is analogous to the example, used in RFC5039:
· assumed: call initiation with a single 1 Kbyte Invite message

· assumed: call success rate of 50% ( 2 Kbyte or 16 Kbit per call setup

· assumed: SPIT message of 10s length with a 5.3 kbps G.723.1 codec (~ 16 kbps with overhead) ( 160 Kbit per message
· assumed: DSL 16000 port with 800 kbps uplink speed

· ~ 45 parallel SPIT calls are possible

· ~ 4.5 SPIT calls per second are possible

· assumed: a SPIT activity of 24 hours a day and 30 days a month

· ~ 250 Gbyte per month and per SPITter for the IMS operator
Besides the huge traffic volume, generated by the SPITter and consuming network resources, the IMS operator is also affected
· by increased maintenance costs because SPIT victims complain to the operator about the nuisance

· by trouble with other operators complaining about
•  the nuisance on their customers
•  an increased traffic volume at the boundary between the SPIT/UC originating network and their
   own network
•  at worst a blocking of transit points to other networks affecting also legitimate users
· by possible trouble with the regulative authority

· in the long term by loss of customers that are dissatisfied with the service of the operator

The consequence is that the IMS operator has a vital interest to avoid SPIT/UC in his network and with that all the problems related to this topic. Fortunately IMS provides some potential advantages making SPIT/UC prevention easier:

· user authentication
Every IMS user needs an IMS subscription with an IMS identity. Before a user is able to access IMS network services, he will first be authenticated by the network. The result is that a user can not act anonymously, but can be identified and can be made accountable for his behavior, if necessary.
· DoS protection mechanisms
A network operator can also use SIP-related DoS protection mechanisms if provided by the IMS network. With a traffic volume of ~ 250 Gbyte and the permanent maximum usage of a network port, SPIT/UC can in the widest sense also be regarded as a kind of DoS attack. By an intelligent configuration of SIP-related DoS protection thresholds the IMS operator is able to restrict the capabilities of a SPITter without bandwidth reduction and without affecting normal legitimate users, e.g. by limiting the call setup rate per second per user or the number of parallel calls per user to a reasonable value. With that SPIT/UC can not be prevented at all, but it gets less attractive, at least under commercial aspects.

· contract conditions (cf. clause 4.2.x)
As IMS is an operator controlled network and the users are authenticated, the operator can also limit the capabilities of SPITters by contract conditions, by bandwidth reduction after a certain volume of traffic or by time limits (as discussed earlier). 
1.2 SPIT/UC Source outside IMS
Figure 2 shows a scenario where the SPIT/UC source resides outside IMS. Besides SPIT/UC victims in other VoIP networks also subscribers of IMS may be affected. The fact that the SPITter is shown using DSL access is to be seen only as an example. The SPITter could just as well use other access networks, e.g. cable networks or other networks.
In case of SPIT/UC, residing in external networks, several different configurations are possible:

· DSL and VoIP service are provided by the same operator

· the VoIP provider is different from the operator

· the VoIP transport can be achieved by a network operator specific IP network or by the public Internet
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Figure 2: SPIT/UC source outside IMS
As the SPIT/UC traffic is now part of the aggregated traffic entering the IMS via the I-BCF, it is much more difficult to identify and to prevent. It is now not possible to apply IMS specific measures, because IMS is not the SPIT/UC originating network. The concern is that user authentication may be less strong, compared to IMS, or even not available in external VoIP networks. With that spoofing would be possible and the probability of SPIT/UC is increased. Other measures like contract conditions, bandwidth and time limiting, usage of DoS protection mechanisms – as discussed in the previous section - are not possible, as the SPIT/UC source is not under control of the terminating IMS network.
Therefore problems arising from significant SPIT/UC traffic have to be solved between the operators. The potential measures include:
· Service Level Agreements, possibly via brokers (cf. clause 4.2.x)
· blocking communication between IMS and those VoIP networks violating the Service Level Agreements significantly or permanently.
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