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We propose to include the following text into a new clause 4.2.x of TR 33.xxx “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)“. Clause 4.2 is entitled “Non-Technical Conditions” and is currently empty. This contribution translates the content of the first part of the slides in S3-081404 presented to SA3#53 into text for the TR.

4.2.x Prevention of Unsolicited Communication in an Operator Controlled Environment

4.2.x.1 Introduction
This clause discusses how IMS providers could take advantage of the particularities of the IMS environment, compared to a general environment, in which SIP and VoIP services may be offered, with respect to SPIT/UC prevention.

The most salient feature of the IMS environment is that it is fully controlled by the operators. This environment is similar to what is called “Centralized SIP Providers” in RFC5039 by Rosenberg and Jennings. “Centralized SIP Providers” are a variation of Circles of Trust .According to the concepts in RFC5039 a number of providers get established as centralized SIP providers and act as a SIP equivalent to the interexchange carriers in PSTN. The relations between the centralized SIP providers are defined by Service Level Agreements. As inter-domain SIP providers charge the local providers for the delivery of SIP messages, a certain amount of cost is associated with this service. It should be noted, however, that agreements on charging issues by operators may be subject to national or regional regulations. 
Rosenberg and Jennings draw the conclusion that this arrangement could work, as there is relatively little SPAM in PSTN today compared with Email.

The assumption is that exploitation of a regulated operator environment could be as effective as or even more effective than any detailed SPIT/UC prevention technique involving the user. Related to this concept, IMS provides a systemic advantage compared to general VoIP deployments, as
· IMS is an operator controlled network

· IMS allows Service Level Agreements among IMS operators preventing SPIT/UC at the source
Now, IMS users will not only call or be called by other IMS users, especially, but not only, in the initial phases of IMS deployment. There will certainly be calls to and from the PSTN, but, in the interest of universal reachability, also calls to and from other VoIP networks are likely to occur. It should be studied whether inter-working with other VoIP operators could be based on similar Service Level Agreements. A proposal is an association of VoIP operators adhering to a common code of conduct regarding SPIT/UC. This would be especially important as SPIT/UC is most effectively combated in the source network, in which the SPITter resides. Setting such non-technical conditions could make a significant contribution to the efforts of IMS providers to protect IMS users from SPIT/UC. They are unlikely, however, to be a panacea against SPIT/UC and should rather be seen as complementing other measures of more technical nature.
4.2.x.2 Current SPIT/UC Prevention Measures
This section analyzes the environment that operators face today, without having sophisticated and synchronized SPIT/UC prevention techniques at their hand. The measures discussed are:
· legislation and regulation
· user authentication
· contract conditions 
The basis for network operators is the legislation which may be country-specific. Already legislation can provide elements of SPIT/UC prevention, e.g. by 

· providing national do-not-call lists for telemarketing with punishment in case of counteracting
· prohibiting bulk advertisement calls without consent of the user
· prohibiting usage of the anonymity feature for advertisement calls
Regulative authorities will supervise whether the rules are kept and will launch countermeasures like punishments or blocking of malicious users. Although the intention of legislation and the control by regulative authorities is favorable, the reaction time is slow and there may be possibilities to circumvent legislation. In addition, it may be difficult to enforce this legislation for SPITters in foreign countries.  

Already today network operators face the problem to avoid misuse of cheap communication sources (usually flat rates), one of them being SPIT/UC. A centralized SIP provider is seen as an operator who controls his network in a way that his subscribers and also subscribers of other operator networks are affected as little as possible.
Besides contract conditions, discussed beneath, authentication of users is a topic whose importance is hard to underestimate. Authentication is not a SPIT/UC prevention measure in itself, but is the indispensible basis to take actions against SPIT/UC. Measures against SPITters based on contract conditions are only effective if the SPIT/UC source can be clearly identified.
Today SPIT/UC prevention is mainly achieved on the basis of contract conditions. Contract conditions restrict the usage of national and international flat rates that are prone to SPIT/UC because of their low cost
· to private usage ,

· prohibit specifically commercial usage like bulk communication services, call centers and telephone marketing
· and threaten to charge connections violating the contract conditions at standard prices.
As it may be difficult for providers to prove misuse of flat rates, contracts often provide the possibility for short-term contract cancellation without giving reasons.

Another variant of contract conditions combine flat rates with either traffic or time measurement techniques, cf. also clause 5.x. In case of traffic measurement the bandwidth is limited after a certain volume of traffic is reached while in case of time measurement the flat rate conditions are only valid if a certain threshold of time is not exceeded. In the proper sense of the word these contracts are not longer flat rates but volume or time tariffs in disguise. The goal seems to give legitimate users the feeling of a flat rate while limiting network resources to illegitimate users.
To gain an understanding of how relations between IMS and external VoIP operators could evolve, it is important to regard the relations between VoIP and legacy networks today. Especially the relations between upcoming, public Internet-based VoIP providers and traditional legacy network operators are interesting.

As long as the calls are VoIP and use the public Internet, they are free-of-charge and the contract conditions remain simple. If public Internet VoIP operators connect however to a legacy network, the calls are charged with a low price that pays the legacy part of the connection.

If such public Internet VoIP providers sell legacy network flat rates, their contract conditions get stricter and converge to those, offered by legacy operators. Examples based on today’s practice are:

· users have to comply to so-called fair user guidelines limiting the maximum number of telephone minutes to 10000 ( if threshold is exceeded, calls are charged according to usual conditions

· in other cases no explicit limits are defined, but restrictions are based on contract conditions like
•  only human-to-human communication allowed
•  commercial usage excluded
if contracts are violated calls are charged at standard prices
There are two interesting observations which can be made:

1. Public Internet based VoIP providers work in a way similar to established operators when connecting to legacy networks
2. low charges compared to free-of-charge seem to diminish network misuse a lot
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