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1
Introduction
At SA3 #53 SA3 received an LS from SA4 (S3-081523/S4-080805) where SA4 requested SA3 to make a decision between candidate proposals for IMS based MBMS security. In particular SA4 mentioned the following “SA4 expects that SA3 can prepare the necessary CRs to its specification and send an outline of necessary changes in TS 26.237 for SA4’s consideration before SA4#52.” 
The candidate proposals have been compared during an email discussion based on a set of requirements agreed at SA3 #53 which were captured in S3-081565. It seems that the email discussion did not come to a common agreement on comparison of the candidate proposals. 
The candidate proposed by Ericsson was described in S4-080683 and was also attached to LS S3-091523.  An updated and detailed proposal from Ericsson is described in a companion contribution S3-090170 which is also submitted to the present meeting. S3-090170 presents an outline of necessary changes to SA4 TS 26.237 as requested in their LS. 
This contribution presents an overview of the updated solution described in S3-070170, and analyses its impacts to the current specifications and systems. 
In general the basic idea of S3-090170 is to merge the HTTP procedures of MBMS security to the SIP session management procedures.  The goal is to get a simpler system and less signalling flows for IMS based MBMS security. This can be achieved, for example by re-using XML elements and relying on IMS authentication.
2
Discussion
Here it is described how MBMS security procedures as used today in TS 33.246 are used in S3-090170.
There are basically three kinds of procedures used in MBMS security: 

· GBA bootstrapping between the UE and BSF for authentication and Ks establishment
· MIKEY MSK and MIKEY MTK procedures to distribute MSK and MTK keys from the BM-SC to the UE using GBA based key (MUK, MBMS User Key). 
· HTTP based procedures between the UE and BM-SC to handle Registration, De-registration and MSK requests. This includes also HTTP digest authentication using GBA based key (MRK, MBMS Request Key).  
The first two, i.e. GBA bootstrapping and MIKEY procedures, are used in S3-090170 as used today in MBMS. 
The only deviation is how the HTTP based procedures are handled. The main features of this deviation are described in the following:
· The UE and BM-SC do not communicate directly with HTTP.  Instead, MBMS Registration, De-registration and MSK requests are carried with SIP to the SCF. The SCF can control the service authorization and forwards the (in some cases modified) requests to the BM-SC with HTTP.
· BM-SC still has a HTTP interface for these procedures, as it has today, but some of the messages are slightly modified. 
· Most of the XML schemas from MBMS security can be re-used but not all. E.g. a new XML schema is needed for sending UE IP address and MUK during Registration procedure from the SCF to the BM-SC (see S3-090170 for details). 

· The SCF acts as a NAF. The SCF does not need to explicitly authenticate the UE as it can rely on IMS authentication. Therefore, SCF acts as a NAF in order to get the MUK from the BSF and sends it to the BM-SC. 
· BM-SC does not need to explicitly authenticate the UE and it can rely on IMS authentication and asserted identities received from the SCF.

[image: image1]
Figure 1 Example of mapping SIP requests to HTTP messages
3
Conclusion and proposal
The basic idea in the updated IMS based MBMS security proposal in S3-090170 is to carry MBMS Registration, De-registration and MSK requests within SIP instead of within SIP on the Ua reference point. This has some minor implications to the carried message bodies.
It is proposed that the solution described in S3-090170 is adopted and an LS is sent to SA4. It is also proposed that the solution is described in TS 326.237. 
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